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I Abstract

1. Title
Survey for Knowledge Information Security Industry in Korea: Year 2012
2. Purpose of the study

The purpose of this study is to investigate the market size of
domestic Knowledge Information Security Industry, based on market
survey on Knowledge Information Security Industry 2012, further to
suggest policy directions in order to grow the Knowledge Information

Security Industry.
3. Contents and scope

This study is to explain contents and scope of information/physical
security industry market, on general characteristics of enterprises in
sales status and outlook, export status, personnel and employment
status and technology R&D status. Besides, for an applied area
(Convergence Security), the interview was conducted to understand the
status and predict the future. Based on which, the approach was made
to find out plans to grow the domestic Knowledge Information Security

Industry in terms of government policy.

4. Results of the study

o Status of Knowledge Information Security Industry companies
Currently, the number of companies nationwide involving in

information/physical security and service industry, is 666 in total



including large company SI(System Integration)s, multinational companies
and specialized companies. Looking into details on their status, 67.0% of
them are located in Seoul area, 97.1% of them established in the form
of incorporated company, and in terms of the capital status, 92.2% of
them on domestic-funded, 90.8% of them as unlisted company, 57.4% of
general type companies, 83.7% with their employees less than 100, and

87.9% of them were those with less than 5 billion won of capitals.

[Table] Status of domestic Knowledge Information Security Industry companies (Unit : EA)
Type Information Security | Physical Security Total
No. of companies 278 388 666

o Knowledge Information Security Industry Size and Outlook

The Knowledge Information Security Industry size for the year of
2012, was found to be 5,841.7 billion won increased by 10.6% compared
to 2011. The size of information security industry has increased by 14.2%
from 1,457.9 billion won(2011) to 1,664.2 billion won(2012), while that of
physical security industry has increased by 9.2% from 3,824.0 billion
won(2011) to 4,177.5 billion won(2012).

[Table] Knowledge Information Security Industry size (Unit: billion won)
Information Security Physical Security Total
Type
2011 2012(E) 2011 2012(E) 2011 2012(E)
Sales 1,457.9 1,664.2 3,824.0 4,177.5 52819 5,841.7
Growth rate 14.2% 9.2% 10.6%

From the results of estimated outlook Knowledge Information Security
Industry, it is expected that the size of 5,281.9 billion won(2011) will
grow by 14.3% at annual average to grow up to 10,3094 billion won in 2016.

_Vi_



[Fig.] Outlook of Knowledge Information Security Industry size (Unit : billion won)
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o Status of Knowledge Information Security Industry export

The export of Knowledge Information Security Industry is expected
to grow 1,190.0 billion won(2011) to 1,361.0 billion won(2012) by 14.4%.
Out of these figures, the export of information security has increased
by 8.9% from 45.0 billion won(2011) to 49.0 billion won(2012), the export
of physical security has increased by 14.6% from 1,145.0 billion won(2011)

to 1,312.0 billion won(2012).

[Table] Status of Knowledge Information Security Industry export

(Unit: billion won)

Information Security Physical Security Total
Type
2011 2012(E) 2011 2012(E) 2011 2012(E)
Export amount 45.0 49.0 1,145.0 1,312.0 1,190.0 1,361.0
Growth rate 8.9% 14.6% 14.4%
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o Status of personnel and employment in Knowledge Information Security Industry

The number of personnel involving in Knowledge Information Security
Industry is 26,191 in total as of the year of 2011, among which 9,244
persons(35.3%) are those in the information security companies, while

16,947(64.7%) persons are employed by the physical security companies.

[Table] Status of personnel in Knowledge Information Seaurity Industry(2011) (Unit : persons)

|I . . Total
Tvpe nformation Physical 5 TAd 5
yp Security | Security Special | Advanced [Intermedi Entry Total
level level level level
No. of 9,244 16,947 4,125 6,595 7,649 7,822 26,191
persons
Percentage 35.3% 64.7% 15.7% 25.2% 29.2% 29.9% | 100.0%

The number of newly employed personnel by the Knowledge
Information Security Industry companies was 2,222 persons for the year
of 2012, which is expected to reach 1,468 persons in the year of 2013.

[Table] Status of enpoyment and planning in Knowledge Infomration Seaurity Industry (Unit : persors)
2012 2013
e [t S | ot Mmaten] e |t
No. of persons 1,326 896 2,222 1,074 394 1,468
Percentage 59.7% 40.3% 100.0% 73.2% 26.8% 100.0%

o Status of technology R&D in Knowledge Information Security Industry

From the results of self-evaluation on technology level of the
Knowledge Information Security companies, their research level by
element technology was at about 75% on the basis of 100%, while their
technology R&D capability was on the level of about 76%.
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[Table] evaluation on technology level (Unit : %)
jon Physical Information Physical
Type Security | Security Type Seaurity | Security
Basic Research 715 754 Product P!gnmng 735 747
Level Capability
Applied Product Design
Research PP 76.2 76.0 . 76.2 77.8
R h Level : : Capability
Level esearc eve R&D
or — Capa Product
b Merchandising | g 762 | 2P commerdialization/ser|  78.4 75.7
element| Research Level : : ility . I
vice Capability
technology
Improved Product 770 781
Average 75.3 75.9 Quality Capability ) )
Average 76.3 76.6

Looking into the competitiveness of Knowledge Information Security
companies compared to those in developed companies, it was found
that the information security has its competitiveness in brand and
quality, while the physical security has competitiveness in quality and

marketing.
5. Expected Effects and applications

First, this study may help understanding: definitions and
characteristics of the Knowledge Information Security Industry, its
general status, sales status, export status, personnel status, technology
R&D status as well as market trends, based on which the analyzed
results can be made into database in order to acquire forecasts on the
future Knowledge Information Security Industry market. Second, our
government may set up the directions to grow the Knowledge
Information Security Industry, to have more challenges to embody its
policy. Third, the results of this study can be used not only as basic
data by academic parties or researchers with respect to the Knowledge
Information Security Industry, also as the fundamentals to establish

visions and strategies for the related industry and corporations.
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2) The Open Security Exchange (OSE), “Physical/ITSecurity Convergence: What It Means,
Why It's Needed, and How to Get There”, 2007.
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5091 o] 10091 wRESl 71%1e] mjEo] 314 Yo 2, FE AFLS FAAT}
1001 o)<l 71gellA F2 AujEE A2 Yebgth =3 HlA 7199
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383 H 373
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200 :
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1091 0j8F  109-5091  5091-10091 10091 O] 4 7 ULET|Y HIH 7Y
2011 W20128(E)

71} AZL AB|AYE wl=0] 29.0%, = UE WE0] 284%FE FE
A 22GFe] Fo7 B2 AFSZ YeRT

[® 4-50] 7|E} HIE HZH |E HZ (Et9] : %)
= 25 =8 H= MH|A A
e 19.6 284 230 29.0 100.0
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o AE ) AF(ISO, G-ISMS)S FAALZE 5091 ©]4F 1009 vkl 714 9]

=0l 849 elm, 10091 ©]&Ql 7Idel wEo] 129¥o =, <QIF(ISO,
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AL HEE OjE S HT

20113 AHHOAAC F w|EL 145799 Yol A AHF 125%%H F=3)
Z7F8te 2016\d0l= 2624490 G AoZ HgHETh HHHIL A FS
2011 11,3399 Yol AHFHF 102% % A3t 201613 ol = 18,3932 o]
o]Z Aog AnEw, FHHE Mu|2E 2011d 3,240 Uo) A AFF 19.4% %
dste] 20161 dlE 7,851 ol o] & A= HWHT

[E 4-61] WEHEQIM 2 & OE MY (Eh9] : 2dQ)
L L L £ L
ag 201144 20124 20134 20144 2015t 20164 CAGR

® | ® ® ® (11-16)

HEHO M E 11,339 12,899 | 14,050 | 15294 | 16,630 | 18,393 | 10.2%

HEHEO AH|A | 3,240 3,743 4,537 5,503 6,559 7,851 19.4%

| 14,579 | 16,642 | 18,587 | 20,797 | 23,189 | 26,244 | 125%
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AREQ} AFTAA A=/ ARF{FE WA EHL A|FTY AFE]
121%2 =& A2 dFEH, &5 o] Fofo] x&2Ql o] Ayen)
HhE, 7B HRE-2 o] 4] &S Zo2 o dHth HHHEQ AH]2~ol|A
HRPAAE AHES 28%0]H, &5 A&ZQ A4S BY Fo2 o)

[E 4-62] HHECQMMY FSEF 01 MY (GEREEE)

Ly L L L L
2 201144 20124 | 2013 | 2014 | 20154 | 2016 A CA§R
® ® ® ® (B | (11-16
HEQ3A =HOt 3,945 4,387 4,821 5,327 5,883 6,572 10.7%
A|AHEl HOot 1,705 1,920 2,046 2,170 2,285 2,469 7.7%
=~
o
5]’;||;:_|§ 7(-IEO’=

=2 [S2wE 2,498 3,067 3,370 3,676 3,974 4,431 12.1%

= B X| = ot

of

| ASolS 1,125 1,250 1,371 1,506 1,693 1,885 10.9%

=

Hotatg| 1,255 1,430 1,588 1,749 1,911 2,133 11.2%
7| E} 811 845 854 866 884 903 2.2%
24 11,339 | 12,899 | 14,050 | 15,294 | 16,630 | 18,393 | 10.2%

A HOMAME 1,055 1,265 1,589 1,976 2,396 2,947 22.8%

H

A 7|EFMH| A 2,185 | 2,478 | 2948 | 3,527 | 4,163 | 4904 | 17.5%

| 3,240 3,743 4,537 5,503 6,559 7,851 19.4%
SHA| 14,579 | 16,642 | 18,587 | 20,797 | 23,189 | 26,244 | 12.5%
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[ 4-63] YHEHQOMA DjE MUX| S AYASSTETE MY (=9 949)
£ 8 Mvasus |ouw|X0TE 2008 20061205 2008 TIOR
o gepy 49 | 529 | 575 | 627 | 680 | 736 | 8.2%
HESI(A|A8) srets | 640 | 651 | 706 | 782 | 860 | 927 | 7.7%

gl HYERA2"@Ps) | 778 | 803 | 840 | 860 | 900 | 933 | 37%

=| DDoS RIEFAIAE | 258 | 310 | 345 | 390 | 437 | 499 | 141%

o =ermoraamUT™) | 652 | 692 | 756 | 817 | 883 | 952 | 7.9%
3l JIAFAFNZVPN) 408 | 460 | 508 | 541 | 573 | 625 | 8.9%
S eI HIMO{NAC) | 402 | 465 | 538 | 627 | 720 | 834 |157%
oM yeeym wor | 121 | 213 | 235 | 310 | 390 | 522 |34.0%
DU HOF 190 | 264 | 318 | 364 | 440 | 544 | 234%

27 3,945 | 4387 | 4821 | 5327 | 5883 | 6572 | 10.7%

PCHt 3} 136 | 158 | 163 | 168 | 172 | 183 | 6.1%

A VirusH# Al 757 | 824 | 872 | 908 | 939 | 991 | 5.5%
| antixgroigof 201 | 260 | 286 | 317 | 347 | 398 | 146%
i ! Antim|Al 39 | 57 | ea | 73 | 81 | 98 |202%
o & AT TFS/W 198 | 230 | 251 | 274 | 296 | 327 | 106%
A moreamA 374 | 391 | 410 | 430 | 450 | 472 | 48%
= 27 1,705 | 1,920 | 2,046 | 2,170 | 2,285 | 2,469 | 7.7%
DBEOHMZER) | 587 | 735 | 843 | 961 | 1,053 | 1,220 | 15.8%

- DB S 221 | 425 | 404 | 410 | 425 | 455 | 155%
= PC OF 660 | 772 | 846 | 890 | 935 | 1,021 | 9.1%
u H0HUSB 323 | 341 | 408 | 471 | 542 | 618 | 13.9%

M oz e MaHT2|ORM) | 707 | 794 | 869 | 944 | 1,019 | 1,117 | 9.6%
27 2,498 | 3,067 | 3370 | 3,676 | 3974 | 4431 | 121%

wol ADlEZIS | 182 | 218 | 243 | 270 | 302 | 343 |135%

U Hw Ea(Hsm) 0 | 10| 11 | 12 | 14 | 15 | 84%

; oUs|8HLHSOTP) | 8 o | 10 | 11 | 12 | 14 [118%

= BMolerrzeay | 503 | 555 | 596 | 641 | 686 | 742 | 81%
SSIEapaEAM) | 85 | 97 | 114 | 131 | 197 | 244 | 235%

- 110 -




. e — 201214 | 201344 [ 201444 | 201544 | 201644 | CAGR
(E) (E) (E) (E) (B) |('11-'16

A2 AFOI2(SSO) 215 | 224 | 246 | 269 | 293 | 316 | 8.0%
EStA M2 IMIAM) | 69 76 83 94 | 103 | 114 |10.6%
DOI/AFM O1E B 53 61 68 78 86 | 97 |12.8%

Py 1,125 | 1,250 | 1,371 | 1,506 | 1,693 | 1,885 | 10.9%

7| € 2 okna| (ESM) 515 | 556 | 601 | 642 | 688 | 739 | 7.5%
QIHWB|A|ARITMS) | 143 | 154 | 169 | 184 | 200 | 218 | 8.8%

B DjX|REA|ARIPMS) | 125 | 151 | 163 | 178 | 192 | 214 |114%
3 KHAFZHEIA|ARIRMS) | 128 | 169 | 206 | 245 | 281 | 343 |21.8%
| —— ne|/eN B 245 | 285 | 317 | 350 | 385 | 431 |12.0%
AObN 2N £ 99 | 115 | 132 | 150 | 165 | 188 |13.7%

Y| 1,255 | 1,430 | 1,588 | 1,749 | 1,911 | 2,133 | 11.2%

7|t 811 | 845 | 854 | 866 | 884 | 903 | 2.2%

Y| 11,339 | 12,899 | 14,050 | 15,294 | 16,630 | 18,393 | 10.2%

OIZ(ISO, G-ISMS) 76 97 | 120 | 151 | 187 | 234 |252%
OLMZIEH/7|HIE S 108 | 132 | 166 | 216 | 272 | 342 |259%

i xich 9l oy 194 | 234 | 284 | 355 | 433 | 529 |22.2%
?E ToIHE S HME 184 | 222 | 278 | 348 | 421 | 519 |23.0%
xi‘fl Z3tE Ot M El 417 | 492 | 634 | 786 | 951 | 1,171 | 22.9%
2| " ex e Q=X HME | 76 88 | 107 | 120 | 132 | 152 |14.9%
E} A7 1,055 | 1,265 | 1,589 | 1,976 | 2,396 | 2,947 | 22.8%
H ooy & @EAMHA | 780 | 910 | 1,033 | 1,185 | 1,327 | 1,515 | 14.2%
= 9l OTER| A H| A 870 | 980 | 1,232 | 1,531 | 1,899 | 2,310 | 21.6%
B 18 =3 Mua 55 68 79 94 | 109 | 130 |188%
ZOI/AFM OIS MH|A | 480 | 520 | 604 | 717 | 828 | 949 | 14.6%

AH 3,240 | 3,743 | 4537 | 5,503 | 6,559 | 7,851 | 19.4%

A 14,579 | 16,642 | 18,587 | 20,797 | 23,189 | 26,244 | 12.5%
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Lt HIZE g HY

1) HER3 2 HE

=

HEYA Het AFoles 4 B3y, WEHZ(AN2H) W3y, HAA
A 2E(IPS), DDoS ATHA| 28l F3FHQIAI2EN(UTM), 7HdAHIH(VPN),
HESL T HIA(NAQ), F4 WESA Bel, mntd Helo] xJheh
HES T HekA|Fo HAE(CAGR) 10.7%°]H, 2016\ &2 6,
o5 Aow AT}

U1
N
12
e
=2

[E 4-64] Y EHT Het HE UiEg MY EERET)
E e e e e
& jor1yy | 20124 | 20131 | 20141 | 20151 | 20161 | CAGR
(B) (B) (B) () (B) | (11-716)
2 oty 496 529 575 627 680 736 | 82%
HESZ
(A|2el)arsis | 640 651 706 782 860 927 | 7.7%
elEd 778 803 840 869 900 933 | 3.7%
Al 2 E(IPS) 7%
DDoS Attt
A2l 258 310 345 390 437 499 | 141%
suad 652 692 756 817 883 952 | 7.9%
A2 E(UTM) 9%
A -
(VPN) 408 460 508 541 573 625 | 89%
HESS )
SaRolNAC) | 402 465 538 627 720 834 | 157%
oM HES
A Eﬂ;ﬂﬂ 121 213 235 310 390 522 | 34.0%
DHY Hot 190 264 318 364 440 544 | 234%
A 3945 | 4387 | 4821 | 5327 | 5883 | 6572 | 107%

HWEA HAFAA FA UEA KBte] AAEC] 340%%E 7
=gon, I o ® wnkd HQE 234%, WEYA HT AS(NAC) 15.7%,
DDoS ATAI 2l 141% O 2 UERRT &g Hofo A A&7 g7l
o &= oh.
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(1% 4-48] HEYA HOt HE HH 0E MY @

12
o

7,000 -
6,000 -
5,000 -
4000 -
3,945
3,000 -
2,000 -
1,000 -
o . , : . .
20118 20128(E) 20138(E) 20143(E) 20158(E) 2016(E)
[# 4-65] HESA Hot HE g MY U HF (B9l - of9l)
1 ] ] e I
3 jo11t | 20124 | 201310 | 20141 | 201514 | 2016 | CAGR
(E) (E) (3] (3] (E) (‘11-'16)
HELZ ]
HOR| = 3945 | 4387 | 4821 5,327 5,883 6572 | 10.7%
H|Z(%) 27.1 264 25.9 25.6 25.4 25.0 -

YEYT ROl AZFo] 20118 AA ARRFA = 271%914 20163
250% 74 AZE ZolE Ao g datEnh

AN 2z" Bol AFoE= PC W3, Virus WA, Anti 23o] o], Anti
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[E 4-68] HAX/HRQE YX|=Ot HE jF HY GERETN
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2 201144 20124 20134 20144 20154 20164 ’CA(’iR

® () (B ® ® | (11-16)

DBt 587 735 843 961 1,053 1,220 15.8%
(H2ER) ' ' o
DB 221 425 404 410 425 455 15.5%
PCHO 660 772 846 890 935 1,021 9.1%
HOIUSB 323 341 408 471 542 618 13.9%
CIX2X %2 707 794 869 944 1,019 1,117 9.6%
22| (DRM) ' ' o
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GERCE)

am 201144 20124 | 2013 | 2014%4 | 2015%4 | 20164 ICA§R
® () (B) (E) (B) (11-16)
HOb AOIEZIE 182 218 243 270 302 343 13.5%
H/W EZ(HSM) 10 10 11 12 14 15 8.4%
2218 8 9 10 11 12 14 11.8%
H| U5 (OTP) s
3771 o
7| BELE (PKD) 503 555 596 641 686 742 8.1%
Sad e 85 97 114 131 197 244 23.5%
(EAM) =7
AZAOIL(SSO) 215 224 246 269 293 316 8.0%
STAS 69 76 83 94 103 114 10.6%
2| (IM/IAM) o
D O| /A
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Lo =
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F ok 9 BAAEE 137%E Py H2 Holglth Etdg AFe
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o so11w | 20124 | 20134 | 20141 | 20154 | 20161 | CAGR

= = (3] (E) (E) (E) (E) (11-'16)

7| otaa|(ESM) | 515 556 601 642 688 | 739 | 7.5%
SSTB|A|AEYTMS) | 143 154 169 184 200 | 218 | 88%
K| RI2 A ABIPMS) | 125 151 163 178 192 214 | 11.4%
KHAFRIZIA|ABIRMS) | 128 169 206 245 281 343 | 21.8%
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HobH BM E 99 115 132 150 165 188 | 13.7%

sHA 1,255 | 1430 | 1588 | 1749 | 1911 | 2,133 | 11.2%
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(SO, G-ISMS) 6 9 0 5 8 3 5.2%
T 108 132 166 216 272 342 | 259%
k=1 270
fg % 194 234 284 355 433 529 | 22.2%
Dojsid e
7Ho|_|7gEE§ o,
ey 184 222 278 348 421 519 | 23.0%
Sgol :
gt 417 492 634 786 951 | 1171 | 22.9%
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[# 4-79] EEHEHQ HE S MHA =F oz (THel @ o)
T= 20114 | 2012E(E) | LS

2 ot 3 3 0.0
HEIAAH) St 13 7 -46.2
HE | QIHI K| A| A E(IPS) 43 33 233

f3 SEEOIA|A-I(UTM) 29 53 82.8
ot 7t AHE Z(VPN) 10 5 -50.0

4 EQ AT 28 0{(NAC) 3 4 333

24 101 105 40

pC o} 20 28 40.0
Al AE Virus& 2l 84 66 214
ATRIES/W 10 15 50.0

L = 5 0H2 QIR 42 60 429
Hot 27 156 169 83
o= DBEHEHZEHI) 40 43 7.5
Y DBt S 3 5 66.7

~ PCH Ot 12 14 16.7

SERE HOHUSB 8 9 125

LXIEQ [T X2 x| =2 (DRM) 52 56 77

27 115 127 10.4

7| Y& otk 2| (ESM) 1 1 0.0

H2otng| FHAN 24 E 1 1 0.0

a4 2 2 0.0

7| Ef 7|E} 24 24 0.0

A4 398 427 7.3

Zict gl @ojsiy 19 20 53

2ot Z3HE O M El 2 2 0.0

s Mg | 2EE 9ZWXHASY | 10 14 400
HOot A7 31 36 16.1
MH|A X2 oo & SEMH[A 16 20 25.0
HOobah| HOFREA| M H| A 5 7 40.0

27 52 63 21.2

A 450 490 89
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HEEQ HE 398 427 7.3% 87.1%
HEE0H MH|A 52 63 21.2% 12.9%
A 450 490 8.9% 100.0%
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544% % 7V =A UElgth AREQQF AFY AF dE FF HFo|
523% o™, AHHQE Au|29o Ae dE F= BFo] 70.0%% A=
ZAE AT

[E 4-81] YEEO I71E +5 €Y (3l : %)

2s & 37t
U 53 o= SH 7|t A
HEEO NE 523 8.1 23.7 1.2 14.7 100.0
HMEHOH MH|A 70.0 8.0 9.8 4.8 74 100.0
SHA| 544 8.1 221 1.6 13.9 100.0
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o 2 4 | 57 | 60 | 66 | 75 | 100 | 168%
2/ Control Chip | 914 | 1,083 | 1,190 | 1,285 | 1415 | 1,700 | 132%
o | 4 27 960 | 1,140 | 1,250 | 1,350 | 1,490 | 1,800 | 134%
2 [oo SAZARA | 917 | 985 | 1281 | 1535 | 1,840 | 2400 | 21.2%
2 | Ut _As¥ 254 | 833 | 920 | 1,010 | 1,160 | 1,335 | 1,700 | 15.3%
A | o 27 1,750 | 1,905 | 2,291 | 2,695 | 3175 | 4,100 | 186%
B[ =] cavax= 682 | 774 | 850 | 935 | 1,030 | 1,300 | 13.8%
P ogumamE | 188 | 206 | 215 | 240 | 275 | 350 | 132%
i 27 870 | 980 | 1065 | 1,175 | 1,305 | 1650 | 137%
Access Control 2,410 | 2,670 | 2,710 | 2,740 | 2,755 | 3,200 | 58%
AZTOIAAIAE | 315 | 395 | 475 | 525 | 580 | 800 | 20.5%
u| AIZQIAAIA® | 826 | 934 | 1,170 | 1345 | 1,480 | 1,700 | 15.5%
O ZafQIAlAl~® | 35 | 130 | 200 | 280 | 365 | 600 | 76.5%
S AWoIAMAA" | 59 | 73 | 100 | 120 | 135 | 250 | 335%
S7IEedoA )| 15 | 18 | 45 | 72 | 95 | 150 | 585%
27 1,250 | 1,550 | 1,990 | 2,342 | 2,655 | 3,500 | 229%
Se/mUEla MZ | 1630 | 1,940 | 2,330 | 2,680 | 3,085 | 3,600 | 172%
stox/=ery ;
L1 e 435 | 460 | 440 | 450 | 473 | 600 | 6.6%
Ef| X128 Z#9fA | 635 | 720 | 830 | 1,000 | 1,250 | 1800 | 23.2%
27 1,070 | 1,180 | 1,270 | 1450 | 1,723 | 2,400 | 175%
27 25080 | 27,345 | 31,283 | 35787 | 40583 | 48850 | 14.3%
ZE@oAH[~ | 10280 | 11325 | 13025 | 14800 | 17460 | 21000 | 154%
Sojmot| FMEOIMH[A | 2260 | 2330 | 2950 | 3480 | 4,500 | 5200 | 181%
MH[2 | 7|EpmobME[A | 620 | 775 | 1,025 | 1,220 | 1440 | 1,800 | 238%
27 13160 | 14430 | 17000 | 19500 | 23400 | 28000 | 163%
ot 38240 | 4L775 | 48283 | 55287 | 63983 | 76850 | 15.0%
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Lt. HEE g HY
1) DVR X|=
DVR A%0]% Stand Alone DVR, PC based DVR, Hybrid DVR o]

Z3tETh DVR AE9 2011d wWiSE 55502 o)y, &5 AP AAE 0]
65% =2 d4Eo] 2016@ &L 76009 €l o]F AR HWHET)

[E 5-46] DVR M= O§= M9 gl H|S ol ;o)
H L [E| [E| IE|

18 so11y | 2012 | 20134 | 2014 | 2015 | 20163 | CAGR

(B) (E) (B) (E) (E) ('11-'16)

Stand Alone D\R | 3,789 3,936 4,130 4,460 4,460 4,900 5.3%
PC based DVR | 1,624 1,605 1,845 2,085 2,275 2,470 8.7%

Hybrid DVR 137 139 145 160 185 230 10.9%
Al 5,550 5,680 6,120 6,705 6,920 7,600 6.5%
H| = (%) 145 13.6 12.7 121 10.8 9.9 =

DVR A Fwol A+ Hybrid DVR A|F9 A8 A&E°] 109%= 71
=9 AoZE A4EHT, PC based DVRS 87%, Stand Alone DVRS
53%2 AHH AFEC] ZIHET

[1% 5-30] DVR H|E & Y (THel @ 2AR)
10,000 -
8,000 -
6,920 g
6,000 - 6,705 :
el 5 680 6,120
4,000 -
2,000 -
o
20113 2o01z8(E) 20138(E) 20143(E} 201s54(E} 2016E(E)
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2) 7|2t HF

Fi 2} A Fol= wtAd /= /PTZ 72} IR ﬂuﬂa} 15} A Fo
gt e AE] 2011d v &L 8,0309 Dolr,
8.0% = o= 20161 @ W& 11,800 ¥l o] &

[E 5-47] 7iHi2t HIE O0fE Y X HS (Bl - e
5 5 5 1o L4
A 201144 20124 20134 20144 20154 201644 'CA§R
® G ® (E) (B | (11-16)
H28/5/ 5,608 5,893 6,360 6,935 7,630 8,200 7.9%
PTZ 7tmi 2t ' ' ' g , ' %
IR ZtO| 2} 1,672 1,771 1,860 1,990 2,150 2,300 6.6%
7|E} 750 786 797 940 1,110 1,300 11.6%
SHA| 8,030 8,450 9,017 9,865 10,890 11,800 8.0%
H| = (%) 210 20.2 18.7 17.8 17.0 154 -

FHi et A FTNAE 71 AFL ABF AAZAEC] 116%=2 M =2
Aog gadAtt FiHeEr AFo] AA| wEoA A EE BHIFS 20114
21.0% A1 201610 154%7FA] Sold H o2 o dFt).

[23 5-31) FHj2t HIE ojE HY (@91 : g

14,000

12,000

10,000

8,000
6,000 -
4,000

I
|
| 8,030
I
2,000 I

20114 20125(E) 201343(E} 20143(E) 20159(E} 2016(E)
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3) IPEYEX HZ

IPEAAR AZ] 20119 W& 1,560 U0, FZ AFF AAE9
2.6% = dAEo] 20161 WEE 9,200 Yol o] Aow ALHTH

[# 5-48] IPEYEX HF 1E MY U HFT G
e (o T T e e | e | e
Video Server | 184 208 215 230 250 300 | 103%
P 7tolgb | 1,121 | 1319 | 2635 | 4085 | 5720 | 8000 | 48.1%
NVR 255 323 390 470 615 900 | 28.7%
A 1560 | 1,850 | 3240 | 4785 | 6585 | 9200 | 42.6%
H|Z (%) 41 44 6.7 8.7 103 12.0 -

IPEEEA AFTolXs P 7helet AlFe] dFT AHFEC] 481%=

[(8 5-32] IPEYEA HE iz MY (9l : g

12,000 -

10,000 -

8,000

G000

4,000 -

2,000 -

1,850

1,560

o : ;
20113 201283iE) 20139(E} 2014Y3(E} 2015Y(E} 20163(E)
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H A

4) AT/HM

ild

AR/ AFA= =9, Control Chip AlF©
A2 2011d W& 9609 W o),

| =3dd. A3/
T ABF AAEC] 134% = o4
20161 W& 1,800 Aol o5 Zi&i A

[E 5-49] AZ/HM HE g MY A HF (TH9l : of®)
g 46 57 60 66 75 100 16.8%
Control Chip 914 1,083 1,190 1,285 1,415 1,700 13.2%
SHA| 960 1,140 1,250 1,350 1,490 1,800 13.4%
H| = (%) 25 2.7 26 24 23 23 -

EE N E

A ATl A

mEoll A A Sk= v
P%E‘r.

AHAF HAAEO] 168%=
=

AXI/EHM HE s MY (GEREEE)
2000

1500 <

1000 -

Sa0
500 —
o T
20114 2012 3(E) 2013E(E) 20149(E} 2015Y9(E) 201i649(E)
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5) Solution X|Z

Solution A|EFo+= JIATAITZA, Aed E£FA o] ==t}
Solution A9 2011d ®&L 1,7509Uo|H, &S APHF AHAE]
18.6% % A= o] 20161 WlE< 4,100 U0l o]2 Ao g2 AW

[ 5-50] Solution H|E OjE MY U HIF chel - ofgl)

L E] L E] L
2m jo11w | 201281 | 201380 | 20141 | 2015 | 20161 | CAGR
(E) (E) (E) (E) (E) ('11-'16)
GAFZEA|R| | 917 985 1,281 1,535 1,840 2400 | 212%
A58 &2M | 833 920 1,010 1,160 1,335 1,700 | 153%
BHA| 1,750 1,905 2,291 2,695 3175 | 4100 | 18.6%
H| = (%) 46 46 47 49 5.0 53 -
Solution AETFoNA= FAHAATA AFo AFHF HAAEC] 21.2% =

=& Ao 2 d4Et. Solution AFo] HA wjEFol|A A st= BT
201193 4.6%° A 20163 53%7+A Zola Ao 7 oAHT

[12 5-34] Solution H|Z Oj=

HY

5,000 -

4,000 -

3,000 -

2,000 -

1,000 -

1,750

1,905

20119

20123(E)

2013 3(E)

20143(E)

20153(E)

201643(E)
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6) FHTH| HE

FHAH AFole CCTVRAlZ, F4-AEHM AlFo] 2T FHAH|

AZ9] 2011d W& 8709 YolH, FZE AFYF A
o] 2016 @ =L 1,6509 U0l o5 Foz HAYHTH
[E 5-51] FHEH| HZ 0jE HY U HF (Tt @ ogl)
5 5 5 5 5
A 201114 20124 20134 20144 2015 20164 'CA§R
3] 3] 3] (B 3] (11-16)
CCTval= 682 774 850 935 1,030 1,300 13.8%
A A S THH| 188 206 215 240 275 350 13.2%
SHA| 870 980 1,065 1,175 1,305 1,650 13.7%
H| = (%) 23 2.3 2.2 2.1 2.0 2.1 -

1500

1000 -

870
500

20119 20129(F) 20139(E) 20143(E) 201s53(E) 2016(E)
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7) Access Control H|Z

Access Control #A|Z29] 2011d w&HE 24109 Yoy, TFFE AHYH
58%% AA3le] 20161 3,200 Ho wiSo o]F Ao

[ 5-52] Access Control H|E OfE HY S HIF (Sl - 23D
L [E] (E] E| E|
T8 jo114 | 20124 | 201310 | 201414 | 2015 | 20164 | CAGR
® ® (3] (3] ® (11-'16)
Access

_ 2,410 2,670 2,710 2,740 2,755 3,200 5.8%
Control X|Z

H| S (%) 6.3 6.4 5.6 5.0 43 4.2 -

Access Control A|Zo] AA| wjEFo A Z}A|st= HFL 63%ANA 4.2% =
AT Ao ZAEATH

[(1&! 5-36] Access Control X|Z OjE Mot (Ete] : o

o

5,000 -

4,000 -

3,000 - ) : 4_,_,..-—-"’;2%0

. 4 v w
— oo it St 2,755

2,000 - 2,410

¥

1,000 -

201149 20125 (E) 20138(E} 20148(E} 20158(E)} 2016U(E)
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8) HiO| 214 X F

b BN S Shan | T, —- %
1,250% ¥oly, &ZF AP F HAES 229% = AAEHo 2016 "iES
3,500 Yol o]& Ao HHAT

[E 5-53] H}O|20Q1Al HZ DjE MY U H|F (The| : ofel)

] L4 (E] ] L
A 201114 20124 20134 20144 20154 20164 'CA§R
(B (B (3] (B (B (11-'16)

AZOIAA|AH 315 395 475 525 580 800 20.5%
K| 2 QIAIA| A E 826 934 1,170 1,345 1,480 1,700 15.5%
SRYQUAIA| A E 35 130 200 280 365 600 76.5%
OO Al A AE 59 73 100 120 135 250 33.5%

7 |EHEAM0IAl &) 15 18 45 72 95 150 58.5%
SHA| 1,250 1,550 1,990 2,342 2,655 3,500 22.9%
H| = (%) 33 3.7 4.1 4.2 4.1 4.6 -

Hpo] 2212 A FToA e A4, AWMAA AF AHA HAE]
Z¥2F 76.5%, 335%°l °ol5 AL= HHrt. nio] el AFo] A miEA
2}A) 3= vlE=L 20119 3.3%00A 2016\ 4.6%71A] Zobd Zow oAeTh

[A3 5-37] HIO|RQA HE OfE MU (GEREEE)

5,000 -

4 000 -

3,000 - 3,500

2,000 -

; 1,990
1,550
1,000 - 1250
o :
2011'.—j 2012'.—_=|[E] 2013|.£|[E] 2014-'.—j[E] 2015'.—_=|[E] 2015'.—_=|[E]
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9) ¥/ELIEHTY HE

dE/EYEH AFY 2011d wlEHS 1,6309 e, FSE AHA
17.2%2 A Aste] 2016 = 3,600 Qo] mj=o) o2 Ao g AT

[E 5-54] ¥/2UEY HE 2 HY L 43S @9l - g
d i 4 14 L4

e s0111 | 20128 | 20131 | 20143 | 20154 | 20161 | CAGR

B ® (3] (3] ® (‘11-16)

LER/ZLEHE

= 1,630 1,940 2,330 2,680 3,085 3,600 17.2%
=

H| &:(%) 4.3 4.6 4.8 4.8 4.8 4.7 =

14 v Zoll A A et= WIS 4% oA A9

[A3 5-38] YE/ZLIEY HE |z MY (B2 - o

1o

5,000 -

4,000 -

3,000 -

2,000 -

1000 - 1,630

0 . . . .
20118 20123(E) 2013W(F) 20143(F) 2015(E} 2016(E)
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10) 7|Et H&F

718t AlFel= s/ B/ A M, g EFLS AFo

otk 71 AZ9] 20118 wiEH-E 1,070 HholH,

175% 2 A= o] 2016\ &S 2,400 0l o= Ao = A=)

[& 5-55] 7|Et HIZ 0fE MY L H|S (@2l : otg)
1 ] 1 1 1
g 201144 2012 20134 2014 20154 20164 'CAgR
® ® ® ® ® | (11-16)
CESIEREY .
o A A2 435 460 440 450 473 600 6.6%
rarg
PN 635 720 830 1,000 1,250 1,800 23.2%
= 11—
SHA| 1,070 1,180 1,270 1,450 1,723 2,400 17.5%
H| = (%) 28 2.8 2.6 2.6 2.7 31 -

3,000 -

2,500 -

2,000 -

1,500 -

1,000 -

1,180

1,070
500 -

20119 20123} 20138(E) 20144(E)

20159(E)

20169(E)
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Lt S 2| 2QF MH|A

Hol B zo= ZEAN MR, GAFR AR A

=t 25, 71EpEeEA ] 27}
z3gch, EgRot An29 20114 UH%"—‘.‘—S— 13,1601, &5 AP+
A7Eo] 163%E 4= 2016 W& 28,0009 el o]& AS=E Hert

[# 5-56] E2|HQH MH|A DfjE MY 3L HIF (Bl 2R

20124 | 2013 | 20144 | 2015 | 2016A CAGR
® ® ® (3] ® (11-16)

ZEAH|MH|A | 10,280 | 11,325 | 13,025 | 14,800 | 17,460 | 21,000 | 15.4%

& 201144

Ho

GAEHOAH|A | 2,260 2,330 2,950 3,480 4,500 5,200 18.1%

7 |EFE QEAMH|A 620 775 1,025 1,220 1,440 1,800 23.8%
SHA| 13,160 | 14,430 | 17,000 | 19,500 | 23,400 | 28,000 16.3%
H| 5 (%) 344 345 35.2 35.3 36.6 364 -

ET B AMu|2oAs BE AH| 29 AT AAEC] 15% o=
Hod =S Aom AgdAT ET RS |27t AA wZoA A8
2 2011 34.4%9A 2016%3 36.4%7A Zold Ao Z oA=L}

[23 5-40] E2|EHQF MH|A DfE MY (Sl o

o

45,000 |
40,000 -
35,000 |
30, 0:00 I
25,000 |
20,000 i
15,000 -
10,000 |
5,000 I
ufl

14,430

13,160

20113 z2o0i1283(E) 20133(E} 20143(E) 201sY(E} 201s6L3(E)
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A FEHL 2011 114509 Dol or, 201290+ 14.6%
37k 13,1209 o] 2 Z o= o dHT. BopERE g AFol FE
1A A st FE7F 20119 37.7%< 4320 ¥9 =2 7 AW,
I T2 2+ DVR AlEe] 292%<] 3350992 Yelgth & S7}
o= Hto]l 14 AFH IPFFAA7F 7 & F7HES 7SSk A
ZAFE AT BRo] 2912 A F2 2011 180 Yol +&H oy 20123
25.0% S7Fg 22599l =2 ZoE ZAHACH, [PFHEA AlF
2011'd 8109 Yo] FEHJ oy 20123 E 22.2% 713 9909 o] =&
g Ao = eyttt

H
1

>~

fo rr K o

[&# 5-57] 2C|&2e HE & e (2] - o)
>z 20118 | 20124(F) | SUE® | HIE%)
DVR 3,350 3,810 13.7 29.2
740 2} 4,320 4,890 13.2 37.7
P AMELK| 810 990 22.2 7.1
o PNYESEN] 630 690 9.5 5.5
=220t .
_ Solution 605 670 10.7 53
ME
FHEH| 305 365 19.7 2.7
Access Control 660 780 18.2 5.8
HIO| 2 Q1A 180 225 25.0 1.6
7| E} 590 700 18.6 5.1
A 11,450 13,120 14.6 100.0
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=0| 260%= 71
Aoz ZAHAL.

[& 5-58] 2|2 718 & dg (52l : %)
=& XY
7
U 3 o3 fH 7|E} A
H|= 117 10.9 26.0 24.8 26.6 100.0

20119 v} ETlRQt ZgAe] EElHet AFE F FEHLS
olr, 2012 F FEYL 14.6% S713 13,1209 ¥
FEHE FF 719 e rFoE AVEAE vEY 1009 oY 7IFEC]
A 22 895%E AAL U= ASZE YEIYT. 7Y
B2E Ik 7jgo] AA &9 60.6%, WA 7IHo] 39.4% 5

gt 71de] FES Bol st ALE YEyt.

= AL o .

O3 5-41] =2 +5 HY (E9] : o))
15,000 - i
13,120 =
i
11,450 .
L ]
L]
10,000 - u

8,272 . 7,752
7,466 u 26
L ]
- 5,368

u

5,000 - : 4,51
i
1,979 2,266 2,960 .
1,546 -
172309 . . =

o - — . ’ ¢ o ; -
w2 o 1021-5021  s02l-10021 10001 O A 27| 7|
20119 W20123(E)
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[& 5-59] 2|22 7|HE =& g (EH9l : o2
9k 20114 2012'A(E)
o - =
= otk | e | o | TEA | m2 | 2mu | 2
Pbs| 388 71 | 183 | 11,450 161 13,120 | 185
. e 226 36 | 159 | 3466 9% 4,016 112
M Ne 9| 162 25 | 154 | 7,984 319 9,104 364
Mz | THQAALEA 14 3 214 | 219 73 284 95
=A 1Ol AL R 374 68 | 182 | 11,231 165 12,836 | 189
LY XFS| A 360 68 | 189 | 11,092 163 12,740 | 187
N
24 Q| R}3| AL 15 1 6.7 8 8 8 8
SHRFS| A 13 2 154 | 350 175 372 187
H|AFEE 355 61 | 172 | 5079 83 6,114 100
ff RN 22 8 364 | 2580 323 2,893 362
n ZEES 11 2 182 | 3,791 1896 | 4113 | 2,057
7|9 U7 256 33 | 129 | 6936 210 7,752 235
SEN Bl 7| ¢ 132 38 | 288 | 4,514 119 5,368 141
20003 O 159 26 | 164 | 5,079 195 6,114 235
;i' 2000420054 OfF | 133 32 | 241 | 2580 81 2,893 90
20053 0= 9% 13 | 135 | 3,791 292 4,113 316
1091 O]gt 133 17 | 128 | 172 10 309 18
| 10015001 Oj2t | 160 29 | 181 | 1,546 53 1,979 68
;[ 5091-1009! Ojgt | 33 13 | 394 | 2266 174 2,560 197
10091 O] At 62 12 | 194 | 7466 622 8,272 689
109! ojgt 266 38 | 143 | 1,323 35 1,772 47
E 1094-509f Ojgt | 82 25 | 305 | 4,182 167 4,882 195
é 509-1009f Ojgk | 13 3 231 | 1,652 551 1,808 603
1009 O|At 27 5 185 | 4,293 859 4,658 932
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7l. DVR HIE

DVR A|#-2 Stand Alone DVR, PC based DVR, Hybrid DVR A|&0 =
ol AFY 20128 =YL 38109 U= 20119 F= 3,350 A H T}
13.7% <7} AS 2 ZAEITH

FAAL FRER 20129 FEAS AuRE 10091 o) 7IdEe] 27079 Y-S
FEsen, 5091 ©1% 1009 Pk 7]9E0] 6419 S FEshE Ao=
ZAFE T 1080 o)A 5091 \YF 719de 38791, 1081 HYF 7L 759 US
TE= ASZ ZAEAY 7Y FHEZ AxEA Iyl 7|go] 20124
712 279699, MA7HL 1,0499E FE3 e FEHo]
W71 FE2dEY 52 Aoz ZAFHUY.

[1% 5-42] DR HIE & Y (B9 : ofg)

4000 - 3810 1

3,350 E
3000 - 2,707 . zlmz.?gs
2,382 .
2,000 - E
E nia
1,000 - 55 Ga1 : E?C}
54 75 it i . E
il e NN , , : . -
1021 0% 102-50%1 s50%l-10021 10001 O} A 27| H HiH7|H
20118 ®20123(E)
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Lt. ZHHIEL ®F

Zhi et AFS 2y /5/PTZ 7, IR 7MW e, 71 AlFo2 o]
AZol 20129 FEHLE 4809 UoE 20119 FE=Y 43209 LET}
13.2% F7Fe A2 ZAE AT

TAAL FEER 20129 FEAS AT EH 10091 oY 71HEC] 283799
FEF9om, 5020 ©]F 10091 H T 7FEC] HU7AY S FEI= AR
ZAE TR 1091 o] 5091 IR 7SS 999914, 109! H¥F FHES
1079 9S T3t ZoE Yewth 719 JFEE AuEA it 7o)
20123 715 2,7249¥), WA 7]P-E 2,166 Y-S FEI] L7 FEYo)

= AKX B o
[33 5-43] 702t HE =& 2 ()
5,000 - .
4320 -
H
.
4,000 - o
L ]
L]
L]
000 - 2,837 - 2724
3 2,578 ! 5ag
. 2,166
. 1,93
2,000 .
H
999 947 u
890
1,000 787 .
L ]
= - I I :
o - = : . ; = : —
109/ 0/8F 10215091 502110021 10091 O bl YUY NI
20118 m20123(E)
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Ct IPEYEX HE

IPEAAA AZE=L Video Server, IP 748}, NVR #A|Z0. 2 o]& A =9
20129 FEHL 9909 Yo E 20119 =9 8109 ¥Ry 222% F7)SH

FAAE FRER 20129 FEHE AHEE 1007 o) 7195l 513%9E
T Ao AN, 109] o d 5091 vtk Z]i=e] 32094, 5091
o]’ 10091 W Z|FEL 14699, 109 vk 7|HEL 1199S &30
AE ZAoE UeEth 7Y FHEE Adurd dut 71]do] 2012 71+

[1% 5-44] IPYAEX| HE +5 HY (Et9 : oigl)
1,500 - u
L
.
.
.
.
930 =
1,000 - .
810 c

. 687
L ]
521 513 A a7
500 - . s
320 i * 303
217"I 146 .
L ]
66 .
& 11
B . . el . : . -
109/ 0/8F 10215091 502110021 10091 O bl YUY NI
20118 m20123(E)
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ot AT/ H|

il

Az AN AF-L 4], Control Chip AFLE o]E AF2] 2012d &Y
6901 & 20119 F= 630 YRTF 95% =713 Ao R FAEHQITH

TAPE FEEE 20129 Y-S AR 1009] o) 71E0] 46999
TESe A2 ZAEAG. 101 o] 5090 FIRE ZI]i=ol 12094,
5091 ©]XF 100%) vTE ZFELS 8099 ¢, 108 vTk V[PYELS 219U & &
S5t ASE ZAE(TY. 7Y FEHEE AYEH Iy 7]He] 20124d
715 15399, WA 71 537 US FE35te] WA 7|Fe] FEdo] It
7149 FEIdERY & Ao F YElgh

[23 5-45] AXI/EHM HE +5 g (Sl o)

1,000 - .

590 E
630 :
: 48553?
Ll isa E
143 1120 E 143153
17 21 e ta E .
0 +—— . r - » L] —_—
109 0/ 10°-5021 50%21-10021  100°1 O| A H ELirh 7S
20113 M20123(F)

- 217 -



0. Solution X|ZE
Solution A& FHTAAHA, Aed E£FAH AZFOZ ol A|FY
20123 FEHL 709U E 20118 F=Y 605 UETE 10.7% F713H

Aow AR

AR FRER 20129 FEHS AW EE 1009 °)F 71Se

(€)1
a1
—_
12
(o
o

50919, 1091 P]% /1Y EL 39 AS 5F
e AvnE 9w s)ge

: 1
Ag Es] Yur|e] £Eo] WMArIge] FEo)nc)

e Z o 5

[1% 5-46] Solution HE =& g (EH9l : of9)
1,000 - .
L
.
u
i
W
670 =
605 - 590
551 = 537

500 .
500 - i
L ]
L]
L]
.
u
i
W

H 80

i % a7 50 55 66 0 68
o - I : l
w02 o0 1025021  s02l-10021 10001 Of % A 27| HH7|
20118 M20123(E)
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Hf. FHEH M=

FHAE] A|FLS CCTV AR, GAAEAH AZo g o]E A|F2| 20124
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1. JREQ
7l HER3 2o

1) 8w

Y W3PH(WAF: Web Application Firewall)< OWASP(Open Web Application
Security Project) Topl0, =78 H 2] 8t < FHefx, WHlolA fWzx 5
e Fee § 7Nk i 2 FHEHT S AN ZAE &R sk
Atst= ) ofZE Aol Hek Al2H9).

2) HUWX A 2H(PS)

A LA A 2="(IPS: Intrusion Prevention System)- U E$| Zol|A &4
Mg Fold Asom BFY 2XE AFOoEA RALARJ] ERIS
TEAN7I= B £FA4Y. FEAA ol MdY HAUATEA 2H ojv
ADGAAN RIS D] Y A o]l $4S FH7Ied 23e &
AUFE 7eH At 750 dAX Hdel EFALE g AW
HIAGZQ d5o mE AR 55 AF2E HASIY A0 2AE
Ao = Q7R HAY FHE AT F AS A" F HESA
Aol ik ekt FEje] A AAE HAAIT BA, 4 F WG E
dotd dzle Ads] HEYD Ade AR WAt Al=dolgta
g F AF
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3) DDoS X} THA| AE

DDoS(DDoS: Distributed Denial of Service) 2FekAl2=El2] DDoSE Y| E $) 2.2
ddHo e B2 FY T2ESY HFS HHANZ 4 U= DoS(Denial
of Service) 348 ZEIHS A AA 5t o]50] A2 TIE FH=
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34 W A= stEojy AZES o] F9 A5t 2 A28 b=

0O

&
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4) STHEQIAIAY(UTM)
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5) 7t AHE2E(VPN)

7PIAPIRH(VPN: Virtual Private Network) QITEU E& 358 AHS-SH
= ol HEHYIE HAstA dAsH] st MY HES THEo
dsslE HolHE AEFEE F IEFE TE UESIE JPMAERE 224 3

At ARgSRE A8 gibEl= de g, FollAY Ee] QL
7N

FolA FEEHE =g AW VPN EE 3AS0] o=
e dustes ARG FTHe T RFOEN HES SFHAE AE
a3 Aol 5T AREE AFstE s AdATE 08t s. 1A
e PR S At IJAES FE I 2EZ(Extranet) o]y B2
Aol HAYE AAE zHe] EZH(Intranet) 1 I ©]F AEAE
HA T A A H 4 (Secure Remote Access)ol VPN< ©] 8313l Q)=

6) HESHI 2 A 0{(NAC)

HERZ HIAANAC: Network Access Control)= HWIES Zo|
st AEdEe] HAdAdS AASE F e B JAZSE, SUFEA
FAY E-mlolH 2 5 ©

= al—
ol A HEA I HEHE Ae dHHoR A A=E AAE

7) 24 YEYI Hot

T4 Y ES9 A (Wireless Network) HEetolgt FX (M) E o] &= &
HEHZ delXe 1T, 71 ag Z Holg ¢Est & &3 A2
Hoshr] 9% 7=l

, 2t AAsiE B)
, AR 72 5)o® B 93 Ve
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1) Ho|2{A HHAl

alol@l 2 WAL Hlolg 2 A AZESO]Z ot ATEYOS ol
AASH= 715 2H5al 9lom, }o]ai%ﬂﬂ/\lﬁglan OLE]a}o]aq;\g}y_E 3}
el FH2 wpolH ANt = Aojloy, ddde AdRE, 9dEH,

E=o] FZu}, ¢

o{ﬂ
b

AE3 vlo]g 2 dloE o] 29 Xé«lg‘r LA EH=

a|

A& Fo} mpolg 28 s P FdoR EANE Aol U
AFE ZagelA ool Jhe A% ol wgel EAIsH, 445
Hol g AFESE F 7 PHS o IS B,

2) Anti A5H0|g0f

Anti 2¥polgoj= 2upolf ol E AU A Zter HAsto] AAs=
2270 (scanner) WA} A T 2Eo| A Active X HEES] X
AR S FAFLEN 2uolgofE Adst= Active X AEA o ® by,
20 A2 AlTUA Zke s gkl wet A2 2vlo)gofrt skl
A &she AZEe] Aol LAYSHH, Active X 42l 739 Active X 82| 29to]
dloirt WA= ?PSO] Us. SHEl 2=doldoj= diRE AHEAEZNH
THE zvoldo] AEE HHIEE Tl AT, AgA= HAE
A3 T A ARE 7‘—3.7‘3?5:

o

3) Anti I|4

Anti 3)49] w4olek 59 AHNNA Aol ES M) LA AAHR
2 AAARE wE ABEEH FHOE olgd WAL T oy w4

SEHL AGATE AEF Ao|EY AP FeiFu, WY AolER
UHE A AEeA Tehs ALE By E AEATSE AARR B
o ARE YYSE A2 AVHE 5o A5 AT
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4) H QL2 HH|XN|(Secure Operating System)

EI

HREGA| Al (Secure Operating System)+= ZAFE +F AAS] HMG
Ao g st A THed 4F AR E Az"es HEsr] 93
7122l &9 AA0S) Well Hek 7lse] FHd =9 AAY. Awe Bz,
A z='] AT AR Al2=E defAbel] ofFk A% 38 AR AFE ALY dF W
AR AT 8§, &8 ZEIW WIS 48 FHOIRE BT Fo
LT7HE &9 AAY.

1) DBEHFEZSHI)

DBESHHZEA) DBE BE AR 714 B A% £ oJnjshe], S0

Fo AE YTE ALY F USE B5 0§49 LT HLHA
dolElE WolSolm A4, FFH] A AT Fxol webd AYH
dolEel HAY. ZIgdoltr =2 A ol Ba VA Ade] H:
Puol ohF ohpd STl $3h7] A e HRE S, welsto]
FEOE o] §F & YA F A,

2) PCHOL
PCHH AR AEHA)S AT Am olslel PCe| At 27
Sha QI3 PCHOMAT thito] RAe] % 4% §5 L 9-Mx So
s e

s AtalE I F8Adol AAIL Y. ARTE YHEE FEFH
WAzl 98] On-Lines &% HLIFZE WA-ZA7IE, SMIP-Mail,
Web-Mail, Web-Hard, AIA3#, FTP, Messenger, P2P Off-Linew &3 IY-F=
WA A 7E, ZdE A ZEUEE 75, 3—*’*(3%3—‘5“3)@
54 2ZES o 43 AT Vs, EHEA

=i
=
2349 AA e T AR FEe BUdste I 71% 1 A+

’l

- 267 -



3) ©QtUSB

HQIUSBE A-&Ak4M, AAulolE o, 253, AQE Aue] o8

W, 24 A dlolE] BEE 9% A Fo) Jse Afe we AEE)
g Folg vme sgoz not YESHE H/w s/We THE %
g BElE ZAo|M BEA A SRow T Y AFHF Thotol
8ol

st Ao 2 FR §F 9XA, HAAHA #% ‘;—< 163-4 &7
HYA A FFo] 7Hsstar BQMYd WA= USBE
2, USB o8 WY 715, v|5E BRE7|AdAA] ALE i}%ol 7+sgk

4) C|X| X xHH 2| (DRM)

CIA D #4124 %2 (DRM: Digital Rights Management)& & -3}
7zt g ;3_@13_54 oFA aﬂg} o Hx) HPX] AT Bay
5 2

E/771E D19 EQE APEJIE(smart card)e EEIEEHE g
WA S WA 2ntEsteR iR ¢Fo dHolEE ART ¢ Ade
23 HebAgo]l Hojuts ol FF g EokilA #E8E He=
Hel 2nEgtEd WAAE vielazf el el wel 7 =3 vt
TAY F AoH, A=Fout PCol AFds AEUl Lol JIEY WA S
o] T A FAAAY VAJAF(FReET, AFERIT tiA), A
ZtstH T TSRt FHE 229
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2) H/WEZ(HSM)

H/W EZ(HSM: Hardware Security Module)> ZA}+ A% A4 7] 5 B
AHEE s A Bl Bad = Qo 717] Wil Z2A2 g 4s ALt
ZA7E Aol AR AW 7] AA, A2 AW Y 2 HS Fol THsdk
st=do] ZAAY. 7171 el AdE dx A A 7] 5 HIE AR ZAA
N2 FAF e A HA @om AntETIE, USB BEE 5 14T FH=
A&74s

3) Y2 EH|EHZS(OTP)

U 3] ZHUHS(OTP: One Time Password)w ZI1E wirith A 22
P EE *g"éﬁ]'% HeE A|2EIQ) A9 B8 B ARSI o EN AT =
HPa9e =d ZAE diste 7lsS F i g9 il Tk
*T 7|Rke] A WA EE AHETOEN FUT g =0 AALEol
/st st E ke Vs

4) S71717|8kL = (PKD)

37N71719HZ(PKL: Public Key Infrastructure)= A2 2lE=te} FN71E
Egsts ARZA A7 ARE 3 AAC tiF HolEel o AAE
AR IR AT, A7, AA, s7] B ddd dad sl
B & A AR 5 A+ 37 AE JRlee] AdA=A, Het
Aulzol A Aoz Hadk v, 724, 5, #AEd Vs ® A

Ao 71%5& AFst= Application Al52] wlolg Bl 7|&S T3

5) Sg™ICI(EAM)

& T (EAM: Extranet Access Management)= QIEZHY], I1Egh
W Quk Fejoldl/ A AN AL AT AFF o & lHoz Ao
ek A" A3ke Fof, Bdsts TF AT B EFAY. shte] D9}
HT dHOoE TR AlzEel HIF o A3 2 DO Wt AR djbe
e Fofshs 5 IS Ak Y] AlxE]) obt 7 581, 2R T
719 W AREAReE LdiE AREAROIAl A8 Thesty JIHU WA, £ §
AMulz o)t 9nl A B 71 Wl Bk a37) 9=
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6) d=At212(SSO)

A ZARRI2(SSO: Single Sign-on)2 ©] 7]F2] Al=HlE ot
ﬂr% AHEAIM S (ID)¢} HIYWMEE YdYstA] Fax 3 ©
HS st A2RAHE AHEE ¢ AR sk AlZE AHEAL
£ 3171 98l B, dERL S 9 %/ﬂ”oloﬂ Hed WU]'E}
IDQ]F JH-”:‘?J =S 47 2 AAHsoF st MAR on A
BEE Ao dodts] A= AZT ARETHAY.
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2| IM/IAM)

FAAAAEYIM:  Identity Management/IAM: Identity and Access
Management)= 1D} =9 =gE FTHHoZ HAgs] F= 9T 79
A& AR P EFAY. ID B8y BAE Ig Bk Aparo] thH] sl
Heb A AAle ARAR Aol wE A BEE, ARARIAIE Al sz
Aol gk AA A 7lee AT E=IF A2=EG 45 Ao s 1A
719 W AREAR-#BE A SO AZE Ald 5 Slol, & WY D9 A2~
A= dHo= fRt Alzglel] F&5& = =S AR 2(SS0)olu ID wet
AFE F3E xEHo g HAss= dAEF xJ:LJ,].ﬂ(EANI)E A m=
Hekgk ZSl.
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1) 7| g Hotat2| (ESM)

TF715 E-19 7| FEFAE(ESM: Enterprise Security Management)+

W, AJGAANZE, 7HEAEY 5 4F HA2E 3 FaA 2
RS dEste] E8dor *I9T F UEF o= FHEAAY A==
o= T Tl Hoju Al=Fl 2 AZJ(SMS: System Management
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52 B3 VEAIYIA Bt AAERY YuE

- 270 -



At kgt el g A-F 8-S 7HssA Sl 2 =8, 1A
ARFAAN =R g Bt AAS FHT & Atk Aol U & dud
AAo g YESYIG AASAE ol7]F BEAuH|(Esy, IDS, IPS,
VPN 5)¢ HEHA Ar|(AH, 2¢H )5 sdstd a8z &9
st #eEd  ARFE Add F= £FA00HL B T U

2) SIEBE| A2 TMS)

XN
foi

E-29] AP #A2=8(TMS: Threat Management System)
ok Arel Hel EE, AW EAHE U ES A EY
A BAE A Y, vlold 2, A% Se) Alolw 2A o

it 55402 38 F dve AAZY] AFEA 9 o

to du
B
2

oo Hg rlo

2> Ok off Kl
v R DN 2 Az
r“ﬁ
ioﬁmlm
£

3) TfX| e A2 (PMS)

LH71E E-39 A2 A| ~E(PMS, Patch Management System)<

Al z=E o] Heb e Hesly] flste] vixE e Hek R sde fA00A

o= A, #Ysl Fo A=dY. B Ao ndA = Qs TS

3 WA HAE daste] AAE =AY,

=l F Azdoltt. 4-Hhol#ix

Atolw] f¥ol theh EAAR] sfAH ] stz AAH FFIEHS
=) -

ofN o rli%‘ 4y 2L
>
o
24
2~
o
u
g
E.
-
poss
=
Jhu
rd
ich
:(u}l:,"

4) XpLHEE| A A8 (RMS)

N

e
1

(3

715 E-49 AP A Z~E(RMS, Risk Management System) 213
el ookt JASgEE tid FAAE

. BTl SEAEE iR R 23 F AAnol
51

L= Ry
FojSuisiE AAshs o dstue A2
%

AN
N
ofN
2 i
N
i
R
(i
S'_Lﬂ
o
°
o
=

ru

=

~

X

ro M Mz Jo

o 2 x

- 271 -



1) 215 (ISO/G-ISMS)
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Lt. DVR(Digital Video Recoding)
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3) NVR(Network Video Recorder)
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2a|Hot B3) A= 224 302 314 49% 19.6% 202% 20.4% 34.9%
H= iy | 1D CCTVELE 283 340 13.0% 132% 30.4% 31.8% 11.6%
TES 15) GAESEH| 22 25 20.1% 0.0% 29.8% 30.4% 19.7%
Access Contrdl | 16) 7/E82|0, AEE2] /A, SWS | 660 780 101% 14.9% 185% 203% 36.2%
17) A2 0IAl A|AH 14 19 273% 45% 182% 182% 31.8%

18) X|20IA| A|AEH 115 108 29.5% 4.9% 204% 203% 24.9%

HFO| @ OIAl [ 19) SA|QIAl A|AE 25 71 0.0% 5.0% 0.0% 50.0% 45.0%
20) HOHOIAl A|AE 26 27 20.0% 0.0% 30.0% 30.0% 20.0%

21) 7|ENS M OIAl A 7|Ef) 0 0 0.0% 0.0% 0.0% 0.0% 0.0%

olyml |l %_%déﬁ?o F*gw’i g3 AN 2ECEEY 0 0 0.0% 0.0% 0.0% 0.0% 0.0%
. 23) SRl /EatH/M N M2 S 448 425 15.8% 3.9% 338% 283% 18.2%
24) X}2F8 DVR(S2EtA) 142 275 7.9% 2.8% 265% 33.9% 28.9%
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1. 201214 249 J|& YAt &

X OEYE M22977= TAX|ILIO LY
S A, EH2 "AX|L|Of-7|&X}
(Hlaz=2tay
- SEHEYI|IES BE 200 SAStE
HRZHO| A= AE T
LSNP |SRYMO0| FSt ©
Fol= A= o B2 71F

e 7

[

tof 2135t FHAl2.

104 oy | 74 O]y | 44 O] | 7IMNAAS
13 0|y | 108 oj¢ | 7 oY | 24 oY
3 Old | GrAISER] | HAISER] | ErALSER|
98 Ol | 6 oldt | 3H Oldt | MASHY
125 o]y | 99 O|Y | 6 Oy | StAISY
158 o]y | 123 o]y | 93 oY | 3E oY

HE Hardware PCB 3 MX} 3|2 & N E2| Hardware 221 Jjt 573 814 816 473
282 Software Window, Linux, RTOS 7|8to| &8 Program 7Hgt 566 753 641 531

Y =Hiel g el s fjdoz of OfAE, 3R 7|1 XA & 369 670 683 592
J|x|9 24l SIS Qo A4 X HMotM 2 2 AR 174 253 345 247
Al & ae| o e A AS 2HE AR 170 213 201 115

A il WA A AR R MO #E B HME AR 113 295 415 641

- a2 BX B2 Y BT ALY 290 Zav 4 161 230 241 263

23] 9 7|t #e Lig 22 AT 312 507 517 444
7|E 7|Et BAIEX| B2 AT 485 727 1,039 1,358

2. 2|20t BH S MBI LE, MEY AZo| ASLN?
= 2012(AE7| 7|8 U S| oA k80l mE) 2013\ (A=)
X{-8-&0F NELES 7128y 7|&X| & A a2 9 7EL | MENE l2)2EY 7|&X | A az| 9 7[E
e () MU | FE | MY | FE | MY | EE | MY | Ey | MY | Ey | MY | EdY | MY | By | A | EY | Y FEE | Ay | EE
e 115 | 173 | 88 | 115 | 87 89 48 45 70 66 39 96 40 74 25 40 17 14 26 23
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