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ASHOEN 7|49 FHE AiHE BT 4 Qe EoF Bl ou|etth. Ao A5
231, A} AESFEH(Never Trust, Always Verify)'? EI1E Y HEE AZEZHAE
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| 71 LS HIEQT (LAN, Local Area Network)
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2. HIZ2EHAE JH0| &X

AR Q] AZEHAEL} FAFRE 72 2000 &K v]= = HHe] S2d AH 1| &
(Global Information Grid) HIE¥Z 54 T "Q.eri(Network Operations, NetOps)
of4] E&50|(Black Core, BCORE)Z}= HEH T =R 7iidet v 9loH, o3k 7ig-S
AT Eo] O] HA|(Software-Defined Perimeter, SDP)Z 5}t E3L, v
Al710] AFQESE HE7t 15 AlEE Z2A E(Jericho Project)ollAl tHE 273418t
(De-perimeterization) & AZEHAE 7jg9] U2 HE= A|ZE it

AREHAE S gol7t EAZ 0= AREE7] AT 22, 20109 Forrester Research
T4 oY AE John Kindervagol 714TolA o IATE AfolH Hel & LA o]
Aol I xR E 6 20109 994} 11€ F dAlo] 24 AREZAE HEHA

Rl ARbStAA e oltt, o9} ZyAog 32 AAF HEYT HF )P4 & JF
8= 7NAst7] §18l BeyondCorpOl2hal E8]9= AREHAE Het 325 57
(2014)3t vt et

[12! 1-1-3] Gartner®] CARTA HOt T2k

Adaptive Attack Protection

* Risk-prioritized
exposure assessment « Harden system
+ Anticipate

« Isolate system
threats/attacks

Continuous - Prevent attacks
Visibility and

+ Baseline systems

and security posture e s
4 Verification

Users, Systems
System activity
Payload * Detect incidents

+ Design/model Network
policy change

+ Remediate

« Confirm and
prioritize risk

« Investigate incidents/

. . + Contain incidents
retrospective analysis

Compliance

(EX: Gartner)
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201749 GartneroA& AZEHAES] /¥ eAslo], nE &
BRsaiol, A4t B 2 o8-8 o Alol¥] BUE kol A A54L AR A
HOF A2F ‘CARTA(Continuous Adaptive Risk and Trust Assessment)’
oA, "4, H&2& FAEE o] A E F Y of sigok= I
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20189 Forrester Research®= 2%7] Hlolg F40] AREHAE HFE A
AREHAE A A =AY T (Zero Trust eXtended Ecosystem Framework)’
TR, of7|o M= AREZAEZ &R HEYA £ =3== 7ide] ofd

o] e JYZolA = HY 84= HolE, AMGA, 717], HERAS} HARES
ﬁw‘?ﬂ‘ﬂﬂﬂi A dqoll 24 7 g, AHss H S 297 "AE ST ol
I AT AT ACT-IACS] AREHAE H 2E(20194),* CISAS] AREHAE
e 2920219)° S0 9T 713

mm o mlﬂl

O3 1-1-4] MIZEHAE % W7 74 24

\‘o\\\w & anaLyt,Q
o‘“a“°“ & OTCheSt

\
W ’°0

(EX: Forrester Xi~14)

4 ACT-IAC, “Zero Trust Cybersecurity Current Trends” (2019)
5 CISA, “Zero Trust Maturity Model” (2021)
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201456 201597HA] & Aol 24, vl= ARl QAAREIA(US Office of
Personnel Management, OPM)°|A] ti&F2] 7HQIH K [F-EA7F EAYSHA T, Bl=F GAMY
Z|ot9] 57 AH 5 ﬂuri 7155 o] Akl A, =k 2,150‘?_} ol sfigst= A-d4 24
g 7}=9] /1A RV} §&% Ao Z morE 9t 1] 3t ZE71E YYUS(Committee

on Oversight and Government Reform)= 20154 4¥9+5-E 20168 9¥71A] <F 14

57HE7FO] FAF T AERt HIAoA 7ol Ryt JF 5= EAR T AR FRAA
Z 137FA] HaRES skt o] $ F WA diRtolA A5 ol1 A&l FZ
h85b7] 9Iste] ARl FRuCH A IT o EHE AZEYAE BLE o] YT AL
275190}
[33 1-1-5] OPM 7HQIHH SEAL s W
KeyPoint {2l OPMQ2| SQL MH Jumpbox AMH SATE M
2] @i ool
(looo 1 patz IRV
@ Y2 ¥AS 9|5t @ Jumpbox At /
A || eeis EEm) gx0is = [ﬂoﬁ
)y (OO0 S, m— — - 75 _>
— T HOS
© 22Xt OPM YIESZ ®E=20| 2012 3 \ =D oo
74 MAS ol [SIES] o4A FShy — =
SS;EETlnﬂalm PlugX | g@ e @HIOIH

(EA: H. Saleem et al, “Sok: Anatomy of Data Breaches”, PET 2020)

20184 AHCIOH Y 3](Federal Chief Information Officers Council)ollAl+= AH
HEAL A AZREHAES] £Q2 =2l5t7] Ydfl Zero Trust/SDN Steering Group<
Agotg o, uj= 7|&AAAE] Y5 (American Council for Technology and
Industry Advisory Council, ACT-IAC)E S5l AZEHAE 7|& &S A5
20194 ARFCIOY ¥ 3]9] Hst dtof] NISTS] NCCoE(National Cybersecurity Center of
Excellencel= AZEZAE ol7[H% TRAEZ A5l 0, A|ZEZAE o}7|H %9
=22 EHet mdl 9l 51 Hiobof] et A skt
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20204 84, NISTOllA = 719 & A% 7]#e] HeF op7[EAE fst AREHAE
o}7|8l% (Zero Trust Architecture, SP 800-207) & 'Y3stll, AZEHAE O] Y7}
Het 9, Ag dA 52 7I&shath 20219 5¢ Hiol& e =7t Alo|HE R}
Ao et B HES Sote], A ARV AZREHAE HY ARHE A= sfjof s

oI5 fJste] 7 A 7SS NISTO #E- AL UEE AZEZAE op7[HA &
AgS 604 olHiofl st A5

20219 6 CISA+ ol=fet tiz9] delo g 7z} HH 7| HE9] A|REHAE of7|gA]
Td Ag AAE AYsH] st A AREHAE H4E Y (Zero Trust Maturity
Model) & 7RIt o] A= AREHAE F3o] 42l 57H4] H4 2465 Pillars:
AL, 7171, MEA, §8& 9 HAEE, Hol8)at 37H4] u3} 75 (M8 =4,
B3t 53t AHAA), 30 AEE 522 F9stglon, o]F 2023E 49 A&E
S 4AR A A 2.0 BAE FESIYC 20229 19 Wk o ake] A(Office
of Management and Budget, OMB)Z Zt 7|34=0lA| SAAE 2024 L7kX] o] gk
AZEHAE HOF B3, =9 AE 9 A4t 2] 55 FHst] Al AS FHoHHA,

o] X CISAY A ZEHAE 4T 1 Ely AX|st

P

il

NIST NCCoE= @8 7|dE3 & @A AFA 2 ol§ 7Hsd 71s2 E-8sto] NIST
SP 800-2079] 7@} Y]] Filoh= AZEHAE o7 [HAE 4228 7Fsotal 371E
3z 7|5 WAl o7 gEskar glow, ofof thgh £ T Wt} X opr|ElA 9 d
X%y AFS NIST SP 1800-35 Alj29] P2 2|42 0= F7i5taL .

W

olgfdt Ue] B vikoR ofs|d & Uk AL, HF AW A
FEHE TR Afolw B Aol Thesly] $iste] Aol Hek 7%5g
Arfsisl] stol, ARENAES Aolu] B Arhst ko] Fa Yo W)
otk Zolth. S0l whe AFSAL kAT, R G4 ALEAF A Ed o]

SHE = AIH FolAA 752 Al AIREHAE EUAS A5 0% REstal Qi
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2020.08 NIST HZEAE OF7|EIX{(SP 800-207) Lt
2021.02 DISA/NSA SUE HZEHAE X OF7|HIH HH 1.0 2t
2021.02 NSA H=EHAE Hot RE 8 X7 Lt
2021.05 HIOIE THEE =7t AlO|H 2ot 7S 2I5H 8% B (EO-14028) &H
2021.06 CISA HZEHAE 85 2 (Pre-decisional Draft) 27t
2021.06 GSA MZEZMAE OF7|EIX| - ROYX} 710|= 27t
2021.07 NIST A HH(EO-14028) & =2 ATEL0{0] CHSH 2OHM 23t X7 U]
202201 | HOIE =Y ‘(;N'"L;LE%)' tff = 9 SET AR OIS =Ll A et =
2022.01 OMB HZEHAE AO|H EOt HZIZ SFot O] S FE M0 2ot ZIM L |
2022.02 NSTAC HMZEAHAE Sl Mg 4 Qli= ID #e2f S 20M 2
2022.03 CISA :.;1:2 2t0|= REZ|E|0 MIZEHAE A & (Draft for Public Comment)
2022.05 NIST HZEHAE OF7|EIX =l A H2XIE 215 A2l X7 (CSWP 20) &7t
2022.06 =y RZEHAE ToiS Hafoh= 2022-2024 SAHES #f8t Ol= €77 82715

Mt A g8

2022.07 DISA/NSA SR HMEEHAE A O8N HH 2.0 48

2022.06~08 NIST MZEHAE OF7|8lX 728 (SP 1800-35A~D, Preliminary Draft) &7t
2022.11 DoD 218 HZEYAE M2 S M 2C9 og
2022.12 NIST H2EMAE OF7|EIX 151 (SP 1800-35A~E, 2nd Preliminary Draft) 7t
2023.04 NSA MEX} HAIQAE E51 HZEZHAE MAL JHAM
2023.04 CISA HZERAE NAT 02 20 27t
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UE AREAF 2 71717F 714l &A@ Ae-, 7I2A 02 A1g/do]
byl godsls AREAMN A ZHIAFE S (Virtual Private Network, VPN) &2 g AT%
7H38HVirtual Desktop Infrastructure, VDI)?} Zo] ¥ 9] H<4 34S 1okl
F7F AF A2 AAEE Fo2H YF AREAF FARRE AF4dS Folshs Ao
Aol At} A EHSH | = st 9F H&o] HIRsHA b2 SollA= A4Egt

o2 B 5 lor,

T, 20208 A AAAQ 229 Wemo Qlstel, A Uso] vt @ U
A2 F7do] SETEA ol et TANHE 714 HeMge fATHE Zo] B4}
Hoiet. RoAe) 9 &S 919 Peks: 7G5S VPN B2 BEstEo), ted
Z9lo] VPNO.2 F4To2H 8443 427} Lol VPN B9%S 20t 5

TR BRG] WAISH] ARt

Ee AAE0] ¥4 FEE 71717 v AL, A o] i8-8k HlolE, Al
S7A 52 "HEloH A2 = AT FEheE AR E9lo] sojutal Jld. ol
2t 22 Ul AL AE] 2, ARGARR & 7)7)9F 22 He A 8450] 24 YelRd]

EAY = e 2| A-FEheE sto|HEE o= AGaA etstal Qi

_‘:_'-'_
olel Wats, Wt Ut ¥ Bt o] FA BEAAT BF A% A=t
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Attribute—Based Access Control

Access Control List

Application Programming Interface

Bring Your Own Device

Certificate Authority

Cloud Access Security Broker

Common Criteria

Continuous Diagnostics and Mitigation
Computer Emergency Response Team
Continuous Integration/Continuous Deployment
Cryptographic Module Validation Program
Cyber Threat Analysis and Sharing

Desktop as a Service

Data, Application, Asset, Service

Desktop Management System

Endpoint Detection and Response
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Identity, Credential and Access Management
Industrial Control System
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Information Security Management System
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* MPLS Multi-Protocol Label Switching
* MSA Micro Service Architecture
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* M2M Machine-to—Machine

* NAC Network Access Control
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* PA Policy Administrator

* PaaS Platform as a Service
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» PKI Public Key Infrastructuire

* RBAC Role-Based Access Control

* SaaS Software as a Service

* SASE Secure Access Service Edge

+ SDN Software—Defined Networking
» SDP Software-Defined Perimeter

o SD-WAN Software-Defined Wide-Area Network

» SIEM Security Information and Event Management
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» SSE Secure Service Edge

» SSO Single Sign On
* SWG Secure Web Gateway

e TLS Transport Layer Security
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o ZT Zero Trust

o ZTA Zero Trust Architecture
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2. CSA, Software Defined Perimeter (2013~2022)
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