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Abstract

1. Title

2024 Survey for Information Security Industry in Korea

2. Purpose of the Study

The purpose of this study is to investigate the market size and the
outlook of domestic Information Security Industry, based on the
market survey on Information Security Industry 2023. Furthermore,
the study is designed to suggest the policy directions that can lead
to the growth of the Information Security Industry in Korea.

3. Contents and Scope

The main contents and scope of this study include general
corporate characteristics, current status and the outlook of sales,
exports, employment, R&D and their requests for the government
support.
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4. Results of the Study

o Business Status of the Information Security Industry

The study found out that there are 1,708 domestic information
security businesses, which are comprised of 814 Cyber Security
companies and 894 Physical Security ones.

[ Table 1 ] Number of Domestic Information Security Industry Corrpanies (Unit : EA)
Cyber Security Physical Security Total
2017 332 565 897
2018 464 549 1,013
2019 473 621 1,094
2020 531 752 1,283
2021 669 848 1,517
2022 737 857 1,594
2023 814 894 1,708

o Sales and Outlook of the Information Security Industry

In 2023, the total sales in the Information Security Industry
amounted to 16,831,047 million KRW, which was a 4.0 percent
increase compared to the previous year. The sales in the Cyber
Security reached 6,145,479 million KRW, with a 9.4 percent rise
from 5,615,295 million KRW in the previous year. The physical
security saw 10,685,568 million KRW in sales, which was a 1.2
percent growth compared to 10,563,226 million KRW in 2022.

[ Table 2 ] Sales in the Information Security Industry (Unit: million KRW, %)
Cyber Security Physical Security Total
Sales Growth Sales Growth Sales Growth
Rate Rate Rate

2020 3,921,387 8,302,865 - 12,224,252 -
2021 4,549,734  +16.0 9,311,446 +12.1 13,861,180 +13.4
2022 5615295 +235 10,563,226 +134  16,178521 +16.7
2023 6,145479  +94 10,685,568  +1.2 16,831,047  +4.0

Vil
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o Exports and Outlook of the Information Security Industry

The export of Information Security Industry is projected to
decrease by 16.3 percent, to 1,680,002 million KRW(2023) from
2,006,736 million KRW(2022). The Cyber Security export decreased by
4.8 percent, to 147,757 million KRW(2023) from 155,267 million KRW(2022),
while the export of physical security decreased by 17.2 percent, to
1,532,245 million KRW(2023) from 1,851,469 million KRW(2022).

[ Table 3 ] Exports in the Information Security Industry (Unit: million KRW, %)

Cyber Security Physical Security Total
Growth Growth Growth
St Rate SESE Rate B Rate
2020 145,592 = 1,767,931 = 1,913,523 =

2021 152,604 +4.8 1,924,176 +8.8 2,076,780 +8.5
2022 155,267 +1.7 1,851,469 -3.8 2,006,736 -3.4
2023 147,757 -4.8 1,532,245 -17.2 1,680,002 -16.3

o Employment Status in the Information Security Industry

The number of the employed in the Information Security Industry
was 60,308 as of December 2023. 23,947 people were employed in
Cyber Security businesses, while 36,361 people were employed in
physical security companies.

[ Table 4 1 Employment status in the Information Security Industry

(As of December 2023)
Classification
4 years 7 years 11 years
Cyber Physical Less or more or more or more
Security Security than 4 and less and less and less
years than 7 than 11 than 15
years years years

No. of th
do. of ihe 23947 36361 18880 14407 11205 8444 7372 60,308

15 years
or more

Total

et 397 603 313 239 186 140 122 1000

viii



The number of new employees in Information Security companies
was 7,247 in 2023

[ Table 5 1 Newcomer/experienced employee in the Information Security
Industry (As of December 2023)

Cyber Security Physical Security Total
new  experie subtotal new  experie subtotal new | experie subtotal
comer nced comer nced comer nced

No. of 2043 1647 3690 1943 1614 3557 3986 3261 7,247

Employees

Percepiade 554 446 1000 546 454 1000 550 450 100.0

o Demands for Government Support for the Information

Security Industry

Government supports such as ‘Funding and tax benefits’" is
required to revitalize the Information Security Industry. Also,
‘Fostering professional workforce’, ‘Technical development support’,
‘Creating Market Demand for the Public Sector’ are critical factors

for the industry.

[ Table 6 ] Government Support Demanded for Market Growth Unit © %)
nit - %

(multiple response)
Cyber Physical

R Security Security
Funding and tax benefits 65.4 80.7
Fostering professional workforce 52.6 50.3
Technical development support 433 422
Creating Market Demand for the Public Sector 314 398
Promote consumer investment 26.9 17.7
The activation of the transfer of technology 12.5 115
Amendment of legal systems&regulations 9.0 84
Expansion of overseas support projects 19 5.0

Others - 03
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4) Iz| &2 A AEI(PMS, Patch Management System) :
Z4

3) YA A|ABI(TMS: Threat Management System) :
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Al ZAHHLE AR E o+ UARF 2 FHOIHA S AO[H O
LM sZHMO| SIHE A0 F7|Hs SHU2E YOl &
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5) IAYEAMAIAY : O CO|EE 4stD, 24510 DAY HE|L
AL @gol 91918 MofStD SHE 4USHE ok £2449.

6) SOAR : SOA(Security Orchestration and Automation), SIRP(Security
Incident Response Platform), TIP(Threat Intelligence Platform)& =
A E3stz HWEL2 HOF 2FO| UM E AFO| ofst HELF IS

TES AS2E =451 O|F %5}

| AP ZRHAS ASIASD §
1HoR fIgY 4 UM UEL £RMS U,

7) XDR(eXtended Detection & Response) : ZHEA<l EDR(Endpoint
Detection and Respose)O|| Goff HEXZ, 22
o wor OWIES EAISHD ChgEHE MOr £EMY. XORE CrEr Mt
of

o
7SS SUHOE P2SHL EWFHOZ HOF OMES £
o 5t
= O

8) TI(Threat Intelligence) : T&5| AMO[H 0| izt HEE HO, ZHA}
o 34 &7, Y U AF, 34 &3 5 2O ¥ dEE £¥stL F
M35t0] O|E &&afl 7|0t A9 A|AHRI MH|A QlZat F0 Ofst &
oF A Z AtHY oS5t Y +~ YEF 5= 7I2Y.

2t SEtQCHOH 22

=2t Al A é,' At & §3r7| Yot 2+F 7|l © HYH LH, &M

1) 22/t Y43=2= HOHCWPP: Cloud Workload Protection Platform) :
FOf| ARBL|= Yatll TZMAE QI ZEEH SHY Of ﬂiiE
Ga2C more 42 WAHE YT Ao How of

|
7
J\
YDSH B0 HEZ HYEO] YA S OIF & 0{0F F,
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3) CASB(Cloud Access Security Broker) : Z2t2E Ar8AX7F  ZF
CSP(Cloud Service Provider)7} #|-&5t= SECaaSZE A2t ZAL st
Eob MH|A EOF ZgAfe £F498 2FSHOF gfh& O|&7F LW/l o]
Hote = AAlE 7HE22, ZF2HRE MH[A O| 822t CSP Ato|o] CASB

£ Hiz[ot ©Y A EQAESF g AS, "W Ao, HolH g%

A, 21 ZHEHY, Y9 S & 2=FE 220 Oieh Fap 2ef

Yug H&ot= 0| HEHQ oA

O-

-

4) SASE(SD-WAN) : HOoF CQlMgA MH|A OfX|(Security Access Service
Edge)?| <fA0|H ZEtRLE 7|HFe| HOt O |Ej 2, CASB, Tafd, A=
E2fAE HEQI AN2L 59 EHRE HO 7|51 VPN Y SD-WAN
7150 SEEHO U= £FHS Y of EJEOM LYt £RHC=E

HEEAE HEJTER 7|50| SASE £2FGM= S S2HRE AHIAR

4T

= CES 2|3 anoll, U
7YY EO| Q22 HAISHD ATSHE 7|58 AToHs YEEOH AlAHY
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1]

1) YEXY 3 DLP(DLP: Data Loss Prevention, G|O|E|-§&HR|) 1 AFEZI9

1o = A4, B Y, BYo 52 &l HEYIE 0|83t HERE
2 HEHIZ £F(Content-Aware)Of|A 2= HOt £Z Q. QIE{UIol Z+F
SAI(SMTP, HTTP/HTTPs, QIAHE OjAIX, H5IE, SNS §)2 &l &
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2)

= RO WES HAletl, BRO| o) 2fHet

o2k DLP @ ot ZhE Q|8 QIE{I|O| A(USB, 2|5+, CD/DVD, &
E, E2EA TCP/IP YEYI 5)B 53 S25HE Y2 U8S LA
cloni Igﬁo" 2t xporst

O] 2| & 2| 2FH 22| (DRM: Digital Rights Management) : CJX|& ZEI=x9|
BT AFEES O, A ZRtY HE|et 0| EIsiFE 7l&d MHIAE
=9 ¥Z= Yok 2Y SAY HE2E YR st= 7l& &2 AITE.

HOMJSB : AF2Z[AIE X O0|E Q23535 |
Z|, Al A| Co|E B3 E gqg_ AbH| So

’ = = [ —=
E:|7|- AN ’
A Ol
T AADO

DBEQHHZSA) / DBY= : DBERFZ HO|E|H|O|A 5! HO|E{H|O[A Ly
of 48 HoIHE AUZIEAl G2 AM8APE 838, Y, =& 3 H|ZEE

S WHAAI7|E AIZIQRHE| HE5Hs HOF 22MO|0, DBYSE GlO[E
of MA| W8S 7R %2 A0l £ 4 UEE GO|ES UssEHE
Hot g2MOl

QIME HOH: ZA o, YEIOIT 7|5, £ W MY 52 53 7Y
W2 Y27 2212, QME S2 53 98 QEH7 %EE B £
orste AlABIS W

MY B HRM : AL N T J|UHE QEUA S UL £
ISP Afo|d] ZHO|L YO RHE| TUO|L} HEIZE B3| Y3t
£2M U OUS E3 GO S22 Y| Y3 2RHOE HYS S5
AO|H| {30 RE3| WASHE U2 Z2X0| HAL YL

QMR HAEE RN O HEOHQ MM HE, Y, JEEA S
of HE)9 HA ZUSHA RIIEE Bfof SH S UorE 4+ QT2
She Umo| 22 WSH, JHQUME HIAESHAYSE, J1HE) s2M
YRS faroR ofzfd 2x|2 B3 HUYEES 255D, 5Y =4
2 93 #BY 4 ULE stk sRMS T
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9) BN Y BMIZ| £IM : ALl BY OAY AR7 98 Q5
£ g 97| Qs BTt BIMSS WACR YIAHOR AAStE &2
M. CHYEH A ARO| AYE|O Qi CIO|EE S| AT 4 US.

1) AF8AF QS © 7HQI0| A|ARICZBE Haroh 2A7F SR elts i}
d= YorH, 4 MH[20| OjsH O|F #& Tkt 24A0| U=A| &elst=
AE Y AFEAN 2UF9 FRO= IA AA7IEE AT, EY7|E AF,
2Z[7|4F Q1F, dA718t AF SO A, AA7|E AF2 HAE 7|4k ]
TS, 7hY 7IME, THE, &M oo MHE, JFHS d8l= YA S5
ol 2Sote HAY. 22718k S22 HE0 gt B2 FEote QA
HFAlO] OlZQl  AX|7|dF OIZ2 (QO0B(Out-of-Band) 9IE HAloZ
SMS-E-mail-USIM-0TP S8 £3t 4Al0| LhEZY.

2) SSHA YA (IM: Identity Management/IAM: Identity and Access
Management) : 22| W ArEAL, &, HRE, HEHAOE S 22
WA= Bet A2 IDE &&{sts AREAr A &8 £84Y. ID &8
Ol4 ZHE Qloh EQF AfLI0| CiH|SI EOF RO A= AF&AF SO
IE A HE AFEAOA= A4l AL Cieh A4 #HE2| 7|s

A
rot
>
|
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2 3y 43k 2T A0 st DAY U ARSARBRAS
Sof YL HOlF 4 0|, 3 W DS WAYE YO ChYFH A
A0 A £ YRS HIAAL(SSO0|L DO K2 AMg TS
SHO2 HOSH: AAERY HIUREAMIS BY EE 2T %Y.
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6)

A ZAQI2(SS0: Single Sign-on) : O 7|F2| A|ARES ALEA| T 3HHO|

AFHre = ZtZF THE AFEAHS(ID)2F H|ZHSE UHSHA| U HA|

AARIE SIS AARIME ALY £ JUTFE st= £FHY. AFEAZt
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i01|*1 SHAIZH O 2 ILI_Q_?J- HIDIA—{ O74M Ol i:|O|I:H'Z| 7|% ol Z'I_:LX-”O-I

7|52 A|&st= Application 459 GO HQt 7|=Z T3

il

ZEM|T QIS(FIDO, DID, IoT) : 7| 29| 913 HrAof M HojL; Chayst
o2 NE AZS VY 4 YT HFE UY

- FIDO(Fast IDentity Online) : 2291 =+Z0jA IDL} H|ZEHS ¢io| 7{2l
o HIO|L HEE S5 HAAUA 7|=S &8St0 Er0t Hastil QFHst

- DID(Decentralized IDentifiers) : ErZQ5t HIAIO| ID Q12 | S LUSHH, 72!
G A8 JEE U Y Y=L EF 70| T sHR| Y= Aol SHY.

- IoT(Ar= AID, Identity of Things) @ QIE{tl O] 8Z Qfslf AFRHE0| AH
2 Bojgt= Al 20| AFZ0E 1]9 AFEE ASZH loT 77|18 HE

A0 FIY o+ UAs LAo|H 7[E9 AREY ZE2IH-S Hige=
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7) SSrHOIUA|A| ABN(SIEM: Security Information and Event Management)
:HOF 27 % O[MIE GIOJE{S 47, A 2150 220 HOL AEIE ©
LEIZSHT 20t IFOl CishAl B2 TS ¥ 4 UES ot SuHorHR
A

) O|YATRIAR(FDS) © HASFG2Y A TUY| Y=o Y& Yu

1)

2. 220z sEY SF0M HoL A|AR AE HE2|(SMS:
System Management  System), aF 2| A| AEINMS: Network
Management System)g 7|2t A ARIO7FR| SHO-7HEE| 12 QU=

23R Y BHAAY M, YELIZH], oBAHOM S ITY
BolA LHSHE CrYst 218 AAZIOE 47, MY, BUEY ¥ £
5 Y.

Ste SO U Yol ALBEIOAIE &2

1x |H

MY U SAEYALE AR £2HS oYer/| sl &S 02 HE
20| PAE Bl FAL7E Hef SHE SR HE £REY
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HSM(Hardware Security Module)O|2t= E43F A{Z2%|0f| E25HOf
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HEf 1.2 EEQH &3 MH[A

= = = R
H| AQ!
1) BEES PII/RISF(ISO, ISMS, CC J) : 20| 37 LU 2F5t= X
At HEEE R0 AR O ASE 32 B9 Hew
S ol oieh UM S Ao Eosforyd YESAY X FEARY o

of Hst £20| YEESES YT Yol YH Y 2L AYSD 2
A2, Y 7, AFS B2 SO EES UYS S oz Y=
EEOIME0| §7|HOR SOl 7, SYFE HAY. 4 2YSe
ISMS 158 Sal HS5T U HEAMO| 7| UYL T8HES 4
501, BOt B80T SUHQ YHOR HY YHES B,

- CC(CC: Common Criteria, ZEL7}7|Z)QIZH T : TITIAHR SO|A 74

st MEHSA|AHS ZXEZQ 1S015408 L ISO18045E 0|85
HOo| 50 CHsh otdgdut AMEldES EIULEMN AEAFSEO0| Qtalstil
At £ QEF X[Hot= A =Y.

2) FEUAUHSYEQEYANLY 5) : ABAY Y2 585 2X510 1A
HE, #U7|S, FYHE S 719 UE FRYEIL HAKIAY, M SO
s 92 B 4 Uk YW U JHsHS SHGLL Ol iR e 4UsH
D PRIFORM J|UYE 92 WAIS A HOH HUY AH|AY
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HEAI, MH R & ZEIHO FHfgs S T2 Al2-2=9 3
& 7ts’8S UTol= ‘Ethical Hacking'®. ZofeiE S &l MH, HIES
3, OIESHAOE Fol ZAMots HAYSE HSHN2E SHY2EM A
o HoteFE BIFtL O|of Ofsh FHel tiSMdt AUt AAISHY

5) 7R EESER ¢ YA sl ol TiH[ol FRYESLIZ|EAES
Hoo et S SEAYLLEN F Al2S AEHRER 28RS
of0 =7i9] it IRIYHS FS Bt 2o HUET MH|AY.

6) HOQISI(SI: System Integration) : EQt &£2M U QIIALE J1=5k= AH|AQL

7) 7|Ef HQMAME < AATFE AU [RAMH|A(Incident Response
Service)’t UCH, AATE RILO|Z AATEE BMFI0] HOF oFy I
IT

MEY ZFS AASIL QM AZEQOIE AWSEY| 95t Y T
SW EAUR2| HE0|T, IRMH|AL AL Cfg AH|AZ Afo|H] ZH| Cis
CIS3IL BH WAl ZA| HEQI20| UG W & 4 Qb AH[AY

L} HQIA|ARN QX Ta|/HOMd 2|4 AH|A

1) B AR |A|E  AREAPE AOfeh JEESH HFS 2™ SEAAM
I &+ A=F s5P7| ffell ASEH= AFAE, 7I=AE, A8 A" &

2) BOMY A& MH|A : YEEQH A FS 85 JEO Y& B fE
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4) IP(HEY3T) 7t} - ABSY Z2EZZS 0|&dI0 & H&st
5

o IR QRN M| AZFSO] AFgSHE FHHjEL. FtoE BE, O3,
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) ZIEFZHOEE - 2T, AHE L, 307 50| US. HEDIMMHEE 2
N, AR Qs 2E6iR S B U2 HE0 = 7S 7%‘
o

FhoEtY. AE|ZItHate ARARIS HYST| AT I, 3D Ho|
B £ WRolM Mol gt BE
ol9| YE) YRS AR 4 Uk JtatE

)\I- %E#Ol 7|-06|-

L. BOtE AHEHA

o EH0]] ojoff EHIFH FEHEE XY, Helot= &2/ E DVR(Digital Video
Recorder), NVR(Netwo”} Vidoe Recorder), MHAEZ|Z|, OfH|Z2AZz|(EH
ULEZR|, SEAELR|) 50| E3tH.

) DVR(OZA| & FG4AZ &L M&ZHH|, Digital Video Recorder) : CCTVE &
S AAE OPLRI WrAlo] WA AISE CAY SR HISIL FAS
US-BYUSIO YA =3 U WYY 4 Y HES T,

2) NVR(Network Video Recorder) : IP7|gt9] 9rﬂ1lﬂ'§ S5t 4o PHEHE
A3 U B4 01 HEAIE Sstof oloilE g

2| &= HRARBeletA| ¥l €2 OB E AFa|of B2 52 gk

o 3ug ABE + s,

3) MHAEZZ] - AEEZ|= IO & A7 gt B9 Y Ee ¥
2| & "otdl, MHAER = AZYZ|7F Y MHO| AZEHOM AL =

I.

ol

HelE= THe AEE T

1)

4) OHIH YR (MY AERZ|, BEAERZ)) :
- MUAERR| ¢ ITAARIO| 27 LGS T WRF WY CHo|EES
HYste WES HY
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HorgH| 25

CCTVZtH| et Ohefel HoF A&F& Alxof= OO TRt 4d&FE5S ¢
Ot CCTVZim=t ”=, O|0jZ| WA (DSLR), &A(SoC, ISP, ZH &), Z&/

HE(ZOOM, IP &)9| Q=

1)

=

(@]

CTVI= © CCTOlole AZo ASSE Jfojat d2efi s,
£ FtojErr BYots MAIE atRo) oL YEo| 372 ¥,

5, w0l sl O 2208 XSO AolgA o, & Baw,
Ao By SOl Ufer MR YUMo DYIMAL Sl

E
z @z £ 37 31802 229,

r
oln 0

i opn ri
JN JH L2 IN

) O|D|R|MIA{(DSLR) : TAR| HES Yol H7|HQl HAAIEE WEs R
2|2, YOS HI|H LR W AR ok Jitzte W
23 22 g & O|D|AMAMLE WS WO H7| MEE HEEE 4
LM SADE A2 YO Dh2f CrA| CCDAIAQH CMOSE £ &S

- CCD(Charged Coupled Device) : & OL{ZX|& ZH7|HQ AMSZ HESH
= 0 tAF Eabot= YA =27 WAE O0[R] MMEM HatdS
WSHAS O|28H DA AR ZA|F 1 AFS DHAZF LO|A KRR O
2 FAPSI 7|4 =2 HeEkel| £8st= At e

CMOS(Complementary Metal Oxide Semiconductor) @ AEHY ZEAMSH
BrEets 2= AREOAM HIE O] 25t0 S2&= 7| % 7
RE| A|ARI0| Y YHE BEsts 7| Yool HR2 AFBET U,

3) AA - ARE HUEEY MEH 42 HHEERAZ UoHH,
SoC(System on a Chip)z= & +&0| 7ts3h AFL A|AHO| 2F 742
20| E0{Q= A U3k ISP(Image Signal Processor)= ZHEH0| LW{2f
H 4y Z2MME AFS2H™, & L f0|E WA 22 FHEte
o
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o SIERIN Y.
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A AHIVMS: Video Management System) : 7l&}, &4 HOt
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