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& VIEA T
7| AHEA ot 78 3 F20]| CHet SEEE MiSofd HEES
JHSH04, 0|oHJ—F71|IfO1|71| A|§|Mo Az

ra
Ju
mjo
i
1%
X
Jon
ng

HHEHS AHAA 17%

HMHES 25Tz 20% T HEES 2, 2 ¥ FUHS BAot Al £ Q= AHE MS
] 501 X0, EIAE, FAZLIAOKY, 571 2 T2 m6l0] Fs 9} T2 S 2l 4
s =1 2H 0 = — [ — o= — =T
oﬂ& o= 33% ol olate X_”_Tl_
ML T1o=2 o
BIRLATFARION CHS3HT S22 OfLHE 4 UES ZH[5l= WS Eals0l 9/ 2l
Nl 30% N
2 (0] Chot AISTOl DSE HB
[EX] https://www.isaca.org/
10) 224 W€ &34 7|22, CISAE Xl EQ, EE, § LISt 2201 HAEES X|&
1) ZHBA, sHS KA S CHst BIot2 HMIE(https://www.isaca.org/credentialing/cisa/maintain—cisa—certification)
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- (SAIXIZ) 214 351 OL4O| T 93] 2] 2 IS SH 20| LoD, Z2 PR E= Hixls
27ts5

- (NBAIZ) 4AIZH2405)

- (B1771%) 800 BrH0| 450% OI(E 15028

- (BAIR) $575(ISACA 3|2), $760(ISACA H|Z|Z)

~ (MZHA) CBT %AI0[0, HAA 291 PSI AIBHE E= YHZEAIEOR M|

- (ZAI2l0]) 31201, Hoi, ATolo|, F20f

- (RFAKE7IZY CISM X2 RAIGIRIB o7t QXIHE| 442 4522(H|2|e 8552
RiZ511, O &4 20740) CPES #5611 34 SO & 120719 CPE XiS0| 2R

] EC-Council129] =2 MHHS XIHHT

0 EC-Council2 0|=2| 911H|2{ 0|%, 22 SZH0| AfO|H Ol 7o EICHH RE0[2t=
oo ofof| == 277 o=, CEH, ENSA, CHFI, EDRP, ECSA & CiYot HEHS

AEAHEE AlGH
o 22|™ sli7{ QI=(CEH, Certified Ethical Hacker)
- (BH) AO|H HEXTL AZots UEEE il Ma2 S50t GAHUM SA| 288
£ Q= 7158 55010 HAXPIF A|AE! FokHS TRHGEy| HOf| FUrME met
- (A™UE) AO|H HORZ 207 REZ 72510, WSEH 0|0X|= 4T ZUF0 w2t

ARl ALI2IRS 283 DT Mg

|72 2-1] CEH W T3

=y mi AIOIH =212| 207H 2== 221H2| &5 &Y, 5507H2| S& 718,
(Learn)  4,0007H Ol&@l G ! HOH =118 Sill &5

o|I= Z1)|AI& (CEH Knowledge Exam)

ZE_ —_—
A (Certufy]  A17)A18 (CEH Practical Exam)
EH 0l 20| 221X ol Z0{HIM HIR 2= ﬁg 2ol0d
3= (Engage] CIZHI0IME ZEI0f [HSH &R 221H S T=='.

[EA] https://iclass.eccouncil.org/

12) =X AR HAMEE $9]|3|(EC-Council, International Council of E-Commerce Consultants)
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& 2-6] CEH A™HUE207 2E)

s LHE
=& o A wo|& ool 7R, JHEEOt SN, HHHE, HEEX S
oo g wo|& oo S0t AS A HAQI ZLEE =M 3l HEZ 3l
HERF A0 CIfSH HIEQIA AN 7|&1} CHAH
, AH 42 Z2EE(BGP, Border Gatevvay Protocol),
£Z (enumeration) o olmo o - _
HEYA TAZRNFS, Network File Sharing) S2| 2f2A|2F 2421 CHEH
FUHEA Cha 2EO| HERT, SAQITE}, HEAAROA EOI5TS AlE
AAEISH] AH7He"124T)(Steganography), AHZH: 24 34, X XIf= UH S
—0e AAE S HERT FUYS Lok=0 ABEE= Cidet ol 2=
219/0{ 2[5 E=0| =0, Hi0[2HA, & & CiFet 2 K, APT & IfY2|A |04,
= S0 24 EX} 2 U S
ALE I AL 711} 0|2 2ot HIER D FUHE D W, ALIZS A0 CHot 201
AtelEet CHAT A 01N 70| FOob HAL AlzlSst Tl 5
A MHIA HE(DoS, Denial-of-Service) %
T A MHIA HE(DDoS, Distributed Denial of Service) 2247
A 1O[RHE HEYT +Fof M|, 215, HetR0, Ysat Fofmut e S L=
° AEEl= LSt MM S0 71&
~ _ ~ HISIH  RIQIEFX|AIAEI(IDS, Intrusion Detect System), o{L|% 2|I|7 |,
IDS, Y=t H SL% 2|0 O HESlT ol FerHe ZAE Ry ol Cya
HEXT A9 FUES dAtoh=tl ABE= =+ 3 THA
HMH sl 2 MH Q1E2to| Fobds Aol HSHMS Dfot=0| A= ZEE0 SAUHE
HOHS2A 0 olid | & OHS2|A|0|MS| FPdL} TS MS ZAGK=H| AE 5= Z2H0I 2 OE2|AH 0 s E
SQL Q18M SOL QMM 3471z, 27|z R SOL 21HM CHAY
£H HERA o SH HER/R0 CHot Crfer Fo| ¢asl, e, oldeUHEE, ohde+t, Zot= 3 O
HIY S35 ol DHIY SSHE S HIE|, AtE=20|E 3 0S ofi, 28I 717| &, 2HEY HOtK|IF] 3 Hote+t
0T 2 OT 32 Crefst 9| AREQIHY(IoT, Internet of Things)t
= < 2%971=(0T, Operation Technology) &4, SHZWH=, o =72t CHEH
SajoC #HuEgl ZH0|H 71, MHe|A HRE S Tt 22RE ARE fld, 34,
ST ETe HLYHE, SURC Hot I U =7
ors3 S YL2|E, ASst =L, M7 |21Z2KPKI, public key infrastructure),
° O|HY A=3}, CAT AS3} Y2t 54 H e EM =

[EX)] https://iclass.eccouncil.org/
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- (SAXIH) z& 21A9] IT HOF 20 Zs F4olH, F=0| Gtk EC-CouncildiM HMSak=

7IE Zolg TR 428 %S HD

—4— o—I= -

- (BN TINZOR CEH NA5S HSE 4 ACH, AIINEIIX S ZS CEH

Master XtA

[ 2-7] CEH 2BAI™

Z7| (CEH Knowledge Exam) 47| (CEH Practical Exam)
ABAIZE AN BAIZH
N 12523} 2071 =LA
A 2210] A|S IRfetEE setHAE
=™ (ECC A|BIMIE|Q} Pearson Vue AISIMIE]) (EC-Council iLabs13) &)
S1747|2:14) 60% ~ 85% 60% ~ 85%

[EX] https://iclass.eccouncil.org/

- (BAB) 1= TYRFS| M= THAMK| & X, = O IsYrls MERSI=X| T2t X5

- (SAl210]) HOf
- (X712 A7t 242 80E2E KAlSotL, QI
(ECE, EC—-Council Continuing Education)0flA 120&F40| &

o |11 MHEHQMHRIXL QIF(CCISO, Certified Chief Information Security Officer)

- (B%) g2ES 21 FAFT +Z0IM B AL AHEA IS X, QXA |, HHH

D20 fY 5 YEEs D2IAUS O|Ns O WX MR IS 2T
- (FHUS) 7HiEA U QBRI 7Y F4, YEES 0l U PAB, Hor T2

ol U 9, WEES A, MAN M, MY XY U MK B2 S 57 220

= Oy

HELigoZ 7y

13) EC-Councilo M 2F3t= S, HFHAE, ZRH A, 20179 S5 fIg 7hde

=

uncil.org/)
14) Ot 2XREYS HMSsHH, 0I2X7t OH BHREs M S|

O = =
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FEES

o A0 MBE= ©E, 78, BHE, B A, XX gelE &
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| fIEtE 2017| flot YRS T2, A=, EHM 2 =R}
o K| YEES A MY TF A 0|0H471|Xf | 524
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o A1, HIERS Het, AIAE 2 ZH|0f CHor A 2|
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o & OZ2AH01 FPE A= Aol 40| tis
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¢ DevSecOps
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* Agile 2 3 ot
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ge=2 * GOIE#0|A EO U 2}
S
* 7Ryt He 29I
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ciro © HBAIAY XY HAS Aot B HO| 24
Monae  MREE e SEBAM, MURMM, 5 A9 Sl X2 NS Ol
- © CIQSBH Olof BIAR 9 BI2(5101 IT 20t HIZ L MbIA 2L
© Q14+ 72), HI 245, 2o} MM, AHIA 2 HIOF 3 7|EFE RERMO 2712
20t 27 S
* CIXIQI STAH) M D2AA o 12| A
* Rl T 3 ATEQI0{0] Ot TIIS 9ot Hof 212 HH
* 20| 30 SHE 2, HIsP| I3t BE I
o S MK U 7[EEY EMO IT 2O 27 ARS 0f3}
© FBR: 22| M, ZYES o D2AA D
Moxime " RIFQ SHE XS RSP AF BE Ol

-

o 7|¥o = M0 2 718 2Ot 27 AMS 2
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[EX)] https://iclass.eccouncil.org/
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- (SAIXHA) CCISO 57 AERE=E A420M 59 A=0] TR0IH, Al M =0 Fof

B0z 3 E=20A 539 FH0| BL

ok

- (AIAIZH 242t 308

- (&1H71%) 60% ~ 85%(Z 15028
- (BAIR) wE DUAF Ol 0= HAMIK| & X|, L= O WSEAS MEISH=X|0f M2t XS
- (A& 22101 AI-F(ECC AI-MERF Pearson Vue AIEIE])

- (SAI210]) Fof

- (XHF4e&712) ¢HsH| 1002 K=ok, o

Z 120719 CPE #I50| ER

b

I~ 20712 CPEE F =0t 3

i
Ol
©

] OfOFE, AWS(Amazon Web Services) Certification

MHIA0| L3 7|&H AZD HEXMS 25| 23t HHHEE 2
- X2 22SC NP UST Z0| M2} XHS 70 2ok YO0

o
Mo} CsE A20| RIAS FS Tis

2 2-9] AWS XHEH =

AWS XM= Lig
AWS Z2RE A2 015 o=
> 3 AWS S2IQC MH|A L Z2IRC ZIEI0| T3t 7|% XA
VIES (Certified Cloud Practitioner) SR A =ereE dRail bt 7l= A
(Foundational) AWS Al Al2X} 0=
. = 01T X, MAIRY, AAE Al 71 2 A0 CHEH 23
(Certified Al Practitioner) & XS, fdlse, 49 H FEOH CHel 2
AWS SysOps E2|Xt Q15 AWSHIN F=EE HHiIE, 22|, 2Yol=
(Certified SysOps Administrator) Hostl|lssH 48
AWS JHLXt Q1B AWS 222 7|8t e, HAE HXE, CjHZA SO
(Certified Developer) RSt s = A4S
= AWS Zg £2M EAX 21F
: . . . AWS MH|A HBIOM 7= XA} Vs S5 A5
(Associate) (Certified Solutions Architect) S Al 0K 7tz XAt 7=
AWS H|O|F AXLIOY 215 5
GIO|Ef R A 22|, HIO|Ef 2X BX0| it 52 A4S
(Certified Data Engineer) I0IE =2 2, &=, B8 53 =80 o
AWS Hil2ld AXILIO Q1B ML YZ=EE Fedotil 2Yotk=
(Certified Machine Learning Engineer) Qo= sEHE 45
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AWS XA~

LE
AWS &g &FM JAK QIS 2oL HIE & d52 zMtoll, Z2MAE
=2 (Certified Solutions Architect) A=3sl6h7| Y8t 12 XA 2 7|1=
(Professional) AWS DevOps AX|LI0] 9155 AWS SHZ0IA -S4 OS2I 0N AlABIS

(Certified DevOps Engineer) o2HMY, 2F 2 2

AWS 15 HE/ZH

SoRE O|LIMEIE 1301 SRt 7leS &
(Certified Advanced Networking)

OITHS Alisim Thgt

g AWS £t oI% AWS S2IRE0IM Hot £2 M5 DS F5i6k= O
(Specialty) (Certified Security) Qs MEEE 43
AWS Tiilzfd Q15 S2RE O|LMEE 3._401| SRV IEE HE

(Certified Machine Learning)

[&X]] https://aws.amazon.com/

— MA| KAMZOA 2t CHe LIS etk UL, AWSHOH| Ciet =2 XASE2
AWS HOMIZ(Certified Security)O|2tl & = QUS

- AWS HORIX(Certified Security)2 A AWS XAHASOAM Asintyoz 2250, Tias
OIL|XIZE A0 SAIGH| ™o AWS =g &34 AKX 2l

E_I_

S(Certified Solutions
Architect- Associate)t AWS &5 &3 AKX} Q

E_I_

OI=(Certified Solutions Architect

- Professional)g =gt A #H

O AWS HPRIZ XtA(Certified Security)
- (FEUS) LR 2 AIHS, 22 & DLEE, oldet Hot D L AMA e,

HolH Ho, #e] H 22 AHEA § 671 29 MRUHEL=Z 149

T

[ 2-10] AWS EHORIZ HHEUE

215
8= ISR

L2

o

o|54ZIX| U e OIA|CIE THS 7|8 AA 2 75
TAT_II:I[HOX 14% | o AWS AH|AS A2 HOt I8 2 OAF ZHX|
LHS

o BE glaA S H2E0 TS

Horzz| al * =T OJIE ot 2 -~
£L| E?; 18% | HOtDLIEE X LY 2HIS ofiZ
o -

o 27/ 22 NS MAH5ID 16

—

ra

2
=
| OF
=

Pt 2HEE H 0 EA R A
=]
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71EA e

« QIX| MHIAS 9{5t HOt HOjo| 417 2 7

o JEYT 20t KO 47 L 7

o ZBE| T2 0] Ut 2O K019 A U 73
o JEYT 20 2R 512

I
At

Qloet Hot 20%

1= | S (= E|
Daea e g NS A US W, T B o
© AWS 2jAA 3t 5072|713 2 2H| S

T2 391 GOJEIO] 7|2 PEYS Bl Hoje] A7 o 7
HOIE e | 18% | RYE HOIE 7|282 225 HBoks Fofe] A7 2 7

o RS HOEIS] 42 5712 R2loP| 3t HoS) A7 Y 73
o 21 o o AWS A2 SYUIA HESKD Br2oh| 9/t 2| e
.| 4% e AWS 2lanol 38 E4 B

« O7[EI ZE U HIG 24S Saf 2Ot 5 Al

o =2 o

[EA] https://aws.amazon.com/
- (BAIXH) HOt £249| dA & 15 F0M0M Z|A 3EQ] HR0| AUCOF 5HH, AWS
HAZE HOM| ol x4 249 47 &g
- (AIRIAIZY 1702
- (&A71%) 1,000 2HE0| A 24 o= 7508
- (BAI®) $300
- (A& Pearson VUE HAE ME L= 22101 4= AE.
- (SAI210]) SH=0{, FO, AHRIN, X=EZ0], =0, Z=01
- (RHERE71Z) A2 38 S 7&6HH, R&7I12H U0 AWS S2tRE AFAF IS W

(AWS Cloud Quest : Recertify Cloud Practitioner)19& &t=26tHLt, XS] ZAHHE
AlRdol 2ot ApA7(710] Y

15) HEO| THAIY QI0| MES Eolff AWSS| AMSIEE g £ U WS (https://explore.skillbuilder.aws/learn/course/ext
ernal/view/elearning/17623/aws—-cloud-quest-recertify—cloud—-practitioner)
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] Microsoft, Microsoft Certifications

O Azurec= MicrosoftOlA 2IE S2HRE HARE S3is ¥ QIOZAES
0] m2f Hest Lt V|=s ASot AR (Hh V=l MElEE =
215 (Microsoft Certifications)2 &
- A2 Ligat Z=0f M2t OISt QIS Misokl Lon, ok &L0)| et
FSote YA

o 2-11] MSQ| MEHS 20 XlHNT

= Nt M= 2 EH
_I
e EO.J, TdErHID7IE . x3
(Security, Compliance, and Identity Azure HOF XL
(Fundamentals) Fundamentals) (Beginner)
Azure HOF AIX|L|0f Asure Ex=] ot olx|L{Of
(Azure Security Engineer Associate) (Intermediate) =
ID 2 AMM|A 2|} e
(Identity and Access Administrator Azure = HOFAIX|L{OF
. (Intermediate)
Associate)
2718t HOt 2F 20t =5 oro0] L
. . . Azure , HORA EM7}
(Role=based) | (Security Operations Analyst Associate) (Intermediate)
HE HS 3 & 22Xt ==
(Information Protection and Compliance | Microsoft 365 o8 HOFAHIX|L| O]
L ) (Intermediate)
Administrator Associate)
AO[H EOt-HAX} ©=7t Microsoft nk=: 23Rt
(Cybersecurity Architect Expert) Defender (Advanced) -

[EX] https://aws.amazon.com/

_ J_lZIJ_|.I-|O| Al-OlH—I EO} klj:”x
Azure EORIXILIOL 1D 2 M RIRIKL HOL 2% 2AL &

27K Cybersecurity Architect Expert) Xk
ot A=

IS @7| floik=

AREO| F5 2

21



O Azure HQt AIX|L|0{(Azure Security Engineer Associate) Xt
- (BELB) ID H AMA 2|, Hot HERY, ARE, AECX| & HO[EHHO|A HS, HOot

sof 2| S 474 22| Mg yBo2 1y

2 2-12] AWS EQIZ HHELHE

= L

¢ Microsoft Entra IDOA] ID Zt2]
ID 2 HAM|A 22| | e Microsoft Entra IDS ALE610] Q15 L HSHR0] 22
e Microsoft Entra IDOIA] OKZ2|AH|0|M AM|A 22

—

* 7k HIERF0M cht 20t A= A5
HOLHEQZ! | e Azure 2|AA0| CHEH I2L0|H] QHMIA HOF 5| 2l 715
* Azure 2|20 et S8 AM|A HOF A2 & 1o

HAY, AEAK| o HRYS 9 13 2ot E U 13

OoTrTo=2 —_ =
2 H|O|E{H|O|A |e AEZ|X| HOF A= & 15
k=) e Azure SQL Database %! Azure SOL Managed Instancedi| LSt HOt A2l 2 714

* Z2IRER Microsoft DefenderE AF251H0{ HOt ERA| 22|
2| |e Z2t2RER Microsoft Defenders AF2SH0] & 2IX] 74 2l 22|
o HOM DM 3 Xi5st £246 714 2 2|

Hor 2

Ho
rt

[EX] https://aws.amazon.com/

BHRAUE2 GO, 7= Azure 7[E21E(Azure Fundamentals) X122

- (AI@AIZD 10082

- (84712 1,000 ™0 700H

- (BAl®) $115

— (A4 Pearson VueS Sl Of2f

— (SAI210]) SH=H01, F04, =U0|, ZHA0], AMRI0|, 2FZI0], 004, 2{A|010{, O[Ef2(00,
QIAOI0], L=0{, E=0]

- (RFEARE7IRY 1270 Ra01H, 22401 HAUEIE Sdf 717 AY
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O 2P| S4e= 2Fotl ER7[H0N AENE 2E
O DIZt WK7| U2 UKPDARL NCFEX|A] AfO|HHEOE et XIAK=E AlRY

= MZIHE OFZHH|0[(UKPDA, UK Professional Development Academy)= ®1Z45Hs
% T2 WsEE MSoke F=2 2221 OFHH|O|

- NCFEI9= B[Rt S11E SRKAE OIEiCt= 2H0| D2t 18482 E 0[0jK Lz

o ¥=9| X7 9l AIY 7#M|7|2H(Ofqual, Office of Qualifications and Examinations
Regulation)17)0flAf 242 K24, A3 U T71= 7H|

- Ofqual®l A2 SAMoIH, ug ¥ Y S X2 NAMNZE I XMHE

Mol

(qualification levels)22 2%

[Z 2-13] Ofqual?| X|Z4=

2 HiE
U2 URYH Vs, URE XtAS(entry level certificate, entry level diploma)

e | GCSE® 1~3shd, 227G, 18 =7 RIYAHE, e Xt25(levell certificate, level1 diploma)
2f#2 | GCSE 4~95td, S5, 28 =715, 2|H2 XtA5(level? certificate, level2 diploma)

23 A9, ISHEIY, 38 /A4S, 23 XIS (level3 certificate, level3 diploma)

g4 | 0SS SHN, MA=VINAS, 2|Ha XtHS(leveld certificate, level4 diploma)
g5 | ISUS EUE, 157119, 2Hh XS (levelb certificate, levelb diploma)

e |t SIAISHY| CHSH ZQIAL 2|H6 X125 (level6 certificate, level6 diploma)

7 | MASHY, TSk S 27 X145 (level certificate, level7 diploma)

A8 | EIALSHY, 2|8 Xt235(level8 certificate, level8 diploma)

[EX] https://www.gov.uk/government/organisations/ofqual

16) 22 a2 88 15us es|(Northern Council for Further Education) ®OLE, 1990E0) = ©Qlst 150N EZ|Q
O0|S50| MFEotX| QiCh= T 5t0f| A0{E HI|GHK| 220 NCFEZEH H7|

17) https://www.gov.uk/government/organisations/ofqual

18) GCSE(General Certificate of Secondary Education)= &= SHME0| SS5StWE SYUGIHA X2= XHZEAE

19) DSUSUHNA| 25 O F=2 40| X2 SIS
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- XIZHIZO| 0I5 71EL Of2f) 47HR20

© (A, T Y AHEA) IR0 MRET SYTER| 00 2% T U A

+ (RZ) ZXT} DY XL0| MBS JHYoD PEOM Y, HTT +0i6H=A| 01
+ (K12 % KRR AR AZT 320] KIS OS2 TB50] XS JHel, RS U BRfSks o
LS NAGY, D244, 244 U THHO| ZAK Ut 571

(A XAEOR R85t KBS ot NESHs Bl TR HEst 470 oS 25T
QUER| O

o Ofqual XtZ 2|0j= CPD Xt24215(Step Ahead CPD Qualifications)2!) & 7HEH7 |20f| A

X|&&0l MEM JHE(CPD, Continuing Professional Development) 2150| 7ts
- CPD A28 CPD MiBSAte| 2 252 dEold 2IFol =880l CPD 2152 Mis
- 0I5 2F71H0A Ol e=0f tfer B7IE Sol CPDE 215

. 7R

. BtA 9 20t X2| K

[ ¥= MW Ot7HH|0J(UKPDA, UK Professional Development Academy)

O UKPDAE AfO|H HOKS Hgbot Cifst 20| CPD 2l
- ANO|HEQH E0H= CPD Q&2 =2 MEolil QCH, T
Hot &e|, AjH 22F 285N S M AHEMESE Al S

n ofqual 5= HiE

AOfH E292F 2F 3 AO[H

I-II O|>|

- 4 MM @At g = NMEMEE Sl SEME Eedire I

20) https://www.gov.uk/government/publications/application—for-recognition-supporting-information/supporting=infor
mation—application—for-recognition#the—general-conditions—of-recognition
21) https://stepaheadcpd.co.uk/
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O UKPDAZ| AfO[H{EO Z0F XK=

- (AL R BAVIE) WR0| 2 = 2212 AHA NS X2 HH, YEEr= 75%

- (SAI2I0]) u=s 2 MHHAIER2 02T M

[Z 2-14] UKPDA2]| AO|H{EOt S0} X[Z{HE

X7 o 2 ZHUS NE
© AOIB} H9t 712 Af3}
- BY0io| 57

o AjOJH &0 25

AMO[H| HOt2IE * \MO|H 349 = WEe : £49
(Cyber Security =HX P o DHRI HS PDF QI=A 2
Certificate in Cyber Security) o AN | EQT HOt T £29

o 0f|tt ATTEQ||0]
o SSHAOIH 2H
* Sfi7401 CHEH 2404

* AO|H EOF
i .EOJ , 3TA o C|X|E A2 ws:£149
(Level 3 D|pl.oma in T ol o 204 X[ PDF QIZA] 22
securty) RS 7
* AO|H EOF
OB =22t 3 * CIRE AR 0 £149
(Level 3 Diploma in Cyber 11—‘?—;ra1|t”' o M Xl PDF QIBA &g
Security) TS ety e €37
* Microsoft Office
* S2Y &
o1 gl ALOJH] 2Ot T2 o A el
S o AER|A 22 WS 1 £249
(Level 5 Diploma in SEHA o= o1 - =14 Hi=
: o 2l F/H A 2 PDF 2IZM Eg
Operations and Cyber 27} o . D2HE 23 e

Security Management) o 240 12|

R

[£X] https://ukpdacademy.co.uk/

[ ] NCFE

O NCFE= Us XMEHZE, A M2/ EE Sol M= X5y Z=T030 =0
OfqualO| T#AIGH= 1,00071 O|AfQ| XIZHBE HG
- 14M| O[H2] HAHES flot 7Isuls Z=T710(Lt, 4019 =S Cifet 20FE Sof A1
- USRS U3 T TR 7SR ST ZOMIM ZAS WK S AIRS 95t A0l

HOt FF, UX/UIA], Chefet el OXIE AE5s XA
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O NCFES| AtO|HHE22F FO0F AHAKI=

- (MM O SV D) AE =0 SIS 25 OfolHA i 2 HVI0A BF4E O[M0|H &
- (SAIY0]) FOof
| 2-15] NCFEQ CX|HEZE WK
2| PN AHUE SA=
e OXE 7|2 22
o2 Y | (Entry Level 3 Essential Digital | ® 2=2 X HX[E 7|7[01A 2ol MY U= AHIA XS | £22
Skills) o ORI EX| ALE 2 HE X2
o JHEh 2 mHE
241 Eal=NER o CJX|E 2LAH01M 2 744 99
= (Level 1 Essential Digital Skills)
* AO|Hf EOF A4
AHO Ol AIRE|= 20 0]5
ARO[ 0 41 2 o ALO|H| EOH0f| AFZ D||_OO(H _IOH i
(Level 2 Certificate inthe |+ 01 2215 &3 52 =l = O £65
Princilos of Cyber Security) o ALO[H| EOH0f| CHSH AUBFKOI 2| Ol
finciples of Cyber Security) 104 ot o oy ofs
o AfO|H EQt 20| THE AMES1} 51|
- e A0 22| 2 E0{ OfaH
E“Hélz i%' O|0H E1|Hé|2 ° :,; A—I);” o_lal O|6H
e . o =21
LjszeIf Csrtlfléatdg |n) e SICI0] 2 AAGH AL O[] £65
naerstanding Lodingl e Seioi AHELMOM L ZEHE Halo| £24 0f3)
° HIO|H 241 A7 2 G|O|E 2AM7te] &gt
HIOIH 24 Q1B 222 x| —iml ol
(Level 2 Certificate in Data ® HOIEN 8, &= = 24 £62
Analvsis) * 50| o4
nasis « GJO|E| ARLA0| L TRHE0]M
o AtO|H| 2Ot 2IZ| 0|5l
AO|HHEOF Al 2|13 ° AfO|H{ EHOIO| 3 Q-2 |HA
(Level 3 Certificate in Cyber | @ AfO|H| HOFHIAE FCFY 2 &|0f £80
Security Practices) o AMO|H HOF AT THE
o AO|H Ot LY H1E 3 R2|% 8| 0|k
| O AKSH Ol 5
AL 3 *I3 8T MR AN
o . o A M7 OfaH & 715
[ #3 (Level 3 Certificate in Coding o ATEQI0| HAE £80
. el Dy - —
Pracices) o o, | 22| % 74 23] Ol
o O|X|E X2 E201A 25}
CIXIE X2 &3 e HEQF QlTet 3l S2IRE AMH|A
(Level 3 Certificate in Digital | G|O|E{ 2|, £t £75
Support) o CIX|E AH|A X
o CIXIE S K|
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| A4 aEUE Sh=
* A1 EOtO| HxE|

* OB HOt O [ElIX

* AOJH HOto| HE, FA & Hxt
o AH

e AH

AO|H{ E Ot AIX|LIO] 2|e4
(Level 4 Diploma Cyber Security

! 0] H10to] ©J& Olela FA £200
Engineer)

0|8 H2tof & 7t

i * MOJH HOF e

o CIOJE 2M0f MB&l= ©E X 2ot BE
o ClOJEf HEHUE 5! 2f0|ZAI0[Z

* G|OJE] 71 & H|O[HH0]2 £200
o ClIO[E 24401 T2t Ofo2tAIRt B0 K AFZAL &
* COJEf 0019 & &4 24

O x< O

HlO[Ef 2447} 2f|t4
(Level 4 Diploma Data Analyst)

[EX] https://www.ncfe.org.uk/

O X2 DS7IH0IN HZolH, H27|f0| 18722 5= o

—

M

12

0 SF= 7t AYHuE U A AR (National Vocational Education and Training
Regulator Act 2011)0 M2t SEE Z37|H(RTO, Registered Training
Organisation)0| &M &3 Lo 21! W& 2 SHA(VET, Vocational Education and
Training) MIB0| 7t

O VRQA, ASQAUIA| HEESE T35t RTOS #E5tl SE %

e

o
- HIE2|0t S5 % XtA7|2(VRQA, Victorian Registration and Qualification Authority)2

HEBJ0F Z50h MESZ0 75 SIS Helst RE 118 U 521 70| [ift 52 U 0ksS Tt

< = =< LO

- 5% 7|Z2EZ=ASQA, Australian Skills Quality Authority)2 BIEZ|0fF2 MESSF Q|

ANFuAel XMEus &3 F=22 A7

- VRQA, ASQASR} &2 70N AO|H B2 2 IFEHEVIY MAME=SE 2Tt Us

VRQA, ASQA2| AfOJtf E9t 221 IHWILY XIZAME
Ee 71 AU
- . Victorian
CerUﬂc;a‘;eClIJ\r/i ,[IS Cyber Registration and | CtFsh R HE 7|2k ALO|H HOt 7 [=X{0f|7| ZQh XAt CRksH
ificati 7|22 M= 7&K 220 I
(ol ot iz 1) | Qualification &2 HBoKs T1ER 450 2
Authority
Certificate IV in Oﬁenswe Aus’Frahan SklIIIS olmp} HEQT L OfZ2|7H0| A0l B 5HZ L BolsHZl £ ok
Cyber Security Quality Authority 21 2
(MO E2t 1= V) (ASQA) /T8 1543

[EX] VROA, ASQA 2 AOIE
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0 F HEE &F X4 I|AF(AQF, Australian Qualifications Framework)S Sali
XH+ZES BA|

& 2-17] AQF9 XtAZ=
A L

2 18 X3S 27| %), X
} 27t s

(Certificate )

I xjAHA=
22 2':'. . S LTI UL AP} HXIO) S LHHOI XA 7|
(Certificate )
O K=
213 35 AAS Q20 TS |2 X0[T APHO! RiAD} 7IE
(Certificate Il1)
S 48 NE5 Cekot MMM 7t 2 2 V|ss Zelet
= (Certificate V) o5 J|& 28 20t
2y Jsus EY = HE|t St 7|HE Higo=
(Diploma) J|1E0 XA AAZ KR
e e TEAL Tt e UL 20f0f et A= U= XA 71&E Qot,
= (Advanced Diploma, Associate Degree) ENEH/ 0T 7|&
ey SJAL & TEHQ AR Tt S5E et
= (Bachelor’'s Degree) HHPlot ! YtE XA T IEE MiS

SIAF 95 Bi9), el £33, Tal MRSt 519

Q'E
>
o
—0

48 | (Bachelor H D Graduate Certificat 9| 71=20] = 52{0]| Cio
2 achelor Honours Degree, Graduate Certificate, H o Azl HoM
Graduate Diploma)

219 Sakn T2 7|EH0| 0 HEEO| f20] W
(Master’s Degree) 2 XAlo| e
210 EARE 1g g7t/ HEN sHs &1
= (Doctoral Degree) TR =0 AZ0| BIR X M1}

[&X] https://www.aqgf.edu.au/

(] Lumify Learn, 2LI3 A4 SON FEES H4H A4S HS

= X 22 AHIAS KMiSot= 7RUCZ,

I
|l
re
5
<
(@]
2
)
-
5
g
g
rr
o
I
-
[>
e
°©
El
4
W
]
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[J Lumify Learn
O Lumify Learnz 221013 Soff &
~ fHE AIOIHEQH S ITE0}O| &9 AtHoIZS HI=

- AWS, Azure St 22 =M AHAS2 242

rl

—

T x4 o

g271z 328

ME7|& 32(Certificate I1l) AHOJHEQ! 7|2

HE7|& 42 T2 72HY

g1z 45 WY

Rl

X
ro
0l

Hels 43 229C #EL

YE7|= 45 HERZ

gz 45 AlAEEe KIE

gIE 45 ZHEUE YAO|E WY

[EX] https://lumifylearn.com/

O HBJI& 33, AO|HESH 712 (Basic Cyber Security Awareness)
- S2I0|YHE AX| HOE XEHOL 22191 HOL S 3 HEO| AE Loz 1y

=

- W72 120E0|H, Ww=s0] EUHH MHES AEoke Y

r
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[Z 2-19] Lumify Learn2| XIZH|T

o AMOIH T Al Ol St
%Er0|ol_1§;g_-| LI:IEjlg_lEKEO

o HIEHE0| T FOIXOI AT 5248 JHet
« EQIT 2% M 15 L B

FE HOL e 200l OF 9F Alg Y b

ORI 2 KAHE Y

© ICT 212000 IP, 82| 2 701K B T A

e D2 7243 7|2 Ng

« AjOlH] HOt PIBOBE ol 2240 HRLS BE
« CiXIZ 717]9) 2012 9

t
i

[EX] https://lumifylearn.com/

O 243 HEA(Monarch Institute)

o AF UEJIE SHC= TEAAS w=ofld
- A, =28, IFIE, 2% S HI=HA
Ql

1 T3}

- METlast MMt MUl 42 A2 THS 2% 3

(E 2-20] 2U43 A7A9 FHI|E XA

F2 L&
B2IIE 48 YAOIE VY, T2 1Y S 2 UKL 2
Y7 1Et MAt YE7 |5 THE 2= Sielary

M| a5t AL

ALO otal HELQZI 7|E AFEt
(A|-0||:H Horal i H|E-c|)—-|%|) O] 22 2 HERZ 712 Al

ODHEAC SIS NS M2 HAMOIE, 22121 0HZ2(AH 014 HIAf

[EA] https://www.monarch.edu.au/

o HHJIZ 43 XA

- 12~ 2440 IRWY 5 T 2N, DY HAE, DRHE 2220| SO 5

- IT 4tQ, S2H0[¢E JHL, FAOIE A3t Z=T2i 7|2, 2 #2] S b/ 222 Mg
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= 2-21) HEIIE 42 A ANne

2= W=
T Atof o1 o |CT AH0IAM Y
= e 514 Q7| 2 JHOIXH HE Xz
(Work effectively * ICT 80N IP, =2 X IiISE 22 JH &

in the IT industry)

s M22 7|& 3 2Rls A5t ot
o U2 HITX AIE PR T2M AN ML

Sf0[HE JHY
(Client-side development)

* 2UAJOIE 2[0[012 EIX}2!
 ZIEH3H 1S9 9101 24 BHS7| 2 AE( KfY
« 712 S2I0[IE 5 ATRE MY

o HAOIE H2d &2l
HA|E Zet o #l SAE M|A FI S ME

(Enhancing a website) o ZAOIEZ FEIX HE
o M QX 2| X5} 1o
o J|Z 279l V= ME

D=7 7|2 o AFEX} QIEH[O|A 15

(Programming basics) o ZHR| K&k H0{Q| 7|% 7|&

o CiXfoE A= 7| = B2 12l Vs B8

IIX| 1
=2 e

(Managing quality)

o N A0 HH MO AILR AL
o H|IAE ATEQ0] 71y

* AMOH 22t e &2(0f 710

* S20|HE ICT x| A8 2! oA

[EX] https://www.monarch.edu.au/
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[ S&71E0Me A7 |2E, =7 s A0 Ot Y22 XAAMES H2|-2%oll
DIZHRE AEAeE AHME 2Y
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O MZJ[ZHIM X2 HDLY0| LR KA. 7|&- 2 59 &5 BEIt 23
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o T/XRSEHEZS HIEOZ NHAEXMAE 5
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O (REHOUIA ) AlAH U AN JfY, 2% U 2| ZME SO M2 0|21}
H
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0 SAIKIZ U Z2IY 7=
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O MESAIXtA2Y

- MM S O] AEE FISe = SAlotdi= $=0] Sol=

EF20f0{A]

=2 X TI-
11 01 A0 ZAfeH ALY
- JiSA RiZE SS 3 SABlRIE 520 Aols SU U AL HPE0MA 34 Ok
AR A AR

- Shlotdi= E=0] &ol= 52 & FAF AFZ0R| UE 59| /A 58 01¢9] At

- 3UIH| MZCHer Aty EUA SC2M 2 & SAlokis E=0] &ok= s

- 2UIR| HPCHS PRSI E0IN SORM 59 § SAGHIE 520| 40l 5Y 2
SOf0lAf 211 Ofy AD0| BB AR

- S U QA RO Tt 47 JISEIUY 4Kt EE T OR0IEA

- 52 U QA HRHO| AN 47 TISERATY OXKIZA 014 5 SAlo
A0l SU U QA ZIRSOMIA 28 O MR A ARt

- 2=0A SEet SS0| oidole AHbE FSe AF

QU

o

o] © =)
2 FARE

= =0

SAlolgle 50| Sols 58 2 RAF AFE0[0IM 4 Ol 2700 SAeE A

O (YY) FoliTl A0 A0 SAlOIH AHAS FSoks AEY YAOIH, E7|AL

27 |AEE 25 &ol0F XAAF=

FEEIIA AYUH

2 EHRE NEA B2IE SAI 44
2424 AX|MC 1007 BRI D2t 40% OLY,
o) it 0% SISO OIS 40 01, 18,8002
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[EX] https://www.cq.or.kr/

23) HEEot 2Of= Sl MRPOF T2 QUS(RE S, DE AREOF ZA| Jts)
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O (AfZ2ta]) dLlgd
O (XHAZ ofE) SFH,
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(2H| 4= 20) _ )
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(X == 20) s M, AR SA ALIL 54, F48% 54
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B I{of517 |

LU SO AT} BRI, MH|A BOHIH HH T
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[ 7HeIHE2|AKCPPG, Certified Privacy Protection General)

o A¥I|=
- JIIMEES YA 3l O SHE0 thet XA 2 SEHE 2FE 0 e 3% U 1Y E=
7129 JHoIEE HE|E S|AotE A=A, CI29| YFsEE ERet At
- JNQIEEHS QL PAEE HOPYMO| 8, 7|%/7 |2t JHOIHEESO| Ofsh, ZHOIEE FgAt
e, BEEol st XA 2 XHE
O (AI&x]) (Ahe=CPORH
O (2A12) 130,000(ZHx| 1521 0|4 20% 01, St 50% &tQl)
O (SAIXHH) Aot iz
O (EH71%) MU= H 40% 014, =3 60% 04
H 2-26] JHeIdH2|AL = 2o U FHIIE
7= o5t 4 A SME | AIBARE
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IR B B X
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O QIR H=7t

O ANHZE Hoolul Hor 2%, 22t =4, ol
S (0]

YK, M=+t S A0 Ciet oid

o
CHxfolxl YEE Hogh + U= QARSI Hob 83 7|30 et X4

- (18) Linux, Windows AZS 7|HIOZ &t MB0|A] QIE{Lll HOtu}

OiS, oHZoY, AAY =M 59 dEs3s

- (28) Linux, Windows AZZ 7[EtQ= SF MHOA QIELY &
74

24 9 R AT

O (A

o (AL =

) ADet=TESHAAHS]

g

T 2-27] AUEHIER MBI HYUY

A AU NS 25 &2ol0F XHEE FIS

ot

0f| guxo=
LIRS 2QHHe, FoiAtLl
LIEASH 2ok, FoiAtl

= EHeH 2 SAl &=
1= 21 43,0008
= Al7 100,000
=4 1007 BEEO0IA 60% OfAt L
= A7 | 78,000¢
[EX] https://www.icqa.or.kr/
o Adil=
|2 2-28] QIEHIEo MEJ} AYAS
53 e 234 Azt 2
] HEESIHZ, QUH, WEYT, 2ot 60238t 60 EHQISS
1= oA 24, Rohibd 24,
T ALEINELA 2], 2=, 1SET | o | RN/
= SHZIRH Y OfltRe, AJAE Ok (1~2028}) = MENS| S
NARIZSA, Hapens
1] HNEESINZ, QUM UEYT, 2ot 6023t 602 EHQIS
28 oA B, Eoiity 24, 1SET ey
Al7 AAEIMH|IA 22| =AM _ = e
47| ABAHIA Bi2|, TERA (onzey | 1202 N

SZIA 9 of kRt

[EX] https://www.icqa.or.kr/

37



O ofiZER TE7I=A] 5=0{0F & X|A0]| CHSE A} MR MSE & U= sEH=E A
O (A[X) eh=oliZ 2 2tE S|
o (AYUE

- (18) SHZE2M00| Thet Ug XAt A2 S2S ASo, FEEeE 209 HE/is 215

- (28) oiZE2U0 et & O 0| U= XAS HRH, HR0|M EQ= o= WES Bt

WS & QIES ol0] Yk A0l S B 2Of0] V|2ASS 2HE 0l2S Y
- (EUOID) E531Y 470 N2F42 Siuor 23 IEANe &5 YES 20l

o (AYLH

1
P IINELTE2E

Dv

[F 2-29] sHZEQ MEI} YUY

S E e RIZPIES SAIRA PN
12 | 400 PHEOIA 60 O|AHZIZE 40T O[A)
e (ZH| B) (ZH| B)
ZH| 5) A7 100% SHE0IA 607 04
- 7| 400 THEOIA 60 OJAHTI=E 408 O) | 2E2K0l 50,000
= A7) 1008 2HR0fIA 607 OfAf a0l 50,0008
32 o 100% SHE0IA 607 04 2340 50,000
ZL|of 7| 100% 2EH0IA 607 04 2340 25.000¢

[EX] https://nahs.or.kr/

o SAIXHA
H 2-30] SHEE HMEIL SAAH

HI
Ol
S

-t

HA

25 *
= AT CSISYR} i SRR
RQistil i NiHDsl ZEE HRIsH SR} E SR
33 X2kt 943
FLof X2kt 943

[&£X] https://nahs.or.kr/

38



=8HU2|AKCFSE, Certified Financial Security Expert)

O (AIAX) AfHER 58522

O (BAE) IT X HHES ZH 3 Ol ART [ [EIK S x| wW=Rd 80% Ofef ==X

O (A8 Y WY AN U K £ 3 XIZASURINC 22A)

t

=y WSAIZH 28+ HHE =
ZEH|IZLA TAIZE LR 1028t 108 47
SHOE Z2[HA T7A1ZE LR 2628 25% 108
E‘BITE?J 26A17t L{L] 3028 30 128
=yl 26A17t LiS| 3528 35% 148
=471z 10022 1004 607 o4

[EX] https://www.fsec.or.kr/bbs/151

O (XHH3 AMY) XAZ |57t 3 O|L 42X ZHOHA Z|A 10AIZt 01| AHARK| WS

—
(Continuing Professional Education) Q18 &332 $-8list 4L X1AZS 4

[ SEEHFEKAL

O (AR AFHER! SI=AO[HZAIH

O (SAlF=r=)
- (1=) E7| 55,0009, 47| 66,000
- (28) E7| 44,0009, 47| 55,000

- (38) 27| 44,0004

- (1) HRAAEO| NHINAL), LIESIS S| 2 MBSO TSt HEXAM 28752
25T AARE HEEOIIT| TI/53 Y 04, HOPYMARI} SOIM 15, FopY Tt
2 S A0 Vls B 01, MEDS T B £4 0SS BEbls SO 42 44

=<
Saig 2% 313 479 532 IR K

- (03) YLLORHAL 13 YPE B 4 Ol 7|E 0|20 AR5 50| 92 4 5
2E &3 429 532 R X

39



|
w
il
Yo
=l
=
>
TN
L
w 9
40
[0
iy
o
>
30
rr
N
P
©

=< =1 AXO
e H

&
- (33 FLI0f) HEHOIMAAL 33 YPE HIS 4 Uk J|E 0|21 AR5 Sof 9
2% S22 WE 23 279 52 I X

O (SAIXIH)
(£ 2-32] MEHOKAL SAIXH

s MIZSAIRIZ ot /512
1. 7S 00| XIS 2S5t SABIR= B20| 251 SY U A HRL0F 11
0[A} A0 ZAfet ARy
2. TISA RIS 2155t 5 SAIBIRI= B20| 45K SU U AN XILSOI0IA 343 014 4L Chst 2215t}
M20| SAfat ARt 593
3. 4R TSt 22151 SR SORN B9 3 SABIIE B20| £51= SU U QA (AR )22
= X2 SO0 141 O[AF R0 ZARSH AfRt ERS
S 43Uk HSCHe BRsHL S SO B9 5 SAGR= 20| A0k 5 U
QAL EIR SO0 21 O1AF M0 FARSH ARt 23 35 3 B
5. QLR MSChet BRsh S SO B2 5 SABI= 20| 451 SY U | MDA 211 01
QAL EIZ SO0j0f 3L O1AF A0 SARSH Aft SAPEs
6. SAIBI2H= Z20| 45K SU U A ZIREOOIA 55 014 L0 SAfet ARt
7. Q201N SUs Z20 ot XHS ST AR
1. 7ISA S 01O RIS FS 5t 5 SAGIRIE 520|451 SU U QAXRL0N) | H20)S
141015 420) Sl 18 SQI0EIR 805
2. SABIR= 20| 451 SU U QA HRL0(| CI2 20| AN S 014 0l
R2ig Hsst Al
23 |3 TSDOl UK T 3UIK| MEHSIEQIR S Ei 1 ZIINA HRISH 25| JISA XA 3
BUSIEOEIHEHH BE) Ol+12E| 841 15 %2 11 01y
4. SU Y QA R2LO001A 151 014 AR0| SAF3H AR
5. 20 St 5201 s XS HSH A FaHS2
6. [32] AIZAIS U2 111 014 S5 ARY SAPEs
1. SABIEE E20| 451 SU U QA KTL0[| T2 E20| Jj5A 53 0/4°)
R2ig Hsst AR sSstm
32 2 35St UK S EE 1 SVOIHA HIS 9IS SOOER 014t
3. U U QAL RRE0I| TSAF A7 7S ERD 0|4} EE 02018} Ristols
4. R0 SUsH Z20| SHok= K22 FSaH A

[EX] http://www.isc16.com/

40



[ |
|5 2-33] HEHMMNAL AHNS
] 12 = 3= O35 ZXA|Zt 57 71F
(L [=] [=] OIH|- =L T o O o™ [= o] e
=21 T |O'|
HORIR|EE 2028 | 2028 202% 2528
HORIA| 7| 2028 | 2022 2029 25=% 2,32
) HORUA| 28 2028 2023 2023 x ZHEFA] 60 60H Oy, =Y
= Ford Tty & 2028t | 2023 | x x | ARMCH 40% Ol
ST M7 |& 2028 | «x X X 12 90=
A 1002 8028 6028 5023t
Al bS|=]=le) oy < PN = a5 | =35 oicts 2g 90= X QA
A7) N H HOFUK AR =z | 55 X X L= 122120 607X 0o
[==] o

[&X] http://www.isc16.com/
OO0 OXEEHAMET}

O (AIgHR) (ADBIZIRAAISHS|- SI2QIE{ LTI

- OXE 22 24X MEds dSol| flott] HAIZEHAMEI 158 AHMEE 23

- 28 A2 80N TXE 349 724 H d=ds S4AEAMNC SEE 48
- 18 Alg2 28 A0 750Xl S0 Hot HAIZ S84 &40 +fixl= H &2
A70| MPHU| £ FO| BAXIS| HRYS A5
O (EA7IF) 2 2= 40F Ol, B 60 Oy
o (Au=)
(£ 2-34] QXIEZHAHZI} -
=T a48n= 7 HA7IE
ClATT2A|
2
SHE
HEQF Al
27l C OﬂE_-FI(;:LfI_;I*| Mz
e 0]t 0] A SERAA
LA
= RIGHIAIT CHS Tl 2 25 409 Ol
= EloiAtLl THS 22l I3 60 OJAt
i CIA S TIRIA
H|E R ELHA]
=4 A G|O|EfH|OA HLEA] g
= DHIUTI Al
AIBHALT S TaIAl

41



R

ZATE| X9} CIX|E KMAHA|

THUAIA R SSHA|

27l Sgoz 2 LEYT0| o[

HIOIEMIOI*

ORI EaIA JH2(7 | A

7, HE018)
=
Ni=}

=4 C| K| &IAl 7|§ |

[EX] https://exam.forensickorea.org/

SA[X}Z) 24)

Al
X

o (1&g

- OXEZald M27t

513

P AIIOZ A 3L OJALe| SatzE

TT - O 1

7| 100,000,
7| 60,000,

TI1EHA
AT

2. XN H|m A

IPARZ)S|[==eljgelle]
0 NAMEE= ME

O| X5 H
SO0 CHat

A 5=
oniz E2

Ol W1} Sl
SEM[Of h2f

=HEZE 59|

L——= /L

O
- X|
()

TS X2 Piolo] 2ot o,

Le|Lf2let D[22 TR} X

HEo| ANIPYO| M2t Q1Y

g 22510 2Y511

—

SAl= XZRS ot

M7| 250,0008 (RHZHZ L2
47| 150,0008 (RHHZ L2

0] U= AR

10,0002)
10,0002)

RZHRIET}

Sargel

OIQ

M, XMANTs 27|20 2lah



O A0 sAIHUM 28ds 27| floiM=, AA2| Ha77|Het M7 M| edst BR

- ESAIEOIN A2 AMST[M|(Signal), M=71MI(Guide), ME(screening)2] 7|ss 43125

A9 715
715 LIE 7ls 848t =
AB|E _ _
( = | Sl =0 52O FEE L= ts 49| AEIPE0| S22l A, BVt X HSHE Mo EHE
signa
HE=T A AE|(LeSAE0A L2 5= S5 - N -
79 S S A|RE O8I g{e X5 HIA
(GUlde) o=|k|ﬂ|- %ﬁE INEZ() A|-£|(|—-EOA| o)O‘HkI L7lol= 82 MEGHA B
ME 70| Z22XE ML I 7|0l HRst N
71919 . CHat AT |ZEO 2 A9 AX|HEY
oming | HEREPI HS 24 [210] QR0 Chet AT [FOR Xi2io| AKIEI} 5
(B3] XAHEO| HIHD} ol

- A7 |9} ST [HPE HIUHE SS5H X12{0] 7|210] MEERIZ QIHEBIN Xi210| 7150
2840| £0RI= &7
- NS HRF MT7 K| 7i50] BEtE]| QIS XIZ0| SE SLGH 2| W 2H=0(0}
511, 012 SI5H 2420 e X Q157 |Hol BAS
- THR20] T KIZES S0PEO| XX Ha| Y 2% WA et SSHIES JHID /o
X

X1z{Q| LiZol o

Ol

o
L 12 BES Sof AHHEO) S S

1

O NEH=2] HuES
O KNS 2F=2 2f 79| AtelH, EaM X[0[0]| [Tt XO]
- 0|=2 TAA ITE Al Tel, TR WS7|20| MSoks 22AAS0|L 71S e =2
SR Hot AANESE qHEHCZ AlY
- G=I 23 uRIPEE} SAIE HYPWRO| L= MOHER AANEE 28
S&7 N 27V IEMHEELE 23
of= At TZHHANOIN AEHLZ 2ol AASCE F=2F
o AHUEE BHES Jlss 34

BEx} FYe= H1=

[0
HU
ux
i
g
i
410
rot
X
)
g
2
X
=3
in

- CISSP, CISAE FEE3s He(XE ?eh HEXNQ MAAHCE FEES JV|E&ED Oflet,
ZXO| OloiZt ARt AFRLAOK, BE, AU 5= Eeols 222 WE

25) Y=

ok

- 210t HEM Y- 212

O 1O [}

uk

A H |E|
(=g =

POI'

YFE-EE2 NAMEO| HITR HHYeY, RsHHE, 2003.

43



712X LHE0| S

L
[

1=/ 1S S22 of

—Oo
oL

=<
D
WE_
0
T
LLI
O
%)
=
=
|

H A

St
=

B I H8E w=at

of Xz}

X

o5

- S=at

70
(Y

A| X}

o, CEHE &

=)

o2

—
—

- CISSP, CISA

mr

@
ok

i
<
0lo

L
(-

ofil UM, FEEHAT|AL

- RelLefe| §EHEORMI M= 4

1o

o
100

44






HNZE. 12 u=RJIEe| Ssist

1. 0l=
[ AO|HERY=H0| [t NICE 28

o

QMK IE 25K AO|HEOFZASIH(Cybersecurity Enhancement Act of 2014)2 XA

O =7t AO|HERI0| CHo SEut 2IZ 0| $HS Lstolil, AO|HERt i, G-1Zel, =k}

- 2008 =7} AfO|HEQH O|L|MEIE(CNCI, Comprehensive National Cybersecurity

Initiative)iN =7} AO|HERE ZoE 2ol Of= L Lo 715, ws A 94 39 SHE 8
= CNCl= G=QI0] AO[HER ZHIS oidol/| ?let SX0|CL, Ol LZHREEIA] =iy
- 0|% AO|HEOHUSHHO| 2t 2EHEZST|SR(NIST, National Institute of Standards

and Technology)0| =06t NICE20S Mg

o NICE= AMO|HER W&, &3 I Q1= JU9| & HEAIS ZTAIZ(7| flo Ot
57t SEE <8

— AJO|H{EOF

oy
iy
=
I
(@]
3
Q'E
>
N
HU
1o
mII
Ny
i[;
.

- CHYSIT 4RIE Qlig &5 QKI5| Y8t Bl Sl

- MO Pt J|= AXIE oflaol/| fIeh A & Z2AM|A Sitlist

- AIO[H EQtS @l 21 ZYAT AR THNICE Z2f|%3)

5 o = 5 o SO|= o o == =
- SH, SRS RAIO| KSAS F5I BEGH HES HI5(0] Tl 28722 S5 LS

=LA O =p=L_

ste= o= YA

26) 20084 M HA0l= =27} A0 2otne O|LJMEIE(NICE, National Initiative for Cybersecurity Education)2] 2{FHOLE, 2014
AO|HESE ZsHH0]| W2t O|LIME|EY OFd A7|MQ1 w0 =HE F =THA O Ol AHE AHESHA| 210 NICEZDH HY|

46



O AfO[H HOots 2| £ 2ot ZH2I0|Lt EO
ALO[H] 2OF XS

— AMOJH| £210| FO|, 2Ol AO|HERt &IF =5, oy

uo 7o
O
m
o
i
|H
in]
IS
0
W
=
O
m
T
3
3
2
o
z

PF A HE 23 AT A 5
= 2 AHHEA =SSP UL I %%_iﬂwoi #2[ol 1 AMO|HEQHS ol 4= 16
(Oversight and Governance) U= 2ICN, #2|, HiSK(direction), H12(advocacy) 52 Hia
CIXfOI 2 ey AH(perimeter) ¥ SHRE 7|8t HEYIE Zetolo] 2o |& 3
(Design and Development) AIAEIO| Chet A2 ~lfotd, 7HES}, A, 7HE 3 HAE
ol 2 2F LU0 M0 7|sA|AH st 2ots BEolY| flof 7+, g
(Implementation and Operation) 2], N, 29 U X|E4(maintenance)E &
23 30 JIEAAY = HERF O flads ESo, AE 3! ZA101, g
(Protection and Defense) AO|H] HOF OHIE = HAIE XA}
AL CIXIE 349 4, 2], 242 2ol )
(Investigation) =7t AfO|H EOot & MOIH1 HE| ZALS
AOHSZE QIR TA =/ FE0i| FEHX| TS| floll RYUEE= 5
(Cyberspace Intelligence) AMO|HEOF HHO| Lot ME5HE ZEQ TIt
e | MO OIS Si Xoluf22t ol 91 A, Tie, 7
[EX] https://www.nist.gov/
- NICE 23 = =& W AMO[HERH ieis MO = #eloh/| ol £ AO|HEO!

2 KIAD} 7|20| TOBH AO|HES Q10| F2 AR

(IEF) AHT/IE HAloH! QUHAXE M5l A us X 29 VY 428 MS

L]
~
(|
— -
10
g

CIIMCHSH 1230 QE BIYs= 11 RS jwsil &N

| = L

ok
ol
H1

Ju
Pl
rio

SHIS0| MO|HERH &H AFE Htoldl Ol stg Teks A=

%
Pa

27) https://www.nist.gov/itl/applied—cybersecurity/nice/nice-framework-resource—-center/getting-started

47



(B Y 5 MBRY S A 202 Bigiols Wt BA0| U D] Y O T2 24 oy
+ (BP, FRIRL X XD O3} TR KA} 7|22 U0pET, DY St 2 WS
oI5t 228 Al

* (AOJHEQF Q129 MHIA HESHH) /i X S5&h= Mzt AH|20i NICE ZHJ2E

(o]
M

1
Ir

o NICE Z3|el 3= =710 SEOHAL ARZAPE 21 T YES MSole S
2} 7|20 TSt YO = S
— (CyberSeek)28) NICE YRS 2E510] AOIHERE UR2| A0l Chet HIO|ELt A

= =20

‘

d2S MBSkl JACH, XN=g 0|8l /P2 w=s H &3 MSYA 2°10] 7is

[712! 3-1] CyberSeek?| 2XI2| H|O|E &HH

FEEDER ROLE ENTRY-LEVEL MID-LEVEL ADVANCED-LEVEL
Networking Gytersep iy Spesal = Cybersecurity Analyst Cybersecurity Manager
>

Software Development
Cybersecurity

Cyber Crime Analy / Analyst ‘._.
J Job openings \ \ . .
Systems Engineering f 24,465 \ Cybersecurity Engineer
—————————— [ erage sala i

Click the circle for

\ more info

b e
Penetration & Vulnerability
Tester Cybersecurity Architect
>

Incident & Intrusion

[EA] https://www.cyberseek.org/

28) MOJHEQl Q19| S50| Q5 WRt7HA| RpICh= T 510f AfO|H EQHIZ0] XMHeHE 2Iai NICE, CompTIA, LightcastZt

Z2=0=z2 MU(https://www.cyberseek.org/)

48



[12 3-2] CyberSeek?| AHAZ O ZstH

[

. Entry level . Mid-level ' Advanced

TOP CERTIFICATION

JOB TITLE TOP SKILLS
Certified Information Systems I o e e Information Security /
Security Professional (CISSP) T = i \ssurance
Cybersecurity Manager 1= I
Certified Information Systems
Auditor (CISA) — | ot .
Typtography
Certified Information Privacy [ — Risk Assessment and
Professional (CIPP) Management
- 7| Threat Analysis
Certified Information Security
Manager (CISM) I
Global Information Assurance I
Certification (GIAC)
o | NIST Cybersecurity Framework
| h

| Internal Auditing

[&X] https://www.cyberseek.org/

1=

— (NICCS)29 Ato[H Q1212 57 Foloz 25t NICE T3] 527tX| YR
(=5

HZASI HBYZE M5, W8 2 53 FIHZIE E5| AO|H HOF HMETII} A{O|H

(72 3-3] Aol FHAR £

Systems)

jrestingland|

Evaluation!
(673)]

Securiy
control|
Assessment

"

Gyber
Ope’v’atmns D\s':\gﬁ!gv;g
Planning (332) faanlacel

All-Source:
Coliection

e
Development. Management
(621) @11)

All-Source.
Collection
Requirements
Management
@312)

Partner.
Integration
Planning (333)

meligence

Planning (331)
; Technol

jlechnical Syt seechond

- Suppor[41)) L\ DEVeIdpment )

(661)]

Exploitation
Analysis (121)

AllSource
Analysis (111),

Threat /Analysis
(121)

Cybersecurity
v
L)

[&X] https://niccs.cisa.gov/

29) AO|H HOot AH L AJRE 5t 27t O|LJME[Z(NICCS, National Initiative for Cybersecurity Careers and Studies)=
AfO|H O 4 ojmat |Hot 7|2(CISA, Cybersecurity and Infrastructure Security Agency)dlA H&E X9 st wAt g

MYUS TR AOIHER 2|AA J WS HNSAet HES ffoh Qe Mot [https://nices.cisa.gov/)

49




(72 3-4] NICCSe| ug U &3 71z

¥ = recie | S@arch Courses

Calgary Keyword

LJ Vancouver

- Location
o
Ottawa Distance  Entera Location
" Montred

@lrul@ @um, Available Delivery Methods  Proficiency Level

c

@ e k. P E] Classroom E] No Proficiency
R d

F!Jncl:cc @ WS m"qm D Online, Instructor-Led [:] Basic

@ @ E] Online, Self-Paced [:] Intermediate
¢ es ant.
@ Dallas @ P D Advanced
489 Expert
0. € Der

D NCAE-C Designated Institution

{ian gy g Provider | Choose F v
Havana "
Specialty
Guadalajara Area SOUSC SPCEa dlS v
& Mexico City ry
a = Leaflet | @SF| .
Categories | Choose Categor(ies Vv
Courses may be delivered atan alternate location. Your Location 9 Providers Courses o Course and Provider Quantity
Competency
Areas 4
Work
Roles N

Displaying 1 - 20 of 6544 Courses

[EX] https://niccs.cisa.gov/

2. O] AajR

(1 O|AZHY AO[HAMAGA AO[HERH WSS HMiS
O HOtH|E CHEK(Tel Aviv University)302 HIZLIA HIEYZ 7|Y2! Improvate3!2t S|
AO|HEOE MRS 2|5t O| ALY AO|HZMHA(Israel Cyber Campus)32)E i
- O|AZIEE =L B A7t 8119 20% $ZO0|X|2F FHEEHOKR] HE2 R2ti2t
3t O[ARI AfO|H Hot Z=33)
- 35| AlO|H] HOt 3 AO|HA SEHOZ RESH 82002 L34 E4E MO CIYsH HOt
A

AEIER0| Y=, S=2E 7|0 =L 0= AN 47289

30) o|AZtAMol AL} A| ROHHIE0| P{X|EH O|AZtA S FHUSCZ, U

31) 2020 AEE|OM, 0|AZIA 7|IS 22 2|0, QAZYAEX} L EXIIRF HZ

32) https://www.israelcybercampus.com/

33) IITP GT F7tEZIT, ‘O|AZtAMO| AtO|H HOF &) 3 H& g, 2020.11.30.

34) O|A2tY HEEMZ H|Y M, MSHE 28 U IEGHS, WE, AMO|HHE, ZAF HE 2 ZAIE Eot JUCH, 7|STHUA
Ol =71etE=at RARR A= HIt

35) OFA|OHELO], ‘O|AZIM ALO|HEQH 2O, Me|=2We| M3, 2024.09.01.

tst 20fA 243t WIHhttps://www.tau.ac.il/)
ZoliFe AMHIAS HZ( https://www.improvate.net/)

50



~ Improvate2 AHERN F2RV|YH, FAAIE BEollF= MHIAS HEok= HIZHA HE

A VIYC=, AUMALE0| et FAQ| 2oz MO|MAMAS X|H

O AMO|HZHA= 820050 S419| ZAIR} 7|ZHit SAIE e Selel 7eZH2Z S,

He(X}, 2FAE 2R AMOHER WES HS

[ O|AtA AO[HAMA 2H it

O () O T3} LHO| 2712 EB5HT, ImprovateOiAl XIRi510] Q=179 7|

o (F

e
=
oln
El

Ss o8z &

Off J&obA Eofotl UM Edt 768 0142 Ho &Sotil AL FH0[ S

A
(=] [}
F O]AfEO =2 AO|H7|Y CHESRt 712l QIERSE Sofl FY

— EC-Council® CEH, CSA, Linuxe LPIC-1 & 2% XA Fs 4HT Zg

Q4EH|) Al AIZ2(0|HE Z&fot] HH 7IE1} e|laAS Z50 UACH, 2| A0[H
2= AM=Z2l|0 8ot st =20 M2t AlLUE|2E F120]1=

oH

(1) HERZ =L, E‘Ef—c.’-E HOL AT HAE, CIXE ZHA S S8Rt Ao[H 22t
71=0 et & U= MsS

- 820050 EAI, 3P U HL H0[O| ARt MPIPt HRIFUS TAGD B]S T
- HAW, AR, AT MEIIS Y6t Ciket 0| T

(HIB) HIE 2= SHERUX] 2L, stlS ?Ieh NS AIHO0| AT FAE|0] U0

Ls—

Jiole| Bcte Ix| org Ho= X

51



[1 NCSC7t CiQfst neTz e X[

O ZIIAO|HEHOIMIEJ(NCSC, National Cyber Security Centre)36)= E=2| A{O|H ¢/
2 ™ME HE(IA, Information Assurance)2 2[5t =717 2O =, B=0| HHHOIEABNE
Ut S RE SS71H, MY, SATZIAMEK| MOIHEQI| CHSSH= WS MEshl 215 XY

- HOIES Sdol/| ?Igh W=t J|ss Aldofl 22t QHXIES Solf AO[HE210] Cet
(0]
- AR HEE LE HEl/|E, o5, E=o §E22718 & oHIEH} &

AMO|HIHAE CyberFirst)38) 74 ~ 17M|2] Ot & HAES Q|6 T2 JHOZ  ALO|H
HORE AJNold! Fetm, s, /Y sC= YMEE AO|HECH Vst 0 ==
- (NCSC ¢2I=3t|, NCSC—certified degrees) AIO|HEQH WS0| HtE SIIE XIESHE
= Uicts e = MEE= a9l ZE HVioll 58 =3 =0] XMelot sifIE Il |
flot 215 MBS
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BROM S8E USE 82, &2 E= Y s 0
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MY gAlol FHS BHol| flet M=, W=UE0| CyBOKY XAZA N IHHE As 2+
O AO|HEOIX|AIX|H(CyBOK, Cyber Security Body of Knowledge)39S Solf AO|H
HOtol 712 XA MAZ =Hol!] ats R 48 4=, 72|28 & M= /S X

- CyBOKE 43, 22/5t S MENSI0| SSLRLE UK YEfst SETHIZ 251 QU=
ZA0]| RQI5101, ALO|] HOF 0| ZY5)

flet XA HA

= x
JSHAIE B0/T WSt 7|ZXAS SR

rr

36) https://www.ncsc.gov.uk

37) EHEEMEE(GCHQ, Government Communications Headquarters)2l SMFMAIEI1EZ(CESG, CommunicationsElect
ronics Security Group), AtO|H 7} ME(CCA, , Centre for Cyber Assessment), &= ZEEH HA o8 E(CERT UK)
2 274 7|8k Al 25 MIE (CPNI, Centre for the Protection of National Infrastructure) S

38) https://www.ncsc.gov.uk/cyberfirst/overview

39) https://www.cybok.org/
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AR g
T3, 7| U2, TRES U D2ES LOJAO] S0 et SXIZ B3kt
Q155 AT2E, A U DRZES0| M
298 B IEYT 20t 24 U HIEYT HOl0| ABE=
oI55} DREZO0| HOKS &t

HET 2ot

_ N2lE 4 QU= HRE 7|57 SHYE AAE B
o|x o ol=2 [¢]
s i e U P SISI01Sl A7, 7R U B ot
Aol 2] NEQIEH U AIQIHIOf AIARL B2R D%, o1zt &7,
AAE ot CHAE QIT2} 0L} 22 AjOJH} B2| AIARIS] Ot 2
SAHEY | DMFIM AR U A TIS, SO 02 WA U ZHi0] S0Ig HafE
Shisol 22| 39| 2o 2H9t 37
[EX] https://www.cybok.org/
- 2171X| XAGA(KA) = Hust=X| 2401 o HOM M= 23 CEESTEXE T Qe
(12 3-5] CyBOKS| X|AI®Y! 7+ A

ALIINIISINHOALY 1d

Cyber Physical Systems
Physical Layer and

Telecommunications
Security

HUMAN,
ORGANISATIONAL &
REGULATORY ASPECTS

ATTACKS
&DEFENCES

[EX] https://www.cybok.org/

- CyBOK| Mt LE2 2T SIHEIOIUCH, Tifet HO=2 AVlohLt OIS 220101 Tifet
SlAAS Tt

- USuls D20 HMARPYENCSC 2158 Motk 7IeAtzz &5, WSSt
CyBOKO|| CHer w=sT2 7= OfE

* NSz AMOHERE W=0|Lt AAS0] O XMMAIE 7ML UK BEE =+ U= M=z 28
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[712! 3-6] CyBOK E2AH|(CISSP DHW)

CyBOK Introduction

Formal Methods for Security
Risk Management & Governance
Law & Regulation

CyBOK Introduction

Human Factors
Privacy & Online Rights

Human, Malware & Attack Technologies

Infrastructure grgz;‘:ﬁ::ﬁ';al Adversarial Behaviours
Securit . . .

Y Aspects Security Operations & Incident Management

Forensics

Cryptography

Operating Systems & Virtualisation Security
Distributed Systems Security

Authentication, Authorisation & Accountability

Software Security

Attacks & Web & Mobile Security

Soft &
AR Defences

Platform

s Secure Software Lifecycle
Security

Network Security
Hardware Security
Systems Security Cyber-Physical Systems Security

Physical Layer & Telecommunications Security

[EX] https://www.cybok.org/

O = =2 SRUTHAN(ClISec)= AMO|H HRW=K2! CyberEPOQE M

0 Y= YHHES ZOIHLA(ClISec, Chartered Institute of Information Security)= At0|H{ !
de "ot 20| X|Alo] X 3 HEs Sfloly) HH WKS LiYol= HIFZ| A

=2 x

- AMOlH 2 82 22 7oz, dAEHS0| B0 FEEs HEUe| QlEgs flet Ol
oZat/| flolil 2&i(2006H)

MUl

- 20180 YABIHS S019T SHQI HOIOR SRIGIBIA AOJH 2 H Ot Koo

O AfO[H E2tZ00MC| ZHS 1d{ok= BE AR ARES NS = U= AfO[H EOt
S OZMIE Xt2(CyberEPQ, Cyber security Extended Project Qualification) WS Mi&
— CyberEPQ= City & Guilds &8¢! 7| A4 Hge=z g

3= Histsiol] 228 GCSE
L= ARl SSoH 8EN, A4S FIS & st = A0 Tsi0] 7ts

- s A0 Eot MEHRO| s Soff HLTUCH, CyBOK AAIHHM} OVl IpHO= 41
o &5 T=7tE #Iet CPD, ICDIP 59| 2IE 2+8= X|[H
- CliSec OMIE U 9Lt HAS HBSH CIYSH 23 Sf RSOl M2 JH(CPD,
Continuing Professional Development) 215

— AO|H CIX|E ZAF ME7KICDIP, Institute of Cyber Digital Investigation Professionals)y=
AMOIH CIX[E ZAW]| &0ol= MF2AR| MEY, d4d, 8E flot o=z, s=3719t
HEOZ Q1T
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WNF=

[J CSAGIA AfO[Hf HOt Q19| & R JHE
O AJIEZ AfO|HOIE=ZH(CSA, Cyber Security Agency of Singapore)40)2 A7tE=09|
AIO|H 37t8 ©&517| 2l6h 20154 HE
- Z2A W OXEY 2 ™HEE(MDDI, Ministry of Digital Development and
Information)OflA] 22|85t UOM, AZIELE ALO|H H|AHSE(SingCERT)S Etet=
S J/HE=9 HEEHSE I
- FQUF = AVIEE9 NO|HSZIS QFotT HOMEA RAlokT, =7t UEE HEEIGHH,
E:

O
OXE BHE gd=totdd, HAE dg L4

o
T
[l
_O'ﬂ
T
SN

NiEofl A2l 2535 S5 Al

=
(SCS, Singapore Computer Society)2t 2i2510 AIO|H HOF A HEZ D= S X
- 02 ZE7|8, ©al, A DIEY 2 SlAQ =510 Afo|H HOF o18E H&AI7|1

45| &gt SG Cyber Talent O|LIMEIEE 29

(&) SG Cyber Talent O|LIME|E= IS U= AO|H EOt 0271 02! LIO|RH
=dold, MOIEH Hot HMZ271t 7| = dlelole® 511 3. SG Cyber Talent= 7|E
QX =&l R HE JHL O|LIMEIES 7[HICZ 15

o (HIB) 27 USEANISE EEok= A= QENI E2ti=s 2|0fl= CSAY} Tilicl= = 1o =

= 2= ot= SGSG AtO|H HAE LLM0]= SG Cyber YouthS

40) https://www.csa.gov.sg/
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1y 3 CHat LHE
_ ISC22 =510 AtO|H| EOt0l|A] IEL| 2|8 Q1ZS FSOLIA} of=
PAESTE=S _ _
HIAJO |t IS FTIROIA 7= WEE NS
SG Cyber ot
Associates I1 D'—” A7HEZ AXIL| FSI(IES, Institution of Engineers Singapore)2t
= SAMESS XY i MSSH 2 2#Hot0
IES 2|¥S 25t AFS QUEY 22t L(IoT Security Fundamentals)
SG Cvber Lead ot XN 2 O2He] AMO[HEQH 2|7t AIO|H T M2ts Sd4oh= 2 S210i| Tist O[shHE
YOSrLeaders | yoxt  Jpesin. siAl 23k 2A51T, XA AO[H] HOt 7|52 B0 08 4 YEE X|Y
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0 Fof= 0| 22 WA,

ALY } s
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SG Cyber Women | 044 HZ0 et M AHO| 0440| AO|HEQ 200 ZIS0teS &y
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S XIEHSAH S O D272 AtO|H HOt A HEE T2 5

[EX] https://www.csa.gov.sg/

[0 ACSC= AO|HESH 2 Ofl2fol| st XE Wess HE
S OB HOt MIE{(ACSC, Australian Cyber Security Centre)4!)

(ASD, Australian Signals Directorate) Li2| AO[H HOt0|| CHSH DIZt 2 5 2
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SOISI) it AP THs

- AfO|H E9t OsHE ZHUS &

40

41) https://www.cyber.gov.au/



|71 3-7] ACSCQ| 7215 OfLH

AUTOMATIC UPDATES

Flet ALOJHE Ot

Turn on multi-factor
authentication (MFA)

MFA means having more than one check in
place to prove your identity on an account.
For example, you may need a code from

a text message and your passphrase.

It makes it much harder for cybercriminals

Set up and perform
regular backups

A backup is a digital copy of your most
important information either to an external
storage device or a server on the internet
like the cloud. It means you can restore
your files if something goes wrong.

Update your apps
and devices

Updating your apps and devices can fix
issues and address new security concerns
or weaknesses that hackers could use

to access your devices or accounts.

They can also add new features.

Passwordl

Set up secure
passphrases

When MFA is not available, use a
passphrase to secure your account. A
passphrase is a strong type of password
that uses four or more random words.
This makes them hard for cybercriminals
to guess but easy for you to remember.

to access your accounts.

Recognise and
report scams

Criminals often use email, SMS, phone

calls and social media fo scam people.

They usually do this by contacting you
and pretending to be an individual or
organisation you know and trust.

Always be alert when clicking
on attachments or links within
emails or messages.

==

- §

l)

Q
-
Learn cyber security

Level up your
cyber security by...

« Thinking about what you post online.

- Signing up to our free alert service to
receive alerts on new threats

- Talking about cyber security with
your family and friends.

+ Avoiding public Wi-Fi when you're
banking or shopping online.

+ Reporting cyber attacks and

incidents to keep Australia secure.

[EX] https://www.cyber.gov.au/

[ MO|HERH S22 2IEM oA RTOMA MiE

0 SFc 7t 2w 2 3 XA H(National Vocational Education and Training
Regulator Act 2011)0f| 2t VRQA(Victorian Registration and Qualifications
Authority)2t ASQA(Australian Skills Quality Authority)diA MEES wWg2 2|t
RTO(Registered Training Organisation, S5 W&7|2)E ASo1 S5 L 22|

O Zt RTO= AfO|H{EOL flot w=iEN QIS IPH0| CHYOHA MISTH, Lk

sio12 ,
QISE RTOS 510 L3 TR0 S5

o|le
| I
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o =7 AO|HEQEH OJLIME[E(CNCI, Comprehensive National Cybersecurity
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AESENICEE SAMoZ FX

o Z7IISHHE(NSF, National Science Foundation)2 HH7|=wS(ATE, Advanced

Technological Education)2| H2t7|&(Security Technologies) S20|A] AtO|H{EOL
OI240rA MIEIZ 2
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AE ! i
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[EX] https://atecentral.net/centers
_ = 7|xTl510| HIMS Ol o A= o 5t
NSF= 7|=afsto] TS floll =S 71 £F8 SeC= 0|9 el tistulo|

WY A== Aldoks Y71
- ATE D272 =71 ZHIE Froke MYUS flot 1E2 SPE 7[aXte] uss X2

- 20244 11€ 71292 0] MHe| M 2 HOot/ =(Information and Security Technologies)
20 dEl= = 157

42) ATE D270 XIek= 71 20i0fl= AT MIX 7(advanced manufacturing technologies), =& ! M3 ZSKagricultural and
bio-technologies), OILIX| 2 24 7 &(energy and environmental technologies), HXIL0R! 7, ME 75, 01012 L L 7, ot
7 [&(security technologies), Sk&(learning), &7 Hevaluation), $7research)?t ZSEX2t 0|0 =et=|Xl= U= (https://atecentral.net/)
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- H9Y|= F20Fk= National CyberWatch Resource Center, National Cybersecurity
Training and Educati | on(NCyTE), National Information Technology Innovation

Center(NITIC) & & 37i dE7} 2F &
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ot - 50 olmat NOJH 20t TH | e
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! St 7421 2+ AjOIH QIRIHA 72/
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43) https://www.nationalcyberwatch.org/
44) https://www.ncyte.net/
45) http://www.nitic.org
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