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Abstract

1. Title

2025 Survey for Information Security Industry in Korea

2. Purpose of the Study

The purpose of this study is to investigate the market size and the
outlook of domestic Information Security Industry, based on the market
survey on Information Security Industry 2024. Furthermore, the study
is designed to suggest the policy directions that can lead to the
growth of the Information Security Industry in Korea.

3. Contents and Scope

The main contents and scope of this study include general corporate
characteristics, current status and the outlook of sales, exports,
employment, R&D and their requests for the government support.
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4. Results of the Study

o Business Status of the Information Security Industry

The study found out that there are 1,780 domestic information
security businesses, which are comprised of 876 Cyber Security
companies and 904 Physical Security ones.

[ Table 1 ] Numberof DorrmhclrrforrmﬂonSecuntylrﬂustryOorrpames (Unit :
—

2017

2018 464 549 1 ,01 3

2019 473 621 1,094

2020 531 752 1,283

2021 669 848 1,517

2022 737 857 1,594

2023 814 894 1,708

2024 876 904 1,780

o Sales and Outlook of the Information Security Industry

In 2024, the total sales in the Information Security Industry amounted
to 18,594,484 million KRW, which was a 10.5 percent increase
compared to the previous year. The sales in the Cyber Security
reached 7,124,407 million KRW, with a 15.9 percent rise from
6,145,479 million KRW in the previous year. The physical security saw
11,470,077 million KRW in sales, which was a 7.3 percent growth
compared to 10,685,568 million KRW in 2023.

[ Table 2 ] Sales in the Informann Security Industry (Unit: million KRW, %)

. Physical Securit

ES )
Ra te Rat Ra te
2020 = 3,921,387 - 8,302,865 12,224,252

2021 4,549,734 +16.0 9,311,446 +12.1 13,861,180 +13.4
2022 5615295 +235 10,563,226 +134 16,178,521 +16.7
2023  6,145479  +94  10,685568 +1.2 16,831,047 +4.0

2024 7124407 +159 11,470,077 +73 18,594,484 +10.5
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o Exports and Outlook of the Information Security Industry

The export of Information Security Industry is projected to increase
by 11.4 percent, to 1,872,225 million KRW(2024) from 1,680,002
million KRW(2023). The Cyber Security export decreased by 15.9
percent, to 124,250 million KRW(2024) from 147,757 million KRW(2023),
while the export of physical security increased by 11.4 percent, to
1,747,975 million KRW(2024) from 1,532,975 million KRW(2023).

[ Table 3 ] Exports in the Information Security Industry (Unit: million KRW, %)

Cyber Security Physical Security

e G G
2020 145,592 1,767,931 1,913,623

2021 152,604  +4.8 1924176 +88 2,076,780 485
2022 195,267  +1.7 1,851,469 38 2,006,736  -34
2023 147,757 4.8 1,632,245 =172 1,680,002  -16.3
2024 124,250 -15.9 1,747,975  +14.1 1,872,225 +114

o Employment Status in the Information Security Industry

The number of the employed in the Information Security Industry was
66,367 as of December 2024. 23,987 people were employed in Cyber
Security businesses, while 42,380 people were employed in physical
security companies.

[ Table 4 1 Employment status in the Information Security Industry
(As of December 2024)
Classification

Physical 18 e

or more

Security | Security

No. of th
. o e 23,987 42,380 16,799 13547 13026 10598 12,397 66,367

Perceniaoe 361 639 253 204 196 160 187 100.0

0,
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The number of new employees in Information Security companies
was 7,824 in 2024

[ Table 5 1 Newcomer/experienced employee in the Information Security
Industry (As of December 2024)
Cyber Security Physical Security Total

new |experien new |experien new |experien
P subtotal P subtotal P subtotal
comer ced comer ced comer ced

No. of ~ 1359 1800 3,159 1295 3370 4665 2.654 5170 7.824

Employees

Percentage 430 57.0 1000 27.8 722 1000 339 66.1 100.0

o Demands for Government Support for the Information
Security Industry

Government supports such as ‘Funding and tax benefits’ is required
to revitalize the Information Security Industry. Also, ‘Creating Market
Demand for the Public Sector, ‘Technical development support)
‘Fostering professional workforce’, ‘Promote consumer investment’ are
critical factors for the industry.

[ Table 6 1 Government Support Demanded for Market Growth

. (Unit : %)
(multiple response)

Cyber Physical

Funding and tax benefits 76.5 75.6

Creating Market Demand for the Public Sector 5.9 51.0
Technical development support 49.0 44.9
Fostering professional workforce 464 36.9
Promote consumer investment 39.9 394

The activation of the transfer of technology 10.8 7.7
Expansion of overseas support projects 39 6.7
Amendment of legal systems&regulations 26 4.8
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£ Hool= gEHS 55 TYoH, 3=l HAMME, E2SAH, HoH 724,
o _

5 D# 59 HO HAHLES BRSO HEHOH AAHY,

1) 9 23H(WAF: Web Application Firewall) : 2EFEQI Hapsnt =3| 2 of
Z270140 SH2 DTG0 AT HTTP/HTTPS D2EZS 245}
4 OZ2AOIMOA WS 4 QU= Ot Y¥S AP ATl HOt &
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e

2) el AARS B0t Qo) UEHT MU AL0IN R, LRoN 4
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HOIAIARI(UTM), XA LeE(NGFW) S01 US.
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EQ3 oty : UEYI AN S) 729 ZJHO| XIS &St
2 RUCRREH SUHRE FZ AEE 1AZ M0, SHGEIE/ARY2e=
HE

fI3E HSol= HPF S8,

ESIHQIAABI(UTM: Unified Threat Management) : Cist HOt 7158
otLtel EH|of Eg*ﬁm Mi&3dts Eof-"ﬁe*"o' st 7tX] Of&<] E?J s =
o bS]
(&) o

- XMICH 2SHEEH(NGFW : Next Generation Fire Wall) @ 7|& 25149
LoIHAME Hotdmt g BHOIA e YeiHoz
I.
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3)

4)

5)

6)

7)

HYYXIAAR(PS: Intrusion Prevention System) : WEQT IS 245t
0 4 AMIUX(Signature)E HOIL HMO=M HIFLHY Editiz SH
AZ|lE 22 24, 352 Yo JHEQ YsrHO|L HAHXAAH(IDS) F
ol Y Zd O sds SHAZIEH 28E = Hg% &FH2=E, o
AEo HIZYHR A0 ME 2 7E5 AS2E HAlSIH Aft =X F
HOZM QIZHALS| HIZY WS SHY £ US. AIAE H HEXHI N
CHer Cifet SRS Y dRIE 2Alt X, 24 = HZ3ge=z THE I

DDoS U8 : hEQ| EimZ T&oH A|AHRSE OHH|AIZ[= DDoS(Distributed
Denial of Service, 2MMHIATS) BAMBY At 2402, 0] MBS of
YOB QUEE EUS NS 246 RUHEATY oRs TEe) Z2F02
W ESthy UEYTL 7184 OFNS ROIRD, oY MHIAS Gi4NS B
Il'ol»'— [—” = OGS} Cﬂl%F% =13

S4a! =

7HSARSKVPN: Virtual Private Network) @ QIE{HIT T= ZEAUS ALR5}0]
= 0|49 HEYIE QTG AZSH| 5t 7Heel BES CE0 A5t
HOIHE M&EEY £+ AXE UE HEYIZ Y MM 1FEH= =252
MY, ZE IAE0| HWEHLE Mg YUUcte ARO S3YS IR
EM HE2 IFUMEZ MM Ao S8 MHIAE HSotd= AN £
Bl SIS, J2iM 2s5E 7HHAEEE Aol MEE2 F2 AAEZ
(Extranet)O|Lt W& X0l MU= XAME 2t2] 21EEt(Intranet) 12|11 O]

OrFst 2ZA™4(Secure Remote Access)d VPNE 0]|&5t1

%1%
HEYT HZHMO(NAC: Network Access Control) : HIERZ LHOIA AKX} L

717159 HZS EXMSlE 22MOZ, ZIEX| UALE YHOIMA S AMTCO|
ZIE PC = LEE OHI S| S0| A HEYTY D= He fM™
O=F Rl AAH MHME ESoH= HoF £2M4Q

28 HEYI(Wireless Network) EQF @ 2M(FMINS 0|25t= E4 HEYI
’éﬂHIMQ ._|", 7] wet ¥ HojH USs S8 S YERE HE5h| fltt 2
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8) UEYI Y EXl % S(NDR, Network Detection and Response)
HEYT Eme AAZIOZ DU EZSGI0, 0JA Si= QI ok sHQIZ ElX|5i1
3ot 2o 22442

T O

9)

2 LH$%*% 8= wgozy HoES T + Wi
2N HOIZ QX 4 Sl BRHY,

10) HAZE 7t43KVDI, DaaS ) : HAl &Eote ARE QOIN ASshk= E
olLte] HRHE U=E = U= 7I1sQ. B ARE 280 Y MHUAM #=
S0 JH1e] A Al JHE PCYt OfH S HIOJE MM 2H2=0 2ot
SX|g = US. DaaS(Desktop as a Service)= MHAYH HQAIES Udl=
Aoz, SRLEE Sof 7HE MH|AE XiZote A= el

L}, ASHQIEHQL S2M

—

HUEHQIE(Endpoint) &t HERIALL HAE SH T717] & =
E

=

QIEHQIZ Olg{st AELRIE, & AFEH, LESF, ANEE, lol7]7] & UHERIL

CIZIES Y TU(CIHIOIA) HO AFS SMUAZORM 9 T20| 1S5

oot &R4Q.

1) B OYTC D5fst J|S(COR) : oY ZES TET LAS HAGI0, O
FES PGP, HEA M22 TUS RS0l 0|3 AIZXI0 MYots 2
OU|EE S, WM, O0|X| S O BE THXE BAGD XTAE 4 U0
OF ofni, Sofat 015 =S MU0| R AT ARIGHOF FTH= H S =

=13

2) AcROIE Y EA| U CHS(EDR: Endpoint Detection and Response) :
AREQ ZHIY, MY S S (Endpoint)0A UMSt= AETE, HHMY0, B
O|HAE HAZIC=Z ZX[5tl O|F A 3 [H3Sot0 HOoieits e HOt

I.

HA0| ASIH, BYIHS 242t DU, EDRS S8
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201 02] TS| HOH 0I%E SAI0] &OI-X25tn FUHOZ LIS At &=

| A dd, M, HH 7S, 22 H4H FHO| FH)
B 75, ¥=719 2HHA Jls, 7HE AREAS g2 dHet del /s & HY

1) M HZ SH : AAH B2 SHO Secure0SS L AAHFASHE HE
93, MM, IT QIZEt 2% AAEIORO| BE HaD} XAS XD, &Y @

AHEI
O— H= |
LY, 21 715 MY &2 2Hote Hot &8, HULIAKN|(Secure
Operating System)= ZAHE Y MAQ EHotY AFOZ QI5t0 UM 7Hsst
HUC=RE AABS HSS7| o 7[&2 Y AMKMI(OS) LHo| Eot 7

Zt=

10O

S0 2718 2% MAY. Mol 25, AlAE B2 M, AAY BRK o3t
st HE HF, AIBKIS BB U M2 M2 5ig, S8 ZRIY HIS %483
TZ02REH B3 50| 7%= 2F AHHY.

2) FUHEMAAE @ OfYTC BIUE, ORIGIK| QS ALEQIO M¥, ¥l RE
(e)

Mot7| floil MEE= 22 &5
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3) YASHHLAARI(TMS: Threat Management System) : =2 ZA Fokd X

Het Hot EfiE, §2 24E UHEXHT EdiY & 54 dHE i =40 ¢
HI &, Ho|H2, ofd S9 AOIH SAS G|=otl THGIH, 2Eh ss52

= USE = Us MAMY ?EEN & NS EF4Y.

4) IHX|H2A|ARI(PMS, Patch Management System) : A|AEIO| HOF FoFMS
H2toh| @5t HiEE= HOt X MAS HAHUM NS22 HX|, #2lsf =
= &MY, HOt mX|Q| OIdX|Z Qo Zie £~ U= UF LSHE 0lLst7|
Yol x| HXIE #HUotH HXIE |REotAL, TR Al ZHEC=E XY £
UEE gl H-HOIHA S AO|H 0l st Sot&Ql SHAO| SiLt= H|
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5) OXIEZAMAAR © CX[E H0|HE T35, BA5t0 CXE HAL Atd
Lol IS Mgt SHE Hotes Hot £F4Y
6) SOAR : SOA(Security Orchestration and Automation), SIRP(Security
Incident Response Platform), TIP(Threat Intelligence Platform)E ZS|
Deloles Jige=2 HoF 20| AN 2/ A0l Chet HESt W8 &2 A=
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=
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7) XDR(eXtended Detection & Response) : HSHQl EDR(Endpoint
Detection and Respose)dil Lo HEE, S24RE S CHYst §+73|01|*1—9| =
ot OMIEE EfX|otl! HSdk= HOot £F4Y. 2

[ C)
= Helotd MHo=2 Hof OMIES 2Moiil USE + W 5H—’F—E
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O
=y
F

5150
BH=—
dsg g
8) Tl(Threat Intelligence) : H&=o| AfO|H A0 Ofst HEE Y0, 34X &
517 A =
o

4 370, 9 A g, 4 2d 5 2 7l g2E suoll =
— o
S ?

2Eo 7|™”OILy =29 AAH, AH|A, 21Xt

1) SHRE HIZE HPKCWPP: Cloud Workload Protection Platform) : S22
20| ATl 2|AAQL TIZMAZ QF2C2t 5l 0] YIZ2CEE HS6k= A,
HI=2E HO2 A2 HERE |F=E 49 FUN HEL H2SH Heto| St
27| A0 U=A| S= =0l 4= U00F gk

2) SRE HO HMEZ(CSPM: Cloud Security Posture Management) : 2
StRE SF0IM ZdE = U= HoF /S ogold], S2RE 2122t 3 AfH

Ao| HOH MEIS MARICR BLIEZSHT B2lsle ot 22
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1) WEYI DLP(DLP: Data Loss Prevention, C|O|E{SEHX|) : AFXQ| 119

3) CASB(Cloud Access Security Broker) : 222E= A=At 2t CSP(Cloud
Service Provider)?t X&6k= SECaaSE f%ge 4R Cist HOt AMH|A HOt
MY EEMS RHol0F otih= 0|7 2ol 0| Lotz MA|= 7H'—='O§
SoRE MH|A 0|2 CSP AO[0] CASBE HiX[otl ©HY SH| ZIE
Ao 215, HZ MO, Hole FEYX|, 21 ZLHY, AN S S —E‘E—f
E 2|AA0| CHet Mot Hot HMS XMESH= A0 HEXQ! GAIQ.

-

4) SASE(SD-WAN) : EQt AMIA MH|A Of|X|(Security Access Service Edge)

o] OIXIO|D] 2ZHOC 7|Ho| HIOF OFF|EIXE, CASB, HEl HZEAE U
EQ3 QA 59| Z2tRE HOt 7|51 VPN 2 SD-WAN 7|50| E&tE0
U= E2MS T O EQIEOM Cfefet ERMOZ MSEHUH HERIELE

7|I50| SASE &280IM= %‘?J Z2RE MHIAZ ;ﬂ_._ol- BN =1

b) 7kt #2| : Tk HHO=Z ASE AAHOIL; AFRY SH0| ofet 2as e
o HolH 24, 23 S Ao #gF &8z fF=2E HiX| & ¢
d, 7tgE #d9 21 24 S5 ZElotdl US

Op ZiB= / H0|H =ot &84

29 =7 U RS YRS U3t VIS, HAX 2O, UE 7Y
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